L —

Administrator’s Guide

GWAVA 6.5

Build 45
May 2018




Table of Contents

= - ol ISP 7
ADOUL THIS GUITE ...ttt ettt et b e sh e shtesheesat e st e eae e eat e st e enreenneeeaneeanees 7
AUIENCE ...ttt s e st e st e s bt e s bt e e s bt e s b et s b e e e sme e e s b e e e be e e b et e sar e tesnreesreeesnreesanes 7
Yol gL a1 Tor= 1 IR UT T o AP UPRRR 7
SAlES ettt e h et r e e e b et e bt e e e b e e e be e e be e e e be e e be e e R et e anteeeeanreeanreesbeeeenreenanes 7
(0o o)V T 7= o1 A 1 Lo ol PP 7
(=Y <=1 I Ao 4 (ol T PRSP 7

MIJOT NEW CaNEES .. vvieeieiiiee ittt e ettt e e ettt e e e ettt te e e e ebtaeeeebeeeeeastaeeesaseaeesantaseesastaeaeastaeesanssntaeessasteeeesnssnnananes 8

INSTAIATION GUITE ..ceeeiiie e ettt s e st s e s e s b e e e s me e e snneesareesanenesaneess 9
MinNiMUM SyStemM REQUIFEMENTS ...coveeiiiiiieiieeieieeeeeeeeeeeeeeeeeee e e e e e e e e e e e eeeeeseeeeesseeseeaeeaaeaeaeasatasasaeeaeeessesssrnnnnns 9
Hardware ReCOMMENAtiONS: .....c.c.uiiiiieiiiieiee ettt et e sb e st e st e e bt e e s e sabee e sneeesaneenas 9
0] o] oJo g a=Te W BE ] o - 11PN 9
INSEAIIATION Lottt st st s e st st b e bt et sae e san e s ab e e b b e nees 10
LINUX c ettt e e s a e s et e s s b e e e s na s 10
WiINAOWS INSTAIAION Lo s esmee e s ree e snneeens 11
GWAVA SErver ACTIVATION ..ottt ettt e e s e s s s e e s sne e e e snn e e e e e s snnneeesannneeens 16

Appliance INSTAllatioN GUIE .......cciiii it e e e e et e e e e e s s e atar e e e e e e eeesseeasstaaeeeaeesesnnnes 20
OV BIVIBW .ttt s e sttt sttt sttt st bt st e e e ann 20
POIES e e s ar s 20
MiniMUumM SysStem REGQUIFEMENTS ...ciiiiiiiiiiiiiiiiiiiiiieieieie e e e et e ereeeeeeeeeeeeeeeeeeeeeeeeeeeesaesaseeeeesssnsnennes 22
INSTAITATION ettt e s e bt e bt e e sar e e s b e e s ree e sareesree s 22
SEIVEE ACHIVATION .ttt et e s e e s e s e e e s e e e e e e e e r e e e ee e e e nrees 32

HOW GWAV A WOTKS.....teieiiiiiiiecciiiee sttt ee sttt ee e ettt e e esata e e e sateeessataeeeesasaeeesssaeeesassaeesansaeeesssssseeesanssaeesnnssaeean 35

How the different INterfaces WOIK .........ooiiiiiiiiii ettt et e e 35
SIMITP INEOITACE ettt ettt e s bt e s h e s bt e sheesat e s st e eat e et e et e ebe e sbeeameesaeeenneenreens 35
WED INEEITACE ...ttt h e s at e s at e s at e sttt e et e et e ebe e sbeesmeesaeeeabeereens 35
GWIA INTEITACE .ttt ettt b e bt b e s bt e s bt e s bt e sheesabesatesabe s ebeenbeesbeesanesanesane 36
AN T (=T o - [ol T TSP USRTRTPP 36
POA INEEITACE .ttt ettt ettt e st e st e s bt e s bt e e s abe e s bt e e bbeesabeesabe e e s abeeebteesabeeebeean 37
VD8 INEOITACE .ttt ettt ettt e s bt e st e e s bt e e abe e sabeesabeesabeeteebbeeaabeesbaeenabeens 37

GWAVA 6.5 Administrator Guide 2



YN o ] A= o = Lol TR 37

Choosing an interface fOr YOUr SYSTEM .....ciii it e e et e e e e e e e sabraaeeeaeeeeaeeenannns 37
(@1 g Y] o T T o I 1Y (=Y o = Lol YU USURRN 39
SIMITP INEEITACE ...ttt ettt et e et e e st e e s be e s beeebbeesabeesabeesabbees sbbeesasaesabeeenaseenns 39
WED INEEITACE ..ttt she e st s e st ettt e b et e nbeesmeesaeeeaneereens 45
GWIA INTEITACE. ettt ettt e bt e s bt e s bt e she e sat e satesate s ebeenbeesbeesaeesanesane 48
IMTA INEEITACE . ettt h e bt bt s et et st e et e e bt e bt e bt e beesb e e sabesabeeabeebeenneas 51
(07N [ =T o ol T TR PO OO USRPP 53
ViIbe INtErface INSTAll ..cc..eiiiiiieie ettt ettt e st e e s bt e sbte e s bbeesabeesabaeesareenas 60
WASP LOCAI INTEITACE ..ttt ettt et sttt e st esab e e s bt e sabeesbbeesabeesesusaesabeeesaseenns 63
WASP REMOTE INTOITACE. .. ittt sttt et e b e s b e sn et s eneeeeens 66
General AdMINISTratioN.......ei i st e e s e e s e e amee e e e e snneene 69
GWAVA Management CONSOIE .....ciiiiiiiiiiiee ettt s e et e e e e e s ettt e e e e e e s snataaeeeeeesesssbaeeeeasseeseesnnnnnes 69
DT g1 Lo T e KT TSR POPOTOUSPPP 69
Dashboard CONrol PAn@l.......coouiiiiiiiiiieiieesiee ettt ettt et st e et s b e sbeesbte e sneeesareenas 70
Configuring and customizing Dashboards ...........ccceiiiiiiiiiiiiiier e e 72

N YT AT = 0 0 F= T = (=] OO PP PP 73
BOOKMAIKS . et ra e e s e s ree s 73
Do TelN g =10} =] o o H TSSOSO 73
SYSTEM IMANABEMENT et e e ettt e e e e e e e ettt b e s e e e e e e e e e e b e e eeaeeaaaeeeeeeeaneraan 73
SYSTEM IMANQGEIMENT ...ttt ss st bbbt st st s e s e ee s anann 74
R ol=T o [ 1 o ¥ = S PRSP PPUPPPPPPPPPPPPPPPPPPRE 74
AIMIN QCCOUNTS .ottt et b e sh e sae e sat e sat e st e et e et e et e et e esbe e smeeemeeenseenneens 74
SYSEEM INTOIMATION....eiiiiiiee e et e et e e e et e e e e ebe e e e eeataeeesbtaeeeenbessaeaesasteeaennns 74
3 T a1 AN 1T o PSRRI 75
[0=T o To] i KPP UPPPPUPPPPNN 75
YT T= I - (o] T V-SSR 78
D] = 10 L <] [T =4 S 79

L0 0 [T o TSI U oo F= 1 T3S UPRT 79
Yol Yo {= I 0 0 F= T T T SRR 80
AQVANCET ..ottt ettt sa e e s bt e s b et e s bt e s re e e bee e s be e e bt e e be e e enteee e beeeantee s reeennreen 80
3] (1 4 T e Yo KU PRURRUP 81

GWAVA 6.5 Administrator Guide 3



Server/INterface ManaBEMENT .........ociui ittt ettt et e et e et e eetaeesbeeeeteeeeteeeesteesbesenseeeetnseeesnseeans 83

LT oY=l e 4 T o T 0 0 =T o | PRSPPI PPPPPPRt 83
AdVanced StatistiCs SETLINES....ccuiiiiiie et e e e e e st e e e e e s e s bt raeeeeaeeeseeeennnsraanees 86
Advanced SMTP Relay ConfigUration.........ceiiciiiiiiiiiiee sttt e et e e stre e e s srreeaeaeeans 86
o A ®loT ] =V T 1 4 o] o NS 87

[ e Yo T ={U] =Y o o [T 87
R3] SO OO TSP TO PO PPTOPPTOPRRRPRRRTO 87
AAVANCET .t e et ettt e b e e st s bt e e b et e e a b e e s be e e h et et e e s be e e bee e e e areeereeesareesanes 88
CONTIGUIE DOMAINS...eiiiiiiiie it ceitee ettt e e e et e e e s st e e e s b teeeesbeeeessabaeeesstaeeesabeeeeesssaeeseesanseneesnssees 88
SEIVEE CONTIOL. ittt ettt et e st e s bt e e bt e e sbbeesabeesbee e bbeesabeesabaeeesabeesaneeesareesases 88
ANTIVIFUS Q8ENT SETUD toeieei it e e e e e e e e e s e e e s s s e s s s s s s s s s s s s e e aeaeaeaeaaaaaeas 88

[P REPULALION SETUP e e e e e e e e e e e e e e e e e eeeeaeae e e e e e e raeaaeraeanannees 89

[ £ PPPPE 89

L 7 T o [ PO P OO OPRTOPSRUPRTOPRINS 91
MANAEE INTEITACES .vieei ittt et e et e e e e e e ettt e e s sabaeeesaataeeesbaeeeesabeeeeessaseeeessnseeesennsens 91
T A=Y = ol IRy o =4SPPSR 91
INTEIrfAaCe UNINSTAll. .ottt e sb e s b e e b e nnees 92
SCanNEr / POICY IMANAZEMENT ......oiiiiiieiee ettt ettt e et eete e et e e bt e eeteeeeabeeebeeebeeeetseesabesesateeenseeesnreens 93
o oYY - T o =Y = <1 oSSR 93
Unlocking the POlICY IMANAEET .......uuviiiiie ittt ettt e e e e e ettt e e e e e e e e raae e e e e e eesnnbaaaeeaasesaeesensnnes 96
How Mail flows through a policy tree; QUalification .........ccveiivciiiiiicie e 99
MUILi-TENANCY AN POIICY TIEES ..veeiiiiiieeciitie e ecieee e ettt e et e e e e e e e stre e e e sata e e esssaeeesnsseeeennsaeaasseasreees 99

Y 0T ol 1 [ol ado ] oY AT =Y a1 V=L PSR 101
Backtracking and Mail FIOW ........cuuiiiieiiic ettt e e e s e s arrn e e e e e e e s nnberee e e e e eeeeeeennnns 102
Yot Tl a L=l Y T = T=d=T 0 d =T o | PP PPPPPTPPPRRN 104
LCTT 1T = Y= LY = USSR 104
NOTIFICATION Lottt ettt ettt e s b e st e e st e e e bt e e s it e e sabeesabeeessbaeesabeesabeeenaneas 106
SCANNINEG CONTIGUIAtION ....viiiiiiiie et e e et e e e e ate e e e e bte e s e rabae e seeesaraeeeennsens 107
ANTIVIFUS .ottt st e e st e e s s e e s e e e e s e et e e s a e e s araeee s 107
JAN o ] o -] o [P SUPUPUPPPUPPPI 108

Y o= L2 0 I D=1 =T o 1RSSR 108
SURB L e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e s s e e e e e aeaaeeaaaaaeaaaeens 109

GWAVA 6.5 Administrator Guide 4



| ST o0 = o o USSP 110
P e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaeaaaaaaeens 111
DT Y= | I Y =] Vi ol PR 111
CONVEISAtION TFACKING. ... uviiiiiiiee e ettt e et e e e ete e e e s eata e e e sbteeessbteeeeantaeeesantaeaeaesnssneeennns 112
N o 10 I3 {=] o Jo] Ao V- S T T T SO PUPPPPPUPPPPN 112
S o 11T T Y- SRR 113
(O] 1 (=T T V= USUR 115
F YU N gLl Aot 1 [o] T o1 =T o T o V-SSR 115
2T o Yo VN T =T PSSR 116
LAY 1T o T oY= PR 116
RAW e et s s te s e e s e r e s sarees 116
YT T Ye{ Sl o 1= Lo =T SRR 117
L0 1T Y .0 P O PPPPOPPRPOt 117
[0 10T =T YRR 118
FINGOIPIINEING ceiiiiieiiiiiiiiiee ettt e e e e e e e e e et et e eeeeeaeaeeeaeeaaeaseeeeesssssnessnerenrnrnnns 119
T g Yol N o F= 1 1YY SRR 120
F AN - [ 0T 1= oY o Y7 o LTSS 121
Source address filter (FrOM:) .. ... e et e et e e e et e e e e abr e e aeeeenraeaas 122
Destination address filter (T0:) .....ueii it e et e et are e e e anns 122
1Yo To [ STl o =Y PR RP 123
IMIESSAEE SEIVICES eeiiiiiiiiiiiiiiieiiieieieieteteeeee ettt ettt ettt te et ettt reeerete e et ettt e et teeeeeteeeeeeeeeeeeeeeeeeeeeeeeeeesssessssrersrnnes 123
N (ol=] o1 o] F 3 PP PP PP PRSP PP PPPPPPPPPPPPPPPPPR 125
YT U g olc= Yo Lo [ Y (o o] 1 0 14 ISP 126
Destination @dAreSS (T0:) coouiiiiiiiiieeeiiiie ettt e et e e et e e e e ebeeeeeabeeeeeaabeeeeeabbeeeensbaeeeesnnsreeeeannees 127
Y TT Y=Y ed I U o [T S SRR 127
Y I T = O P P PP PO PP PP P PP PPPPPPPPPPPPPPPPPPRE 127
Y 1Y 1=l =Y Lo [T RO 128
IMIESSAEE SOUICE ..ceeiiiiiiieiiieieieeeeeeeeeeeeeeeeeeeeeeeee e e et re e e ee e et e e e ae e e e e e e e e e e s e e eaeeeeeeeaeaaaeeeeeeeeaeaeeeeeaeeeesesesnsesesnrnnns 128
[P AGAIESS .ottt ettt e st s b et e s bt e a e s bt e b e e s e r e e e e e s b et e n s re e e anr e e s reeennneas 128
AUTNENTICAtEA USEI ...ttt ettt ettt e st e ae e e sat e e sabe e e bt e e sareeeeaneeesaneens 128
GWAVA QUAraNTing SYSTEM ...ttt e e e ettt re e s e s e e e e aae b aaeeseeeeeaeasbaaaeseaeaennnsseaanans 129

GWAVA 6.5 Administrator Guide 5



O =Y ST 0L =T i Lol DO RRSRRRRRRRRRRPRRRTN 129

AdMINIStrator INTEITACE. ..o et e st e s bt e e sne e e sareeeas 129
=T o Y oo o 1 PO PPPPPTPPPPRN 142

Y oY o T=] o Lo [ SRR 149
Padlock STate CheCKDOXES. ... ..eiiiiiiiiieee et 149
o [ To A oY =T = o Yol T U U PURS 150
Scanner Configuration: Hierarchy and INNeritanCe ........cceeeeeeiii i 151
GWIA and SMTP interfaces on the Same DOX ......ooiuiiiiiiiiiiie e 155
)L R 10N =T o - [l o Lo o PP RP P 156
LCT o T oAV o - 1 PP 156
LINUX ¢ttt e a e se s s a e s s a e e s s aba s 156
Squid configuration file ChANGES........ooi e e et eebee e e e rae e e e nees 157

GWAVA 6.5 Administrator Guide 6



Preface

About This Guide

This Micro Focus GWAVA Administrator's Guide helps you integrate this software into your existing
email system.

Audience

This manual is intended for IT administrators in their use of GWAVA or anyone wanting to learn more
about GWAVA. It includes installation instructions and feature descriptions.

Technical Support

If you have a technical support question, please consult the Micro Focus Technical Support at
http://support.gwava.com

Sales

Micro Focus contact information and office locations: www.microfocus.com

To contact a Micro Focus sales team member, please e-mail info@gwava.com or call 866-GO-GWAVA
((866) 464-9282), or +1 (514) 639-4850 in North America.
Copyright Notice

The content of this manual is for informational use only and may change without notice. Micro Focus
assumes no responsibility or liability for any errors or inaccuracies that may appear in this
documentation.

© 2018 GWAVA Inc., a Micro Focus company. All rights reserved.

Micro Focus, Retain, the Retain logo, GWAVA, and GroupWise, among others, are trademarks or
registered trademarks of Micro Focus or its subsidiaries or affiliated companies in the United Kingdom,
United States and other countries. All other marks are the property of their respective owners.

Legal Notices

For information about legal notices, trademarks, disclaimers, warranties, export and other use
restrictions, U.S. Government rights, patent policy, and FIPS compliance, see
https://www.novell.com/company/legal/.
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Major New Changes

GWAVA has changed a few core ways that scanners are implemented in the system. This was completed
to facilitate multi-tenant systems, or systems containing more than one active domain, which require
different settings.

To enact this new ability, several changes were necessary. The scanner is no longer associated with any
interface, domain, or server. GWAVA uses ‘policies’ to manage to manage different scanning
configurations. Policies enable more comprehensive control over scanning from a broad scope down to
a granular, user by user, level. See the Policy Manager section for details.

GWAVA also includes a new image analyzer which can scan and flag offending images. As with other
configurations, the image analyzer offers the same actions for mail in the GWAVA system: block,
quarantine, notify, and flag. The image analyzer is an additional service to the GWAVA scanning system
and requires an additional license. See a GWAVA sales representative for details.

GWAVA has changed the way it installs. GWAVA has a native installer supporting both 32-bit and 64-bit
installations for Windows. For Linux, GWAVA is provided in an RPM which installs the system
automatically with the appropriate version.

GWAVA’s New Web interface.

GWAVA has included a new Web Interface which allows the GWAVA system to connect to an ICAP
enabled proxy to filter web traffic. The Web Interface can filter, or block based on URL as well as
specified keywords found on web pages. User access may also be restricted through user
authentication.

Build 45 (2018-05-31)

GWAV-2234 - Fix maintenance license expiration
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Installation Guide

Minimum System Requirements

Supported Operating Systems: (with appropriate Java installed)
Linux

e Novell Open Enterprise Server 2.x (Linux)
e SUSE Linux Enterprise Server 10.x
e SUSE Linux Enterprise Server 11.x

Windows

e  Windows 2003 Server
e  Windows 2008 Server
e  Microsoft Visual C++ (Required for Windows installer)

Hardware Recommendations:

Hardware recommendations are made according to approximate system load, and are dependent on OS
and configuration type. General configuration settings are assumed. All RAM recommendations are for
existing, unused ram, not total system RAM. (If connection dropping is used on an SMTP scanner, the
expected performance rises significantly.)

3,000 Messages per hour

e Modern Multi-core 2.4 GHz Processor
e 1.5 GBFree RAM
e 40 GB Hard Drive space

10,000 Messages per hour

e Modern Xeon / Opteron Class 3 GHz Processor
e 4GB Free RAM
100 GB Hard Drive space

Supported GroupWise Versions (For GroupWise integration)

e GroupWise 7.0SP 3
e GroupWise 8.0SP 2
e GroupWise 2012, 2014, 2014R2

Supported Databases

e Internal Database: SQLite

® External Supported Database: Postgres 9.1.3

GWAVA 6.5 Administrator Guide 9



Installation

Linux

GWAVA provides a native RPM installer for Linux. The rpm installer wraps together all pertinent
information into a very painless installation experience.

Download the GWAVA-i586.rpm file to the desired server and run the installer either through the GUI
with ‘install software’ or with the rpom command.

rpm —ivh gwava-<version number>_rpm
The installation will set GWAVA to run automatically, use no proxy, and update virus definitions within
an hour after installation.

The GWAVA installer does not open any ports in the system firewall. To access GWAVA Management,
port 49282 must be open.

The default commands for stopping and starting GWAVA on Linux are:

rcgwavaman start

rcgwavaman stop
GWAVA is installed, but must be activated.

To continue, make sure that the GWAVA service is running and then open a browser and navigate to the

setup and server activation:

http://<server_ip>:49282

GWAVA 6.5 Administrator Guide
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Windows Installation

To install GWAVA on Windows, locate or download the installation file to the desired server and execute

the installer.

GWAVA_ Setup

The installer will extract all files necessary and begin the installation wizard.

O GWAVA Setup

Extracting the main application files...

=35

| Cancel

When the installer begins, click ‘Next’ to continue.

O GWAVA Setup

Welcome to the GWAVA Setup Wizard

the Setup Wizard,

GWAVA

The Setup Wizard will install GWAVA on your computer. Click Next to continue or close the window to exit

GWAVA 6.5 Administrator Guide
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Agree to the license terms and select ‘next’ to continue.

QO GWAVA Setup

GWAVA Inc.

TO DOWHNLOAD.

I accept the terms of this agreement.

/ Read the GWAVA Licence Terms
To continue you must read and accept the terms of this agreement. If vou do not want to
accept the GWAVA Licence Terms, close this window to cancel the installation.
Software License Agreement

THE FOLLOWING COMNSTITUTES THE USER AND SOFTWARE LICENSE
AGREEMENT THAT IS ATTACHED TO THE SOFTWARE THAT YOU ARE ABOUT

RFFNRF (1 ICKING THF “ACCFPT” RITTNN NR 1ISING THF SOFTWARF Pl FASF 7

(]

GWAVA installs to the default location shown, if a different location is desired, specify the new location
and select ‘Next’ to continue.

O GWAVA Setup

l Choose a file location

To installin this folder, dick Next". To install to a different folder, enter it below or dick "Browse™

C:\Program Files\GWAVA

Total space required on drive:
Space availsble on drive:
Remaining free space on drive:

Browse...

258 MB
13GB
13GB

GWAVA 6.5 Administrator Guide
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If a Proxy is utilized or desired to be used in the system, enable the proxy setting and input the relevant

information.
O GWAVA Setup [E3m]

Proxy information

Use a proxy for spamjvirus definitions updates

Proxy hostname:

prosxy.doma

Port:
3030

User Name:

Password:

If your Proxy uses a username and password, the information must be provided for GWAVA to function

correctly.

All post installation tasks options are offered. Select the appropriate desired tasks and click ‘Next’ to

continue.

© GWAVA Setup =

Post installation tasks

Update anti virus definitions after install

e

To access the GWAVA Management page, port 49282 must be opened in the firewall.

GWAVA 6.5 Administrator Guide 13



Once all the necessary information has been collected, they are displayed for review. If the settings are

correct, select ‘Install’ to continue.

© GWAVA Setup (=30
Begin installation of GWAWVA
Click Install to begin the installation. If you want to change any of your installation settings, dlick Back.
Please review the settings as configured before continuing.
Install Path: C:'Program Files\GWAVA\GWAYA
Use Proxy: False
Modify firewall: True
Update definitions after install: True
Finish configuration in browser: True

The GWAVA installer will check for Microsoft Visual C++ runtime, and if it is missing, the GWAVA

installer will initiate the download and install for it.

0 GWAVA Setup

@ Installation Progress

Extracting prerequisite software

Installing GWAVA...

GWAVA 6.5 Administrator Guide
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After C++ is installed and the required prerequisite software is installed, the GWAVA installer will be
resumed.

© GWAVA Setup [&=

E Installation Progress

Generating script operations for action:

Installing GWAVA...

When the installer finishes installing GWAVA, click ‘close’ to exit the wizard.

© GWAVA Setup [==3a]

GWAVA

GWAVA has been successfully installed.

Close

On Windows, by default the GWAVA server is run as a system service.

The GWAVA system is now installed, running, and is waiting for Server Activation.

GWAVA 6.5 Administrator Guide 15



GWAVA Server Activation

From your workstation, enter the URL http://<your_server _ip>:49282. For example:
http://192.168.10.60:49282, then click ‘Go’ or press ENTER.

Choose the default, ‘this is a new GWAVA server’ and click ‘Continue’

GWAVA Network Setup

Nelcome to the world of GwAWVA, and thank you for choosing to protect your messaging
em with the worlds number one content management solution for Novel GroupWise.

Now that your GWAVA applications h been located on this server, it is ready to be
config for use. GWAVA has two onfiguration, the management system, and the

individual scanner applications. This take you through the configuration of the
management system in preperation for instsling and setting up the scanner services.

First off, please tell me if this is the first GWAVA server in your network, or if you are
connecting this server into an exist VAVA system that already has other GWAVA servers
running.

This is 2 new GWAVA server
@ This server will participate in an existing GWAVA netwark

Enter the requested information for your environment.

GWAVA Network Setup

Because this is the first, or only GWAVA management server in your network, we need to
gather some rudimentory settings to secure the server and prepare it for instaling the scanner
applications that wil protect your e-mail system.

Server Parameters

Server identifying name awavaes (Linux) 9
Client connection address 102.168.1.148:49282 L
Database type [

Administration Information
GWAWVA administrator login name
GWAVA administrator password
Verfy administrator password
Internet Domain (eg. GWAVA.com)
GWANA administrators full name
GWAVA administrator e-mail address

Mail Relay / User Authentication
SMTP server for notification/authentication

SMTP AUTH usemame =

SMTP AUTH password Remember this

e password. You will
need this to login

after this step is
complete.

GWAVA 6.5 Administrator Guide 16



GWAVA comes with an internal database, SQLite, which is sufficient, and which requires no tuning or
separate installation, and if the internal database is selected, no further database configuration is
required.

However, for those who desire an external and more robust database engine, GWAVA also supports
Postgres db. (Postgres 9.1.3)

Internal

o 2 —Internal |
Administration Information ERETTT

Database type

Installation, setup, tuning, and maintenance of the Postgres database is the responsibility of the
administrator.

GWAVA Network Setup

Because this is the first, or only GWAVA management server in your network, we need to
gather some rudimentory settings to secure the server and prepare it for installing the scanner
applications that will protect your e-mall system.

Server Parameters
Server identifying name wavats (Linux)
Client connection address 192.168.1.148:49282
Database type Postgres
Postares host server localhost
Database configuration Create database
Postgres database name

II

Postgres login name

2288228

Postgres login password

Administration Information
GWAVA administrator login name
GWAVA administrator password

Werify administrator password
Internet Domain (eg. GWAVA.com)
GWAVA administrators full name
GWAVA administrator e-mail address

222228

Mail Relay [ User Authentication
SMTP server for notification/authentication
SMTP AUTH username
SMTP AUTH password

222

GWAVA requires the basic connection information for Postgres: IP address or DNS name and database
name. The account login name and password for Postgres must be an account with database creation
rights — or if connecting to an existing database, the username and password with full rights to that
database.
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Specify whether GWAVA will create the database automatically or whether GWAVA is to connect to an
existing database. Because GWAVA can create a database with everything required, it is recommended
to allow GWAVA to create the database.

When configuration has been completed, select ‘Continue’.

Confirm that the information is accurate and click ‘Install’.

GWAVA Network Setup

Please verify the information below is correct and accurate, and press the install button to
proceed with server activation.

Server identifying name gwavab(Linux}

Address to access server 192.168.1.157:49282
Administrator login Adrmin

Administrator password [concealed]

Primary domain QWava.com
Administrator full name administrator
Administrator e-mail address admin@gwava.com
SMTP server address 192.168.1.105

SMTP AUTH usemarme chris

SMTP AUTH password [concealed]

After the server has been activated, the following screen should appear. You should see a login prompt
to the web interface in the future.

Management Console

Server Activation Completed

Network Status Click here to enter the management consola. You wil
require a valid login name and password to enter.

Servers online: 1 Servers offline: 0
-- Enter Managemeant Console —

Now that the server is activated, we can proceed with creating the desired scanners and scanner
configuration. See the Administration guide for all configuration and scanner creation instructions.
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To connect to the GWAVA Management Console in the future, open any browser that has access to the

server and type the URL http://<server_ip>:49282

Connect to 192.168.1.101

The server 192,168, 1,101 at GWAVA Console requires a
username and password.

User name: | <4l M

Password: | |

[Iremember my passwaord

Loc ][ cancel |

Log into your GWAVA Management Console to begin server configuration.

GWAVA 6 Management Console
Click here to enter the management console. You wil
Network Status require a valid login name and password to enter.
Servers online: 1 Servers offlne: 0 — Enter Management Console —
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Appliance Installation Guide

Overview

The GWAVA Appliance is a complete software package for implementing the GWAVA system and is
designed to replace an existing GWAVA server with a standalone GWAVA system running an SMTP
scanner for any mail system. The GWAVA Appliance is ideal for a virtual machine environment.

The GWAVA Appliance is designed to run the SMTP scanner for any email system in the market. The
SMTP scanner, and GWAVA Appliance, are completely independent of, and can be implemented in any
system. The SMTP scanner acts as a proxy for the SMTP Gateway of your mail system.

GWAVA
Appliance SMTP
Scanner

Internet

SMTP Gateway

The SMTP scanner and GWAVA appliance are meant to be placed in front of the current Gateway for the
mail system. Incoming email sent to your domain will first go to the GWAVA appliance, which scans then
sends clean email to the Gateway. Mail sent from your domain will pass through the normal system, but
the SMTP Gateway will send the mail to the GWAVA appliance, which sends the email to the internet.

Ports

If the GWAVA appliance is set behind a firewall, or multiple firewalls, the following ports should be open
for mail flow and GWAVA functions or services:

Inbound and general traffic

e 53— UDP (DNS lookups)
e 25 —TCP Inbound (Used for Mail)
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The following are optional but should be open to allow access the GWAVA appliance from outside the
network:

e 49285 —TCP Inbound (QMS message release service)

e 49282 — TCP Inbound (GWAVA Management Console)

e 22 —TCP (SSH access. This can be a security concern, but may be necessary to enable for support
access.)

Outbound traffic

» 80— TCP Outbound (Updates services for Antivirus, Signature Engine, and GWAVA system.)
» 21— FTP Outbound (OS updates)

» 25-—TCP Outbound (Only if scanning outbound mail)

» 123 - TCP Outbound (Network Time Protocol (NTP))
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Minimum System Requirements

For a system which processes ~2,000 messages per hour:

2.4 GHz Pentium 4 or equivalent processor

1 GB RAM

36 GB Hard Drive (entire drive will be formatted automatically).
1 Network connection

For a system which processes ~4,000 Messages per hour:

e 3.2 GHz Pentium 4 or equivalent processor

e 1.5GBRAM

e 40 GB Hard Drive (entire drive will be formatted automatically).
e 1 Network connection

For a system which processes ~8,000 messages per hour:

e 3.6 GHz Pentium 4 or equivalent processor

e 2 GBRAM

e 60 GB Hard Drive (entire drive will be formatted automatically).
e 1 Network connection

Installation

To install the GWAVA appliance, download the ISO and burn the image to a blank CD using your
preferred CD burning program.

Insert the GWAVA Appliance CD into the CD or DVD drive of the target system and boot from the
Appliance CD. On boot, you will be presented with the following menu.
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Boot from Hard Disk

Install/Restore GWAVA Appliance B

Failsafe -- Install/Restore GWAVA Appliance

Boot Options

BUILT WITH

Suse
F1 Help F2 Language F4 Keyboard SI'UdiO

English (US) English-Us

To install the Appliance, choose the install option.
Allow the system to completely boot from the Appliance CD, and the installation will automatically start.

You will be warned that running the installation will delete all data currently on the system. This is the
last chance you have to avoid formatting the drive in this system.

If you have several hard disks in the system, GWAVA will ask which disk is the install destination.

As soon as you select ‘Yes’, the installation will begin.
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Loading GWAVA_Appliance, 1686-0, 0, 13, raw ( B%)

The setup does not require any user input until after the system is initialized.
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Once the installation has completed, you will be asked to provide connection and security information
for your new system.

T R Final Setup Step (1-6) tddtHEHHHE Y
I Y Network Setup S HHHEHHHE

lease enter the correct values for your network.
The current value or previously entered value appears in parentheses.

If nothing is entered the value in parentheses will be used.

IP address (example: 192.168.1.2): _

To complete the setup, all pertinent network information must be provided for your system. The
defaults detected in parentheses will be set if you simply hit ‘enter’. To change the setting, enter the
appropriate value.

Ensure that you have the IP address configured correctly, this is the only interface to set or change the
network settings.

After the settings have been entered, you are asked to verify that the following information is correct.
Review the information and hit ‘y’ or ‘n” and ‘enter’ to either re-enter the information or to continue.

After you have set the network settings, they will be tested for connectivity.

etho device: Advanced Micro Devices [AMD] ?9c970 [PCnet32 LANCE] (rev 10)
etho
Shutting down service (localfs) network
Setting up (localfs) network interfaces:
lo
lo IP address: 127.0.0.1.8
IP address: 127.0.0.2/8
1o
etho device: Advanced Micro Devices [AMD] ?9c970 [PCnet3Z LANCE] (rev 10)
etho IP address: 192.168.1.107-24
etho
Setting up service (localfs) network

Network Setup Finished

Testing general comectivity using Ping

PING guwava.com (67.212.76.5) 56(84) bytes of data.

64 bytes from 5.76-212-67.static.wetel.ca (67.212.76.5): icmp_seq=1 ttl1=46 time=74.6 ms
64 bytes from 5.76-Z1Z2-67.static.netel.ca (67.212.76.5): icmp_seq=Z ttl=46 time=61.0 ms

——— gwava.com ping statistics —

2 packets transmitted, Z received, 0x packet loss, time 1001ns

rtt mincavgsmaxsmdev = 61.049-67.853-74.658-6.809 ms

Test port BO inbound

——2012-03-00 18:57:14—— http:/ download.guwava.con guavat- test-test
Resoluing download.gwava.com... 209.90.108.26

Comnecting to download.gwava.com!|209.90.108.261:80... conmnected.
HITP request sent, awaiting respomse... 200 OK

Length: 54 [textrsplainl

Saving to: “stmpstest’

1004 [=== ==== in 0s

2012-03-06 18:57:14 (1003 KB-s) - “rtmprtest’ saved [54-54]

Test port 25 outbound
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If there are problems, a chance to resolve the problem or move on will be offered.

Error: Port £5 outbound failed.
Could mot commect on port Z5 outbound, please check your firewall settings.

One or more of the Network commectivity tests failed.

What would you like to do?

1: Reconfigure your network settings
Z: Bun the tests again

3: Continue anyway

Enter Selection:

SSH allows remote console administration on port 22. This can be turned on and off later through the
GWAVA appliance control web interface. When you permanently enable or disable the service, it is
removed from the runlevel and will be enabled or disabled on system startup until the setting is
changed.

i i R Final Setup Step (3-6) R EHHHE S
i A i SSH Setup S

[55H allows access to the server via a private key or via the root
password. It is recommended that you enable 35H permanently.

lease =elect an option.

: 3tart 33H now and enable it permanently.
: 3top 33H now.

: Start 35H now.

: 3top 33H now and disable it permanently.
: Exit

Next, is the time setup for the server. It is strongly recommended to setup the time on your system.

it e R S Final Setup Step (4-0) #itcii it i ik
S R R R R aEE Time Setup #HHEEHEEEER T TR 0

It is recommended that you set your time information now.

Set up the time and timezone? (yrsn)
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Pick your location. The wizard will narrow the terms to display a manageable list of time zones for you to
select from.

S Y Final Setup Step (4-6) mii SR 1LY
MU R R e Time Setup HHHEHEEE B

It is recommended that you set your time information now.

Set up the time and timezone? (ysmly
lease identify a location so that time zone rules can be set correctly.
lease =elect a continent or ocean.

Africa

Amer icas
fintarctica
Arctic Ocean
Asia

Atlantic Ocean
Australia
Europe

Indian Dcean
Pacific Ocean

none — I want to specify the time zone using the Posix TZ format.

lease select a country.
Anguilla
fintigua & Barbuda
Argentina
Aruba
Bahamas
Barbados
Belize
Bolivia

Bonaire Sint Eustatius & 3Saba

Brazil

Canada

Cayman Islands
Chile

Colombia

Co=sta Rica
Cuba

Curacao
Doninica
Dominican Republic
Ecuador

El Salvador
French Guiana
Greenland
Grenada

Guade loupe
Guatemala
Guyana

Haiti

Honduras

Jamaica

Martinique

Mexico

Hontserrat
Nicaragua

Panana

Paraguay

Peru

Puerto Rico

Sint Maarten

5t Barthelemy

5t Kitts & Nevis
5t Lucia

3t Martin (French part)
5t Pierre & Miquelon
5t Vincent

Sur iname

Trinidad & Tobago
Turks & Caicos Is
United States
Uruguay

Venezuela

Virgin Islands (UK)
Virgin Islands (U3)
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Select the appropriate time zone and confirm the selection or decline it to return to the beginning of the
time zone wizard.

Eastern Time Indiana - Crawford County
Eastern Time Indiana — Pike County
Eastern Time Indiana - Switzerland County
Central Time
Central Time Indiana - Perry County
Central Time Indiana - Starke County
Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
Central Time - North Dakota - Oliver County
Central Time — MNorth Dakota - Morton County (except Mandan area)
Central Time - Morth Dakota - Mercer County
Hountain Time
Mountain Time - south Idaho & east Oregon
Mountain Time - Mava jo
Mountain Standard Time - Arizona
Pacific Time
filaska Time
filaska Time — Alaska panhandle
filaska Time — southeast Alaska panhandle
filaska Time - filaska panhandle neck
filazska Time — west Alaska
filentian Islands
Metlakatla Time - Ammette Island
Hawaii

#? 18

The following information has been given:

United States
Mountain Time

Therefore TZ2='America-Denver’ will be used.

Local time is now: Tue Mar 6 11:59:05 MST 2012.
Universal Time is now: Tue Mar 6 18:59:05 UTC Z01Z.
Is the above informa m OK7?

If you opt to specify a custom time zone, or do not find your time zone listed, you may choose the
custom option: ‘none’.

recommended
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The time zone must be specified in Time Zone Environment Variable. Syntax: <time zone name>

<hours ahead of UTC>. The time zone may be any name you like, as long as it conforms to Posix Time

Zone format. The time zone name does not matter, but the hour variable sets the time for the system.

For example, for the Mountain Standard Time zone, U.S. and Canada use: MST-6

A custom Network Time server may also be specified. If a custom time server is used, provide the DNS
name or IP address of the NTP server. Default, (time.nist.gov), is shown.

After the time server is specified, the system attempts to connect and sync the time.

Confirm the time settings for your system to continue.
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If you want to migrate an existing NetWare GWAVA Quarantine to the GWAVA Appliance, select ‘yes’
here. The wizard uses NCPMount to pull the information over the network connection from the existing
QMS to the Appliance.

ik R Final Setup Step (5-6) tHHHHHSHHHEHE T
it R R QMS Migration ddgREHHHEEEEHHE R

If you have an old GWAVA 4 installation rumming on MetWare you can migrate the
databases and their mes=zage data over to the new GUWAVA 4 appliance.

The migration process is time consuming and may take several hours depending

on the size of your quarantine. It iz highly recommended that you run this
migration during off hours.

If you plan on rumming the migration later youw may lose some data. You are
ot required to migrate your old QMS data if you do not wish to.

Migrate your old QMS data now? (y-m)

NOTE: You will be required to shut down the QMS system on the NetWare machine to complete the
operation. This process can take several hours and should only be performed after-hours. If you wish
to migrate QMS, this is the time to do so. Though you may invoke the command later, you will have
data loss unless the migration is completed during setup.

wE R R LRGeS Final Setup Step (5-/0) R R0 10
R R R R RS QNS Migration SSStEdmnae i e g

If you have an old GUAVA 4 installation rumming on NetlWare you can migrate the
databases and their message data over to the new GUAVA 4 appliance.

The migration process is time consuming and may take several hours depending
on the size of your quarantine. It iz highly recommended that you run this

migration during off hours.

If you plan on rumming the migration later you may lose some data. You are
nwot required to migrate your old QM3 data if you do not wish to.

Migrate your old QWS data now? (y-mly

Before we begin the migration, your old QMS program must be unloaded.
You can do this by typing ‘unload gmsZ’ from the Netlare system console.
DO NOT continue until it has been shut down.

Press <{enter> when you are ready to continue.
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For the final step, you are asked to set the root password for the system. This is the administrator
password which will be required to log in to the system via ssh or through the console. DO NOT LOSE
THIS PASSWORD.

i i R R Final Setup Step (6-/6) tHHHEHEGHHEHE EHHTE T
i i R R I T Y Passuord Setup S HHEH T HHEHE T

it the prompt please type a new root password. You will need this
password to log back in to the system.

fifter the password has been changed the server will restart and be
ready for use.

The Appliance is designed to provide all the necessary functions for GWAVA inside the GWAVA web
administration, thereby removing all need for console level administration. While normal operation of
the GWAVA Appliance removes all need for console level administration, the root password may be
required for support.

GWAVA appliance setup is now complete. All that remains is activating the GWAVA server and creating a
scanner of your choice. (If this server was installed to a virtual machine, install all tools and aids.)
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Server Activation

To activate your server, open a browser and enter the IP address or DNS name of the Appliance, with
port 49282.

http://<your_server_ip>:49282
This is the connection address for the GWAVA management console. When you first connect to the

system, you should be taken to the setup page, shown below.

GWAVA

GWAVA Network Setup

Welcome to the world of GWAVA, and thank you for choosing to protect your messaging
system with the worlds number one content management solution for Novel GroupWise.

MNow that your GWAVA applications have been located on this server, it is ready to be
configured for use. GWAVA has two levels of configuration, the management system, and the
individual scanner applications. This wizard will take you through the configuration of the
management system in preperation for instaling and setting up the scanner services.

First off, please tall me i this is the first GWAVA server in your network, or if you are
connecting this server into an existing GWAVA system that already has other GWAVA servers
running.

© This is 3 new GWAVA server
@ This server will participate in an existing GWAVA network

The GWAVA Appliance is designed to replace existing GWAVA servers, and as such it is recommended to
setup the Appliance as a new GWAVA server.

Select ‘Continue’.
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The following information is required.

GWAVA

GWAVA Network Setup

Because this is the first, or only GWAVA management server in your netwaork, we need to
gather some rudimentory settings to secure the server and prepare it for instaling the scanner
applications that will protect your e-mail system.

Server Parameters

Server identifying name gwavab (Linux) i)

Client connection address i)
Administration Information

GWAVA administrator login name Admin

GWAWVA administrator password sesss W

Verify administrator password ssnne

Internet Domain (eg. GWAWVA.com) gwava.com
GWAVA administrators full name administrator
GWAVA administrator e-mail address admin@gwava

Remember this

Mail Relay / User Authentication
SMTP server for notification/authentication 192.168.1.10 . .
SMTP AUTH username i need this to login after

CHTE AT o this step is complete.

password. You will

The server name should match the host name you set for the server. The connection address is the
address that GWAVA will use to serve the management console. Both the Server parameters should be
left as default.

The Administrator login name and password are required to connect to, and administer the GWAVA
management console. DO NOT LOSE THIS PASSWORD!

The Internet domain is the domain that the GWAVA server will filter mail for. This should be your
company domain. (For example, GWAVA.com)

The administrator name and email address are the name and address which will appear on GWAVA
notifications and digests. Any responses to these messages will be sent to the Administrator’s e-mail
address.

The SMTP server address should be the address of your SMTP gateway. If you are using an SMTP
scanner, this will be the address which GWAVA will forward the incoming mail to. GWAVA also uses this
address for QMS authentication and access.

The SMTP authorization name and password are not required for notifications, but are recommended.
For GroupWise systems, this can be any username and password, and does not have to be an
administrator. (For example, Username: bob, Password: c751h)

After you have provided the information, select ‘Continue’.
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You will be asked for confirmation. Clicking ‘Install’ will activate the GWAVA server, and you will be
required to login using the admin name and password you provided earlier. Click ‘back’ on your browser

if you need to make any changes.

GWAVA

GWAVA Network Setup

Please verify the information below is correct and accurate, and press the install button to
proceed with server activation.

Server identifying name gwavab (Linux)
Address to access server 192.168.1.118:49282
Administrator login Adrmin

Administrator password [concealed]

Primary domain gwWava.com
Administrator full name administrator
Administrator e-mail address admin@gwava.com
SMTP server address 192,168,1.104

SMTP AUTH username chris

SMTP AUTH password [concealed]

When you click ‘Install’, wait for the activation process to complete. You should be redirected to the
management login screen after the install completes.

Management Console

Server Acthvation Completed

Network Status Click here to enter the management console. You wil

require 3 valid login name and password to anter.
Servers online: 1 Servers offine: 0

— Enter Management Cmsple -

Click on ‘Enter Management Console’ and provide the administrator username and password to login.

-
Authentication Required

A username and password are being requested by http:/f192, 168, 1, 104:49282, The site says:
"GWAVA Console™

User Name: ‘ admin |

Password: ‘ sanesl |

o] o

Please see the main guide for scanner creation and system configuration.
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How GWAVA works

GWAVA is an anti-malware and content management solution which provides complete protection for
your mail system through a real-time interface. The Signature scanning engine in GWAVA allows for
instant protection and regular spam definition updates with virtually no false-positives. The Signature
scanner recognizes spam due to a managed definition base which can also recognize most viruses before
the mail reaches the virus scanner, adding an extra layer of protection.

GWAVA can fit its scanner to any mail system through a SMTP interface to protect the mail system from
attack and wasted bandwidth. In addition, GWAVA is able to implement its scanner in the following
GroupWise agent interfaces:

e GWIA interface

MTA interface

POA interface

WASP (WebAccess) interface
Vibe interface

How the different Interfaces work

The different scanning interfaces offered by GWAVA all utilize the same scanning engine in the base of
the GWAVA system, but each interface is configured separately to integrate to the different components
they are named for. These different scanning interfaces are briefly explained below.

SMTP Interface

The SMTP interface allows incoming and, or, outgoing mail to be intercepted, scanned, and filtered
completely independent of the mail system. This setup has the distinct advantage of relieving the mail
system of unnecessary and unwanted traffic, leaving the mail system resources open to function with
greater performance and security.

The SMTP interface adds a scanning layer between any mail system’s SMTP agent and the internet.
Outbound mail is forwarded through the GWAVA SMTP, (like a proxy), which can scan the mail and then
send messages to the internet. Incoming mail is first received by the SMTP interface which then sends
the filtered mail to the SMTP agent. This interface allows GWAVA to act independently of your mail
system. If used behind a firewall, see the appendix on suggested open ports.

Web Interface

The Web interface is a scanner applied to the web traffic passing through an ICAP enabled proxy. When
enabled and connected to an active ICAP proxy, the Web Interface can filter web traffic, scan pages for
keywords and block offending pages, require user authentication and deny access to specified users,
and block specific URLs. This interface adds a layer of control and limits or defines access to the internet
through the network. Because this interface scans web pages instead of messages, many settings do not
apply to this scanner, and configuring mail filters for this interface is not recommended. For instance,
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utilizing anti-spam scanning on the web interface will slow down the system and effectively block
everything. See the applicable sections for configuration settings.

GWIA Interface

The GroupWise Internet Agent interface, or GWIA interface, intercepts the mail flowing through the
GWIA folder structure, scans the mail, then passes clean mail back to the GWIA for normal mail
processes. The point of interception comes directly after the GWIA receives the mail from the internet
source, or right before the connected GWIA sends the mail across the internet. The GWIA interface does
not directly receive mail or send mail, and has no connection to the internet whatsoever. GWAVA's
GWIA interface instructs the GWIA to place mail it has received into a holding folder structure, called the
3" folder, where the mail waits to be scanned by GWAVA. Once the mail has been scanned and sorted,
GWAVA places the clean message files into the proper folder, where the GWIA then moves the incoming
mail to the MTA and the outgoing mail to the internet destination, as part of its normal process. Clean
messages are passed through the system as normal, with no alterations to the file.

Because the GWIA interface is integrated in the base folder structure, and not in the actual processes of
the GWIA agent itself, there is no start or stop order for GWAVA or the GWIA. If a GWIA interface has
been created and installed correctly, then if GWAVA is not running while the GWIA is attempting normal
operation, then mail received from the internet, and mail waiting to be sent to the internet, will queue
up in the holding folders created for the interface. Once GWAVA is started, the queued mail will be
processed and sent to the internet or the MTA as normal.

MTA Interface

The Message Transfer Agent interface integrates into the process of the actual GroupWise agent, adding
the anti-malware scanner into the normal processes of the MTA. GWAVA utilizes the GWMTAVS virus
scanning APl provided by Novell. To utilize this APl, GWAVA invokes the virus scanning switches in the
MTA startup file, calling first GWMTAVS, which then loads the GWAVA MTA interface. Each file passing
through the MTA is handed to the GWMTAVS and then the GWAVA MTA interface, which scans the
message, reporting to the GroupWise MTA if the message should be blocked or is clean, and can be
passed through to the rest of the system. Clean messages are passed through the system as normal,
with no alterations to the file.

Because of the nature of the APl and the loading process, there is an order to starting and stopping the
GroupWise MTA and GWAVA with a MTA interface. Because it is called during start and not controlled
by the MTA on shutdown, the GWAVA interface is the first started, and the last stopped in order to
prevent the GroupWise MTA from failing to start or stop. The order to start a GroupWise MTA with an
attached GWAVA MTA interface is, first to start GWAVA, and then start the MTA. To shut down the MTA
and GWAVA, first stop the MTA, then shutdown GWAVA.

Due to environmental variables, the MTA interface will not function on Windows GroupWise systems.
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POA Interface

The Post Office Agent interface is the only interface in the GWAVA suite which does not implement a
real-time scanner. Because there is no APl or process that allows the Post Office to be scanned in real
time, GWAVA has created a scheduled interface which can periodically sweep the Post Office for
malware and unwanted or unapproved messages and files.

Utilizing a trusted application key generated by the system administrator, the POA interface enters and
scans each user’s post office and messages individually. The POA interface can be set on a reoccurring
schedule or set to run as a single use job, and has the ability to exclusively target or exclude specific user
mailboxes as desired for security or policy. Clean messages and files are left completely unaltered. The
POA interface requires the POA to be running in order to operate, but has no start or stop order
associated with the operation.

Vibe Interface

GWAVA can implement a scanning interface into the Novel Vibe system to scan correspondence and
work flow. All input text and transferred files can be scanned through the Tomcat servlet. Essentially, all
text messaging, emails, threaded conversation, sent files, and attachments can be scanned by GWAVA.

Files and messages which are caught by the interface will be blocked, deleted, or quarantined according
to the settings and configuration of the interface. Notification and released messages and mail will be
sent through the email system, allowing the Vibe interface to be effortlessly moderated, protected, and
controlled according to company policy.

WASP Interface

The GroupWise WebAccess interface integrates into the WebAccess system by hooking into the
WebAccess servlet, working between the message composition interface of WebAccess and the
WebAccess agent. This allows WASP2 to scan all messages for viruses and any defined content before
they are sent to the GroupWise server. If a problem is found, the message will not be sent, and the user
is notified of the problem.

The WASP interface scans the message as soon as the user clicks ‘send’ in the WebAccess interface. In
case of a problem, the notification that WASP sends to the user will inform them which part has the
targeted problem, so they may correct the blocked item and send their message.

WASP scanning interfaces can be operated remotely to the Web Access server if desired, though there
must be a quick and reliable network connection between the WebAccess machine and the machine
running GWAVA.

Choosing an interface for your system

The most recommended scanning interface for any mail system is the SMTP interface, which has the
highest performance and least intrusion while providing several services that are not available to the
GWIA, MTA, and POA interfaces. However, the SMTP interface may not be the best fit for your system.

GWAVA 6.5 Administrator Guide 37



Determine what protection and service needs you have for your GroupWise system in order to
determine which interface would fit best. The POA interface will only protect the Post Offices on a
scheduled basis, and should never be relied on for full protection of your system. The MTA interface will
provide protection between domains and different post offices as well as external mail, but the MTA
interface also has a specific start and stop process, connects directly into the GroupWise Agent
structure, and cannot provide the service which appends a specific signature to the end of each message
sent.

The GWIA interface sorts all mail passing through the GWIA, which protects the GroupWise system from
all external mail threats. The GWIA interface provides almost all options available, (except connection
dropping), including the signature service, and does so without connecting directly into the GroupWise
agent structure or requiring a start and stop procedure. If the client computers connected to the
GroupWise system are equipped with virus protection software of their own, there is little advantage to
choosing an agent interface other than the GWIA or SMTP interface.

The SMTP interface is designed to provide protection for any email system in the market. The simplest
way to implement the SMTP interface is to use it in conjunction with the GWAVA Appliance, which
completely separates the GWAVA system from any mail structure.

The SMTP interface acts as a proxy for the SMTP Gateway of your mail system.

The SMTP interface and GWAVA appliance are meant to be placed in front of the current GWIA or SMTP
Gateways for the mail system. Incoming email sent to your domain will first go to the GWAVA appliance,
which scans the messages and then sends clean email to the GWIA or SMTP Gateway. Mail sent from
your domain can also pass through the SMTP interface and the GWAVA appliance, which sends the
email to the internet.

Contact the sales representative for your area if you wish to implement the GWAVA Appliance and
SMTP interface.
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Creating an Interface

Installing an interface is the next step in creating a functioning GWAVA system, followed by domain
configuration, (covered in the SMTP Interface wizard section), and licensing. If the GWAVA server is to
be used in a trial period, the interface will be automatically placed into bypass mode as soon as the trial

period is over unless a license has been applied.

| % Create Interface Wizard HeBoe

" Home Pages > select interface type >

#; Home dashboard

) o Dashboards Welcome to the interface creation wizard. This wizard will prepare and start the necessary GWAWA processes required to intercept or collect messages
{7l Quarantine manager from your mail system and pass them into the scan fitters for inspection.

Once you have created the interface you wil find the associated scan fitter options under the Scanner / Policy Management tab in the main menu.

D
System
' Server/Interface

I

@ SMTP Interface
7 Web Interfaca *
= (] WIN-CKIVNMIUSHE (Windows) ) GroupWise GWIA Mail Interface
@ (] Server management ) GroupWise MTA Mail Interface
] wizards ) GroupWise POA Scheduled Scan Job
~ Vibe Interface *
(2 WASP Interface *

® 1

~ Scanner/ Policy

* A separate license is required to use these interfaces

| Continue

The Interface creation wizards, (found under Server/Interface Management | Wizards | Install/create
new interface), walk through the steps and information required to install the different interfaces for
your system. Select the desired interface and follow the instructions to install.

SMTP Interface

The SMTP interface is the most recent option to the GWAVA system, and allows the incoming and, or,
outgoing mail to be intercepted, scanned, and filtered independent of the mail system. This setup has
the distinct advantage of relieving the mail system of unnecessary and unwanted traffic, leaving mail
system resources open to function with greater performance and security.

The SMTP interfaces adds a layer between the GWIA, or any other mail system’s SMTP sending agent,
and the internet. Sending mail is forwarded through an SMTP proxy, which then sends the filtered, clean
mail to the original recipient. Incoming mail is scanned via the SMTP interface, which then sends the
filtered and clean mail to your mail system, unaltered. These interfaces allow GWAVA to act
independently of your mail system.

The SMTP interface will only work if your MX record points to the GWAVA SMTP interface for mail
delivery, and if your domain and mail system SMTP are listed correctly in your GWAVA system.
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GWAVA SMTP will then forward the clean mail to the SMTP Gateway specified during server activation.
To view or change the domain and SMTP for your Mail system, go to
Server/Interface Management | <Server Name> |Server Management | Configure domains.

- e

| ; | Support | Help | Logout ™/ | (Z) cConfi Domains @——— HielEda
 Home Pages
> _Bookmarks.

New domain Add

B
[
[ Do
[

© _System

+ gwava.com

Server / Interface

2] TESTT (Windows)
= '-Lj Server management
) Server status
<3 Configure server
(&) Configure domains <+—
[ server control
i Antivirus agent setup
& SigSpam/ PRep agent setup
(7] Logs
= ] Wizards
& Instalicreate new interface
+ u_] Manage interfaces

F"‘ Scanner / Policy Management

The default domain specified during Server Activation will be specified. Additional domains may be
added through the new domain addition field along the top of the screen. As always, make sure you

save all desired changes made to the page before browsing to a different section of the management
console.

The Mail relay agent SMTP Server and Default domain MUST be correct for your system. If you have
multiple domains, you must list the additional domains. GWAVA will only accept mail for the listed
domain(s). Domains can be deleted or removed from the system by selecting the domain, then the red
‘X’ next to the selected domain name.

Select the desired domain to expand and modify the settings for the desired domain. The default
domain settings are shown below.

When a domain is selected, it is expanded and allows for multiple settings for user mail validation.

= gwava.com

Default domain for this server 9 4¢——

Host names for this domain gwava.com

Server scope Global -
Recipient validation method SMTP server list -
Recipient authentication method SMTP server list -

SMTP server list

I I I no encryption |z| I Recsive mail/zuthenticate |z| ID {l‘;‘

smitp server auth username zuth password encryption server role order

192.168.1.101 Chris sese noencryption v  Receive mai/authenticate - 0 b
LDAP lookup list \ V\ V\
Search all LDAP servers with the same order value ]
| | | no encryption |Z| Isubtree |Z| | ID_ 0P

ldap server username passward encryption scope DN search base search fields {optional) order

GWAVA checks for valid users for each message received, blocking those which are undeliverable due to
an incorrect domain or nonexistent user for each domain. GWAVA must have a connection to an active
SMTP server for each domain to verify the users. LDAP lookup is also supported. If users or messages are
received which do not contain domain information, GWAVA checks these users against the default
domain. Be sure to set the default domain for your system.
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Multiple SMTP or LDAP servers are supported for failover purposes. If a SMTP server is unavailable
GWAVA will send messages to the next available SMTP server listed according to the ‘order’ value. The
‘order’ values lowest numbers first, usually with the default SMTP listed as ‘0’, second as ‘1’, and so on.

If the SMTP server requires authorization, then the user name and password must be provided for each
SMTP server listed. Generally, the authorization username and password will not be needed unless the
SMTP server has been specifically configured to only accept authorized connections.

GWAVA shares the user list for each domain between the GWAVA modules, and specific SMTP servers
can be selected to serve in different roles for each system, such as using one to receive mail, digests,
and notifications, while another is used by QMS to authenticate users. Default settings allows SMTP
servers to serve in all roles.

E Receive mail fauthenticate EEYS

Receive mailfauthenticate
Receive mai
Provide authentication

If the SMTP server requires encryption such as TLS or SSL, the setting must be correct.

no encryplion

TLS if available
TLS required
S5L

If the GWAVA server is part of a GWAVA system network with multiple GWAVA servers, then the
information from the domains can either be shared across the GWAVA network, or it can be made
specific to this one server. For most all systems the option of ‘Global’ will work sufficiently.

 Global L

RETAINZ (LinLu)

LDAP (optional)

GWAVA supports the option to use LDAP user authentication instead of SMTP authorization for QMS
authorization and recipient verification. In general, this will not be required for most systems; LDAP
information is only required if you wish to use LDAP for lookup or authentication.

ESMTF" server lisk i |

SMTP server list
LOAP lookup list

In order to use LDAP for user lists and authorization, the LDAP lookup information must be filled in.

ldap szrver username passwiord encryption CM search base search fizlds (optional) order

Idap1.gwava.com cn=admin, o=gwava e no encryption ~ OU=users,0=gwava i} u

For the LDAP server connection address, place DNS name or IP address of the server

The username and password need to be a full LDAP username including context. The user should have
administrator rights.
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The DN search base can be set to specify the LDAP tree where GWAVA will begin to search for objects.
For eDirectory this field can be left blank, though if set, it specifies a starting point for the search in the
LDAP tree. (For instance: ou=users,o=gwava) If using Active Directory the DN must be set for the user
list to work. (ie. CN=users,DC=exg, DC=gwava,DC=com)

Search fields are usually not necessary for any system to setup, but can be useful if desired. By default,
most LDAP servers (including eDirectory and Active Directory) have an attribute applied to an object of
the type "mail" which contains the object's or user's email address. If you have email addresses for users
stored under an attribute other than mail you can specify the possible attributes by separating them
with commas.

In the example below the LDAP server is set to search for the attributes ‘mail’ and ‘secondarymail’.

ldap server usernams passwiord encryphion DN szarch bass search fields (optional) order

10.1.5.12 cn=admin,o=robtain = ssess noencryption  »  gu=users,o=robtain | mailsecondarymail i] F4

Once the Domains have been properly configured for the system the SMTP interface, and any other
interfaces, may be properly created.

Open the Interface creation wizard, (found under Server/Interface Management | <Server name> |
Wizards | Install/create new interface), and select the SMTP Interface and follow the instructions to

install.
|| Home | GWavAcom | Support | Help | Logout B/ | & cCreate Interface Wizard DREEe
.’ Home Pages a
> select interface type >»
#, Home dashboard
+ a0 Dashboards ‘Welcome to the interface creation wizard. This wizard will prepare and start the necessary GWAVA processes required to intercept or collect
o )

{1 Quarantine manager messages from your mail system and pass them into the scan fiters for inspection.
[ Bookmarks 0Once you have created the interface you wil find the associsted scan fiter options under the Scanner [ Policy Management tab in the main
P Do menu.
[ system
' Server / Interf:

Srver/ Meridee @ SMTP Interface
=l ] TEST7 (Windows) _) GroupWise GWIA Mail Interface
® [ Server management _) GroupWise MTA Mail Interface
= ) Wizards ] *) GroupWise POA Scheduled Scan Job
ﬁ" Instal\ft:refale new interface 7 Vibe Interface

= |1 WManage interfaces ) WASP Interﬁce

[~ Scanner / Policy Management
Continue
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The SMTP interface creation wizard informs you of the information you must know to successfully
create the interface.

»#' Create new SMTP interface H o E e

)) Welcome )) Int nstal ) Finished

m}
=]
o

il
]
ul
]
+
|
£
A
)
a
]
-
W
m
m
a
-]
A
=i

Welcome to the SMTP scanner creation wizard.

To ensure a smooth installation of this interface, some information about your mail system needs to be supplied. You may also undertake some
of these steps manually after the GWAVA network has been configured if you wish to maintain control of the process yourself.

Prerequisites:

O Configure your network or MX records so that the GWAWVA SMTP interface receivas your SMTP mail.

© Configure your cutbound SMTP mai to point to the GWAVA SMTP interface (for cutbound rmail scanning).
O Know the IP or DNS address of your SMTP server.,

O Know the internet domains that GWAVA wil be handling mail for.

O Know the internal/external IP addresses to determine inbound/outbound mail flow.

Post install:

There are no post installation requirements.

<< Previous

The Interface Name is whatever you wish the interface to be named in the GWAVA server.

#  Create new SMTP interface HieE e

)) Welcome )) Interface settings )) Scanner defaults ) Confirm selections )) Instal )) Finished

Scanner Name SMTP

Install on this server TEST7 (Windows)

IP listen address & 0.0.0.0

Allowed relay addresses & 127.0.0.1
192.168.%.*
172.16.%.*
10.% =

Perform IP reputation test'@

Perform RBL drop at connection @
Perform SPF drop at connection &

<< Previous Next >=

The IP listen address is the address that the SMTP interface will bind to and listen on. It should be the
address of the GWAVA server. This should also be listed on the MX record for your domain. (If the SMTP
interface resides on the same machine as the GWIA, then the GWIA must be changed to listen on a port
other than 25, as the SMTP interface uses that port. Then inform GWAVA that the ‘Mail relay agent
SMTP server’ — or GWIA — listens on a port other than default. This setting is found on the Server
Configuration page. Append the port at the end of the address with a colon (10.1.1.10:26). See “GWIA
and SMTP interfaces on the same box” for more details.

Allowed relay addresses are the source addresses which are allowed to send mail through the GWAVA
SMTP interface. Your mail system SMTP address should be listed here, as well as any other mail sending
source for your domain. Mail coming from these addresses will be treated as outbound mail. No source
but these listed addresses will be allowed to send mail through the SMTP interface.

The red ‘X’ removes listed address ranges and the blue ‘add...” link provides an extra address/ range box.
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IP Reputation, RBL, and SPF drop at connection settings are recommended as default. This dumps any

incoming message that fails these initial incoming tests, saving bandwidth and performance.

Select your default preferences, and click ‘Next’.

DD welcome P Inter os % Scanner defaults 3 Cor

You can quickly setup the scanner with some of the most common default security options

Stop Viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment
type scanning (i.e. ®.vbs, *.pif, *.exe etc) and fingerprinting of attachments.

advanced settings

Stop Spam
Enabling spam detection includes enabling the heuristic detection system, SURBL, RBL, SPF and IP reputation features in GWAVA.

advanced settings

" Create new SMTP interface (SN "ﬂ ’:’ @

<< Previous Mext ==

Set the default actions for viruses and spam. These settings can be changed after interface creation.

Click ‘Next’.

Review and confirm your settings. If you wish to make changes, use the ‘back’ button on your browser,

correct the information, and Next.

»' Create new SMTP interface

ol

the install button to commit the installation procedure to the GWAVA netwaork.

Scanner name SMTP
Install to server TEST7 (Windows)
IP listen address 0.0.0.0

Allowed relay addresses 137 0.0.1
192.168.%.*

172.16.*%.*
10.*%**
IP Reputation Yes
RBL connection drop Yes
SPF connection drop Yes
Setup virus scan defaults Yes

Setup antispam defaults  Yes

rdefaults 9 Confirm selections 2 Inst=l 900

= F

Finished

The reguisite information has been collected and is ready to be deployed. If you are satisfied that the installation information is correct, press

<< Previous ] [ Install ==

Click ‘Install’ to continue.
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The interface will be installed.

#  Create new SMTP interface = R ﬂ ’Q g
)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished
« Instaling interface, please wait...
This procass may take a few minutes. Please be patient and do not change your browser page during this step.
Wait while the installation completes.
[Z] SMTP interface installation finished Hw(Eae

Interface installation is now complete.

managed under the Scanner / Policy Management menu.

tions @@ Instzll 39 Finished

You can manage the interface specific properties via the Interface Management menu. The scanning and fittering settings can be located and

Once installation is complete, click ‘Home’ at the top left of the page to refresh the system, then

navigate to the Server/Interface Management | <Server
new SMTP interface.

Name> | Manage interface folder to view your

! ‘com | Support | Help | Logout ) | 4 SMTP interface INFEE)
© Home P:
F\ o Scan inbound mail
|~ Bookmarks.
P oo Scan outbound mail
[ system TCP/IP bind address (listen address) 0.0.0.0
" Server / nterface Client thread timeout 300 (seconds)
= 2] TESTY (Windows) Maximum number of threads 32
=3 ﬂ.% Server management Note: Changes to the TCP/IP bind addresses require the GWWYSMTP program to be restarted to ensure they take effect
# | Wizards
=L rﬁ“’"age interfaces Hosted Dormains : Edit address{Additional internet domains)
= L SHTP Trusted outbound relay servers 137.0.0.1 p
,_'}\‘ Interface settings Rt -
_;}; Interface uninstall 192'168‘: ‘
172,'1,6', ) Remove Address
"’ Scanner / Policy Management 10.%.%,
=3 Policy manager >
Add Server
Show optional SMTP settings

Your SMTP interface is now created and ready, and the policies are automatically managed until

changed. For further configuration, see the ‘Policy Manager’ section.

Once the MX record pointing to the GWAVA SMTP is active, the SMTP interface will begin filtering mail.

Web Interface

The Web Interface allows GWAVA to filter web traffic. The Web Interface can search all web traffic to
block URLs, key words in web page text with body filtering, or it may be used to limit traffic through web

user authentication. The Web interface works in conjunct
as squid.
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To install the Web Interface, select the Web Interface from the list and click ‘Continue’.

#' Create new ICAP interface

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Instal ) Finished

Welcome to the web scanner creation wizard.

manually after the GWAVA network has been configured if you wish to maintain control of the process yourself.
Prerequisites:

O Configure your web proxy ICAP settings to use GWAVA for content inspection
O Configure your network to direct web traffic through your web proxy server
Post install:

There are no post installation requirements.

To ensure a smooth instalation of this interface, some information about your network topology needs to be supplied. You may also undertake some of these steps

<< Previous Next ==

The Web Interface requires a connection through ICAP to the existing web proxy. If using squid, the
configuration file needs to be modified. (See the squid configuration file addition in the appendix.)

After reviewing the necessary changes needed, click ‘Next’ to continue.

#' Create new ICAP interface (N ‘_ﬂ ‘:_’ @

> Velcome 2 Interface settings DD Scanner defaults g Confirm selections gy g9 Install ¥ Finished

Scanner Mame

Install on this server WIN-CKMYNMSUSHB (Windows)

I listen address®  0.0.0.0

’ << Previous ” Mext == ]

Name the interface as desired and will not affect scanning.
The IP listen address is the address that the web interface will bind to and listen on. This should be the
address of the machine where GWAVA is housed, or the desired interface on machines connected to
multiple networks.
4 Create new ICAP interface (N ‘_ﬂ &g
)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Instal )) Finished

Your GWAVA system already has policies installed. Please choose whether you would like to share an existing policy configuration, or create a new policy with its own
independent configuration for this interface.

@ Create a new policy for this interface
@ Share an existing policy

You can quickly setup the scanner with some of the most common default security options

Stop Viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment type scanning (i.e.
*vbs, *.pif, *.exe etc) and fingerprinting of attachments.

advanced seftftings

<< Previous ] [ Next >>
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It is highly recommended to create a new policy for the Web Interface. Due to the architecture and use
of the interface, many of the tests and options will not apply and may only serve to slow-down web
service. One such option is the spam scanning engine, which, due to keywords on web pages, will end up
blocking nearly everything and drastically slow down service. It is NOT recommended to scan for spam
on the internet. Setting up an individual setting and then configuring it for the host system is highly

recommended.

Though the Web Interface is subject to all the different scans and filters in the GWAVA system

#' Create new ICAP interface R _j E 2]

D> viclcome PP Interface settings g Scanner defaults 39 Confirm selections P Instsl P Finished

The requisite information has been colected and is ready to be deployed. If you are satisfied that the installation information is correct, press the install button to
commit the installation procedure to the GWAWVA network.

Scanner name BICAP
Install to server WIN-CKMVNMSUSHB (Windows)
IP listen address 0.0.0.0

Setup virus scan defaults Yes

I << Previous H Install => I

Review the information and click ‘Install’ to create the interface. Select ‘Previous’ to correct or change

any information.

»' Create new ICAP interface R ﬂ E @

)) ) settings )) Scanner defaults )) Confirm selections )) Install )) Finished

o~ Instaling interface, please wait...

This process may take a few minutes. Please be patient and do not change your browser page during this step.

Wait for the ICAP interface to install.

EI ICAP interface installation finished [ ﬂ E @

e PP Inte s P nst2l P Finished

Interface installation is now complete.

You can manage the interface specific properties via the Interface Management menu. The scanning and fitkering settings can be located and managed under the
Scanner / Policy Management menu.

Once the interface has been installed, its settings can be managed through the Scanner | Policy

Management menu.
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GWIA Interface

To install a GWIA interface, you must tell the wizard where the active GWIA directory and the GWIA

configuration file are located. The GWIA interface puts startup information in the GWIA configuration
file and adds the 3" directory to the GWIA directory structure. To make the changes to the GWIA

configuration file active, the GWIA must be restarted after the installation is complete.

Name the interface and provide the locations to the directory and file required. Use the example paths

as your guide, though they are only examples and will differ from your actual paths. Always double-

check your paths to ensure that the interface will install correctly.

#' Create new GWIA interface

Scanner Name

Install on this server

GWIA Startup File

GWIA Path

GWIA

gwavab

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) In

Jopt/novelllgroupwise/agents/share/ gwia.cfg
Example: /opt/novell/ groupwise/agents/share/ gwia.cfg

Jmailfdom/wpgate/gwia
Example: /mygwdormain/

wpagate/gwia/

stal )) Finished

[ << Previous l[ Next »>> ]

If the directory path is incorrect, your mail will not flow after the GWIA has been restarted to enact the

changes.
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Select your basic scanning setup. All the default options are shown below and are fairly self-explanatory.

The virus and basic spam scanning options are for setup purposes only. These can all be changed and

customized after the interface setup is complete. There are many other options to fine-tune the

interface which are only available after the interface has been created. Select the basic setup options

you wish to use as default and click Next.

' Create new GWIA interface

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Instal )

new policy with its own independent configuration for this interface.

@ Create a new policy for this interface
() Share an existing policy

H e :ﬂ & @

Finished

Your GWAVA systemn already has policies installed. Please choose whether you would lke to share an existing policy configuration, or create a

You can quickly setup the scanner with some of the most common default security options

Stop Viruses

type scanning (i.e. *.vbs, *.pif, *.exe etc) and fingerprinting of attachments.

= advanced settings

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment

[[] Quarantine infected messages

Block attachments with file names commonly associated with viruses (*.exe, *.pif, *.vbs etc)
Quarantine messages blocked because of attachment names
Detect and block attachments commonly associated with viruses (fingerprint exe, pif, com etc)

Store fingerprint blocked messages in the guarantine system

Stop Spam

= advanced settings

Enabling spam detection includes enabling the heuristic detection systemn, SURBL, RBL, SPF and IP reputation features in GWAVA.

Enable primary automatic spam training services
Enable antispam service
Quarantine messages identified as spam
Quarantine messages identified from bulk mail sources
Enable RBL service
[[1 Quarantine messages detected with RBL
Enable SURBL service
[[1  Quarantine messages detected with SURBL
Enable SPF service
[[1  Quarantine messages detected with SPF
Enable IP reputation service
[ Quarantine messages detected with IP reputation

’ << Pravious H Next >> ]

The wizard will ask for confirmation on the information provided. Double check all information and

paths to ensure that the interface will function correctly.
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Select the install button when you have verified the information.

#' Create new GWIA interface [ Y ;ﬂ &g

D) welcome PP Interface settings g Scanner defaults p@ Confirm selections PP Instzll PP Finished

The requisite information has been collected and is ready to be deployed. If you are satisfied that the installation information is correct, press
the install button to commit the installation procedure to the GWAVA network.

Scanner name GWIA

Install to server gwavat

GWIA startup file Jopt/novell groupwise/agents/share/ gwia.cfg
GWIA path Jmail/ dom/wpgate/gwia

Setup virus scan defaults Yes

Setup antispam defaults  Yas

[ << Previous H Install ==

The wizard will display this page while it is working.

»' Create new GWIA interface H e F .E.". =]

P> viclcome PP Interface settings e Scanner defaults e g Confirm selections Jrge Install P Finished

aty
Instaling interface, please wait...

This process may take a few minutes. Please be patient and do not change your browser page during this step.

DO NOT browse away from the page until the next page is displayed showing a confirmation that the
process is complete and detailing instructions to move forward.

El GWIA scanner installation finished =) e ‘_ﬂ oo

P> velcome PP Interface settings g Scanner defaults gr g Confirm selections e g Install @r 9 Finished

Interface installation is now complete.

You can manage the interface specific propertias via the Interface Management menu. The scanning and filtering settings can be located and
managed under the Scanner / Policy Management menu.

Your GroupWise GWIA needs to be restarted for this GWIA scanner to become active. Click here QJ for GWIA restart instructions.

The interface installation is now complete, and the interface is now available for fine-tuning and
customization.
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MTA Interface

The GWAVA MTA interface can only be installed on a Linux platform. To create an MTA interface, select
the MTA interface from the wizard and click next.

#' Create new MTA interface H o

®

)) Welcome )} Interface settings )} Scanner defaults )} Confirm selections )} Install )} Finished

Welcome to the MTA scanner creation wizard.

A GWAVA MTA rmail scanner is a program that intercepts mail at 3 GroupWise MTA and hands the messages on to a GWAVA scanner service for
inspection. Once each message has been scanned the MTA mail agent is then responsible for blocking the message or allowing it to pass.

To ensure a smooth installation of this agent, some information about your GroupWise system needs to be supplied. You may also undertake
some of these steps manually after the GWAWVA network has been configured if you wish to maintain control of the process yourself,

Prerequisites:

O GWAVA installed on the server that runs the MTA

O Provide local path on the host server to the MTA startup file™®

O Provide local path on the host server to the library directory (Linux only}*®
O Provide local path on the host server to the MTA program files™

* These items are required for automatic installation

Post install:

After configuring the GWAWVA MTA agent, it is necessary to restart the target MTA, as the GWAVA mail agent is auto-started by the MTA. You
will be reminded of this at the end of the setup wizard.

<< Previous Mext ==

MTA interface creation lists the information that is required. The paths to the MTA startup and program
files as well as the path to the library directory must be provided.

#' Create new MTA interface [E=Y \_ﬂ P

D> velome PP Interface settings P scanner defaults e g Confirm selections e Install P Finished

Scanner Name MTA

Install on this server gwavab

MTA Startup File Jopt/novell groupwise/agents/share/domain.mta

Example: /opt/novell/ groupwise/agents/share/domain.mta
Jopt/novellfgroupwise/agents/bin/
Example: fopt/novell/groupwise/agents/bin/
GroupWise Library Programs Location Jopt/novell groupwise/agents/lib/
Example: /opt/novell/ groupwise /agents/lib/

GWMTA Program Location

’ << Previous H Mext == ]
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Provide an interface name and the paths to the files listed, (default suggestions are shown, but are not
always correct for every system). Use the example paths as a guide, but know that the paths will differ
from system to system.

»' Create new MTA interface = R \_ﬂ ’5

DD welcome PP Interface settings ¢ Scanner defaults PP Confirm selections P Install ¥ Finished

You can quickly setup the scanner with some of the most common default security options

Stop Viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment
type scanning (i.e. *.vbs, *.pif, *.exe etc) and fingerprinting of attachments.

advanced settings

Stop Spam
Enabling spam detection includes enabling the heuristic detection system, SURBL, RBL, SPF and IP reputation features in GWAVA.

advanced settings

2]

[ << Previous ][ Next == ]

Set your desired settings and click ‘Next’ to progress to the next page.

Due to environmental variables, the MTA interface will not function on Windows GroupWise systems.

#' Create new MTA interface H oD

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )} Finished

The requisite information has been collected and is ready to be deployed. If you are satisfied that the instalation information is correct, press
the install button to commit the installation procedure to the GWAVA network.

Scanner name MTA

Install to server gwavattest (Linux)

MTA startup file fopt/novelfaroupwise/agents/share/domain.mta

MTA programs directory  fopt/novell/groupwise/agents/bin/

GroupWise library directory fopt/novel/groupwisefagents/lib/

Setup virus scan defaults  Yes

Setup antispam defaults  Yes

7]

[ << Previous ” Install ==

Double check and confirm the information provided.

Once the information has been confirmed, select install.
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The interface will be installed.

# ' Create new MTA interface

P> welcome PP Interface settings g Scanner defaults @egp Confirm selections rg¢ Install @ Finished

« Instaling interface, please wait...

This process may take a faw minutes. Please be patient and do not change your browser page during this step.

Wait until the following page is displayed. Your interface is installed and ready to use following a restart
of the MTA.

E' MTA scanner installation finished e ._ﬂ ?; 2
DD welcome PP Interface settings PP Scanner defaults g Confirm selections e g Instal e Finished

Interface installation is now complete.

You can manage the interface specific properties via the Interface Management menu. The scanning and filtering settings can be located and
managed under the Scanner / Policy Management meanu.

POA Interface

To install a POA scheduled interface, select the POA interface from the wizard menu and click next.

+' Create new POA interface HwBoe
)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished

Welcome to the POA scanner creation wizard.

A GWAVA POA mail agent is 3 program that scans mail stored in 2 GroupWise PostOffice on 3 scheduled basis and hands the messages on to 3 GWAVA

scanner engine service for inspection. Once each message has been scanned the POA mail agent is then responsible for deleting, altering, or leaving the
message unchanged in the message store

To ensure a smooth installztion of this agent, some information about your GroupWise system needs to be supplied. You may also undertake some of
these steps manually after the GWAVA network has been configured if you wish to maintain control of the process yourself,

Prerequisites:

O You must have generated a Trusted Application Key using the GWAVA TRUSTKEY Win32 application (Click here to install).

To generate the Trusted Application Key you must be logged into Novell Client with full rights to the domgin directory, and you must have a
mapped drive to the server domain directory from your Windows workstation (Linux use a SMB or NCP share).
The Post Office Agent must be running GroupWise 6.5.0 or later.

The Post Office Agent must have IMAP ensbled at the Post Office Agent level (not the GWIA). Make sure any GWIA running an the same
machine does not have IMAP services conflicting with this,

It is recommended for performance that you configure jobs to scan only Post Office Agents local to the GWAVA server.

<< Previous Next ==

(s}

The POA interface connects directly to the POA through the IMAP interface. As such, it requires a
trusted application key to be created and IMAP must be enabled and open on the POA. Download and
install the TRUSTKEY application and generate the Trusted Application key. To generate a trusted
application key, you must run the TRUSTKEY application from a windows workstation that is logged into

the GroupWise system with Administrator rights. TRUSTKEY also requires access to the wpdomain.db
file. If installing on Linux, this must be accessible through a SAMBA share.
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Click on the TRUSTKEY install link, and save then run the trustkey.exe application.

=
Opening trustkey.exe

You have chosen to open

[ trustkey.exe
which is a: Application
from: http:/192. 168.1,101:49282

Would you like to save this file?

Click ‘Next’ and read the information provided before continuing.

5 Setup - TrustKey o i E

Welcome to the TrustKey Setup
Wizard
This will install Trustkey 1.0 on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to cortinue. or Cancel to exit Setup.

i Neat I[ Cancel ]

The Trustkey application will create a trusted application key for GWAVA to access the Post Office with
administrator rights. The information dialog also details exactly what is required to create the trusted
application key.

Information
Please read the following important information before continuing

When you are ready to continue with Setup. click Next.

TrustKey is a Windows application for generating -
@ Trusted Application Key. You need to run this once (]
{and usually only once)to generate a system-wide

ey with your GroupVise system.

This key is required for Post Office scanning.

"Youll need to supply @ mapped drive path to your
primary domain. Then simply click the Create Trusted
Key button.

 The Trusted Application key wil be generated and
@ copy will be placed into the clipboard, for easy
pasting into the GWAVAMAN web inteface.

[ < Back “ Neat > I[ Cancel ]

Click ‘Next’ to continue to the application creator window.
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Browse to the domain directory containing the active wpdomain.db. This directory must be accessible
from the Windows workstation where the TrustKey application is running. The Windows box also must
be logged into the GroupWise system via the Novell client, with administrator rights. On Linux, this
directory must be accessible through a SAMBA share.

GWAVA Trusted Application Creator = 'Z'

Select GroupWise domain database (wpdomain.db)

Domain Directory Z:\dom'wpdomain.db E] Create Trusted Key
Generated Key |
Test trusted key for this mailbax:

After browsing to and selecting the wpdomain.db file, click ‘Create Trusted Key’.

GWAVA Trusted Application Generator

A new Trusted Application has been created and the Generated Key has been copied to the Clipboard.
Depending on the configuration and speed of your GroupWise system, it may take up to one minute
before this new key actually can be used.

The TrustKey application will create a trusted application key and automatically copy it to the clipboard
as well as display it in the ‘Generated Key’ box.

GWAVA Trusted Application Creator

Select GroupWise domain database (wpdomain.db)

Domain Directory Z:\dom'wpdomain.db E] Create Trusted Key
Generated Key BCSS0AC1127A00008696E60054000 200BC550AC2127A00008696E60054000200 Test Trusted Ke
Test trusted key for this mailbox:

Paste the copied trusted application key into the POA interface creation wizard and fill out the post
office job name as well as the IP address of the Post Office Agent. The IP address must have the IMAP
port specified as shown if it is not default. (Default: 143)
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The POA Job is not configured after creation. Ensure to continue to the configuration page and complete
the required configuration and enable it or the interface will not run.

#' Create new POA interface (N ‘_ﬂ & @

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished

Job Name POA scanner
Choose something descriptive
Install on this server gwavattest (Linux)
IP/DNS Address of Post Office Agent 1972.168.1.101
If IMAP port is not 143, append the port using a colon: 127.0.0.1:597
Trusted Application Key |

Generated one time for your whole system using TRUSTKEY

[ << Previous ” Mext == ]

IMPORTANT: On the creation page, ensure that the ‘Stop Viruses’ box is checked, and then expand the
‘advanced settings’ link and uncheck all other boxes. If the interface is configured to delete email
containing attachments, all mail with attachments contained in the fingerprinting and attachments lists
will be removed from the post office. Removed mail may be unrecoverable.

#' Create new POA interface [N :ﬂ J:’ a

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished

You can guickly setup the scanner with some of the most common default security options

Stop Viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment type
scanning (i.e. *.vbs, *.pif, *.exe etc) and fingerprinting of attachments.

= advanced settings

[[] Quarantine infected messages

Block attachments with file names commanly associated with viruses (*.exe, *.pif, *.vbs etc)
Quarantine messages blocked because of attachment names
Detect and block attachments commonly associated with viruses (fingerprint exe, pif, com etc)

Store fingerprint blocked messages in the quarantine system

’ << Previous ” Next == ]

After verifying that the interface creation page looks identical to the one shown above, click ‘Next’.
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The interface will be installed.

»#' Create new POA interface =N ‘_ﬂ & @
DD Welcome PP Interface settings e g Scanner defaults Jrg¢ Confirm selections @ Instal ¥ Finished

The requisite information has been collected and is ready to be deployed. If you are satisfied that the installation information is correct, press the install
button to commit the installation procedure to the GWAVA network.

Install to server gwavabtest (Linux)
Job name POA scanner
Connection address 192.168.1.101

Trusted Application Key 1302210102DB00008473EF7E12788DE71202210202DB0000AB8B124D12F58DCE

Setup virus scan defaults Yes

[ << Previous ” Install == ]

Verify the specified information and select ‘Install’ if the information is correct. If you need to correct
anything, use the ‘Previous’ button.

»' Create new POA interface [N ‘_ﬂ & @

)} Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished

% Instaling interface, please wait...

This process may take a few minutes. Please be patient and do not change your browser page during this step.

Follow the instruction to wait until the success page is displayed.

E] POA scanner installation finished e ‘_ﬂ J:’ @
)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished

Your Post Office Job interface has been installed but is not yet enabled. The job must be configured with a schedule and any additional settings required
before it ready to run. Access the job interface settings via the 'Manage interfaces’ menu which is located on the 'Server / Interface Management' menu
tab.

To configure the scanner settings for the job, select the scanning configuration folder for the job under the 'Scanner / Policy Management' menu tab.

Once the job has been completed, click on the ‘home’ link at the top left of the page to refresh and
navigate to the ‘Scanner / Policy Management’ menu and select the new interface and ‘Job Config’ to
complete configuration.

The first task to complete on the configuration page is to enable the job. If the job is not enabled, it will
not run.
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This page configures the job to include or exclude specific users, folders, and the job start time. Note:
the POA job may cause the Post Office response time to lag, causing any connected clients to become

sluggish. It is best to schedule the Post Office job to run during off hours, or at times when the Post
Office is not under load.

4 Job Config H o E 2 e
[T] Enable Job
Job Name POA scanner
Trusted Application Key 1302210102DB00008473EFFE12788DE71202210202DB0000ABB124D1.
POA Hostname:Port 192.168.1.101:142
Scan Users
Scan Resources
Scan Trash
Expunge purged ftems
Job Frequency RunOnce Run job immediately ]
Job Date 4 - n - 2012w
Time to run job 0 w I 00w
Scan messages in date range All days -
Scan these users All Users -
Remove Selected User
User Add
Scan these folders All Folders -
Remove Selected Folder
Folder Add

To add specific users to be included, or to exclude specific user mailboxes, you must provide the mailbox
name.
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The same applies for Folders
folder name.

. If you wish to include or exclude specific folders, you must supply the

./ Server/Scanner Management

= ] bitteriinux {Linux)
+ u_] Server management
# ] Wizards
= 11 Manage scanners
# [l gwia scanner (GWIA)
= ] PO Job (POA job)
+# ] General settings
+ [l_] Scanning configuration
# ] Mes=age services
# [ Exceptions
+ u.] Scanner Information
= ] Configurs POA job settings
2k Mail interface settings;
+ u.] Manage scanner object
# [ SMTP (SMTP)

To specify whether the job will apply to all users or folders, only specified users or folders, or all but the

specified users or folders, or
section.

to set a date range to scan through, use the drop-down menu for each

Once you have enabled and configured the job, make sure to select the ‘save changes’ button at the top

of the window before browsing away from the page. Once the changes have been saved, the changes

will be sent to the GWAVA system and will become active within a couple of minutes.
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To access the POA Job settings page just described, browse to Server / Interface Management | <server
name> | Manage Interfaces and expand the POA interface and select the ‘Interface settings’ object
under the ‘Configure POA job settings’ folder, as shown.

el | Support | Help | Logaut ™) | & Job Config UREoa
" Home Pages
#; Home dashboard ] Enable Job
| Dashboards Job Name POA scanner
[} Quaranting manager Trusted Application Key 1302210102DB00008473EF7EL2788DE71202210202DB0000AB8124D1,
| Bookmarks POA Hostname:Port 192.168.1.101
* D

[¥] Scan Users
| Scan Resources

] SLES11-32 (Li | Scan Trash
3 -32 (Linuxy =3 .
# (] Server management ISR e B e e

® ([ Wizards

| system
Server / Interface

= (] Manage interfaces T fmOoes x Run job immedately
> ] GWIA Job Date M v ln v N2 -
@ (] MTAscanner Time to run job W v 0
i= ] POA scanner
- Interface settings Scan messages in date range All days -
Ak Interface uninstall
— Scan these users Al Users -

" Scanner / Policy

=g Policy manager
= @l Gwia
® (| General settings
# (] Scanning configuration

# ] Message services Remove Selected User |

# [ Exceptions
= ] MTA scanner —

i (] General settings User Add |

# (] Scanning configuration

+ 4_] Message services

# (] Exceptions

Scan these folders Al Foldars I

Remove Selected Folder ‘

Folder Add

Be sure to finish configuring and enable the job. If the job is not enabled, the POA interface will not be
active and mail will not be scanned.

Vibe Interface Install

The Vibe interface filters all text and attachment workflow through the scanning interface, including
input text, all attached files, email, and messaging. To install an interface in the Vibe system, Vibe must
be installed and running correctly, and the tomcat directory of the Vibe servlet must be known. The Vibe
interface may be installed either on the local machine or remotely, similar to a WASP remote interface.
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Open the New Interface creation Wizard and select the ‘Vibe Interface’ option. Click ‘Next’.

‘»' Create new Vibe interface & S
)‘) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )') Finished

Welcome to the Vibe scanner creation wizard.

To ensure a smooth instalation of this interface, some information about your Vibe instalation needs to be supplied. You may also undertake some of
these steps manually after the GWAVA network has been configured if you wish to maintain control of the process yourself.

Prerequisites:

O Have Novel® Vibe installed, configured and running correctly.
O Know the location of the tomcat directory for Vibe

Post install:

You wil need to restart the Vibe application.

<< Previous Mext ==

The wizard states the install process and the required information. Gather the information and select
‘Next’ when you are ready to install the interface.

‘#' Create new Vibe interface HeEoe

)) Welcome )) Interface settings )') Scanner defaults )) Confirm selections )) Install )) Finished

Scanner Name Vibe Scanner

Install on this server gwavabtest (Linux)

Remote Server Install [T] (vibe application runs on 3 server separate fram the GWAVA server)
Tomcat Directory ,"0pt,"nmrelhfteamingj’apache—tommt]

(e.q. jopt/novelfteaming/apache-tomcat-6.0.18)

[ << Previous | [ Next>> |

Name the interface and input Tomcat directory serving the Vibe interface.

‘#' Create new Vibe interface HeEoe

)') Welcome )’) Interface settings )) Scanner defaults )) Confirm selections )') Install )) Finished

Scanner Name Vibe Scanner
Install on this server gwavabtest (Linux)
Remote Server Install [¥} (Vibe application runs on a server separate from the GWAVA server)

<< Previous | | Next>> |
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If the interface is to be installed on a remote server, select the ‘Remote Server Install’ option and select
‘Next’.

#' Create new Vibe interface (N 4 ‘:.’. @

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished

You can guickly setup the scanner with some of the most common default security options

Stop Viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment type
scanning (i.e. *.vbs, *.pif, *.exe etc) and fingerprinting of attachments.

advanced settings

[ << Previous ” Mext == ]

Select the scanning options and configuration for the interface. The interface settings may be changed
after the interface is created, and defaults show the blocking of viruses and spam.

All other configuration for the interface, including keyword filtering, attachment size, attachment type,
fingerprinting, oversize and undersize messages, and specific quarantine settings will all be available for
configuration after the interface has been created.

#' Create new Vibe interface =R :ﬂ & @
DD welcome PP Interface settings g Scanner defaults g Confirm selections P Instal PP Finished

The requisite information has been collected and is ready to be deployed. If you are satisfied that the installation information is correct, press the install
button to commit the installation procedure to the GWAVA network.

Scanner name Vibe Scanner
Install to server gwavabtest (Linux)
Rermote instal Yes

Setup virus scan defaults Yes

[ << Previous ][ Install == ]

Review settings and select ‘install’ when they are correct.

Wait for the interface to be installed.

»#' Create new Vibe interface =N ‘_ﬂ & @

DD Welcome PP Interface settings g Scanner defaults g Confirm selections e ge Install P Finished

% Instaling interface, please wait...

This process may take a few minutes. Please be patient and do not change your browser page during this step.

GWAVA 6.5 Administrator Guide 62



After the Vibe interface has been installed, follow the ending instructions for both local and remote
installations.

E| Vibe scanner installation finished S .ﬂ ;
)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Insta )) Finished

Interface installation is now complete.

The GWAVA server is now configured with your new Vibe scanner. Because the Vibe server is running separately from the GWAVA server, you need to
complete the following steps on the Vibe server.

Configure Vibe
1. Download and copy the following file to the <tomcat>/lib/custom-ext/ folder:
teamGwava.jar

2. Edit the <tomcat=/webapps/ssf/WEB-INF/ classes/ config/ssf-ext.properties file and add the following lines to the end of the file.
* These lines may already exist and should have the gwava entry inserted before the current value.
# gwava.teaming interface settings
file.content.fitter.classes=com.gwava.teaming. GwavaContentFiter, org.kablink.teaming. module.file.impl.X5SContentFiter *
servlet.context.listener. classes=com.gwava.teaming.GwavaContextlistener *
module.event.listeners.org.kablink.teaming.module.folder.FolderModule=com.gwava.teaming. GwavaModuleListener *
module.event.listeners.org.kablink.teaming.module.binder.BinderModule = com.gwava.teaming. GwavaModuleListener *
gwava.teaming.reference.id=17gdob9.17gs16g.eb
# set username and password for gwava.teaming remote mode
gwava.teaming.gwavaman.address=192.168.1.186:49282
gwava.teaming.gwavarman.username=wsVibe_Scann
gwava.teaming.gwavaman.password=EA40AS0B70
gwava.teaming.tomacat.user=wwwrun
gwava.teaming.tomcat.group=www

Remote installations will require manual editing of the Tomcat files, as the interface wizard will not have

access to them during install. Input the specified lines around the indicated, existing lines in the ssf-
ext.properties file, so the file section matches the one shown.

Local and remote installs require a restart of the Tomcat system to restart the tomcat server.
Instructions on the restart of Tomcat are provided, select the “?” icon to show the instructions.

Now that the interface has been created, it is available to be further configured and customized.

WASP Local Interface

To create an interface, you must know the correct information for the location of the Web Access
directory and the active Tomcat directory. Click Next.

(The WebAccess startup file is the webacc.cfg — specify the entire path, including the webacc.cfg
filename.)

(The Tomcat directory desired is the one containing the ‘webapps’ directory from which your
WebAccess is run. In a standard SLES 10.x system, the path would be: /usr/share/tomcat5. If you have
several instances of Tomcat on the same machine, locate the working webapps directory by searching
the webacc.cfg file for the “Templates.path=..." line. It will specify the Tomcat path that WebAccess is
using. The correct webapps directory will also contain a gw folder - .../webapps/gw.)
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It is important to specify the tomcat instance that WebAccess is running on. There may be several
instances of Tomcat installed on the same machine at the same time, depending on the way WebAccess
was installed.

' Create new VIASP interface =R ‘_ﬂ & @

P> welcome ¥ Interface settings D> Scanner defaults _grg Confirm selections g Install g Finished

Scanner Name WASP Scanner

Install on this server gwavabtest (Linux)

Remote Server Install [C] (webAccess Application runs on a server separate from the GWAVA server)
GroupWise WebAccess fvarfopt/novell groupwise/webaccess/webacc.cfg

startup file

(e.q. GW7: Jopt/novel/groupwise/webaccess/webacc.cfa)
(e.q. GW8: Jvar/opt/novelf groupwise/webaccess/webacc.cfg)

Tomcat Directory Jusr/share/tomcate|
(e.q. Tomcat 4 on SLES 9/QES: /srv/wwwtomcat)
(e.g. Tomcat 5 on SLES 10: /snv/wwwjtomcats)
(e.g. Tomcat 4 on SLES 10/0ES2: Jvar/opt/novel/tomcat4)
(e.0. Tomeat 6 on SLES 10/11: fusr/share/tomcate)

’ << Previous ” Mext == ]

Enter the correct path and name information and click Next.

#° Create new WASP interface HweE g

)) Welcome )) Interface settings )) Scanner defaults );) Confirm selections )) Install )) Finished

You can gquickly setup the scanner with some of the most common default security options

Stop Viruses

Enabling virus scanning includes enabling virus sanner services and detecting file types that frequently include viruses with attachment type
scanning (i.e. *.vbs, *.pif, *.exe etc) and fingerprinting of attachments.

advanced settings

[ << Previous l[ MNext »> ]

To enable protection from viruses, select “Stop Viruses” to enable the anti-virus engine.

Click Next.

&' Create new VASP interface N ‘_ﬂ &g

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished

The requisite information has been collected and is ready to be deployed. If you are satisfied that the instalation information is correct, press the install
button to commit the installation procedure to the GWAVA network.

Scanner name WASP Scanner

Install to server gwavattest (Linux)

WebAccess startup file  /var/opt/novell/groupwise/webaccess/webacc.cfg

Tomcat directory fusr/share/tomcaté

Setup virus scan defaults Yes

<< Previous ][ Install ==
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Double check all the information for accuracy, then click Install if it is correct. Use the previous button if
you need to correct any of the information.

#  Create new WASP interface = owe _ﬂ 3 @

)) \elcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install )) Finished

: Instaling interface, please wat...

This process may take a few minutes. Please be patient and do not change your browser page during this step.

Wait until the next page appears. This may take several minutes depending on the speed of the machine
and current load. Please be patient.

#  Create new WASP interface o ﬂ E =]

)) \elcome )) Interface settings )) Scanner defaults )) Confirm selections )) Install ) Finished

? Instaling interface, please wait...

This process may take a few minutes. Please be patient and do not change your browser page during this step.

Once this page appears, your interface has been successfully created and you can browse away from the
interface creation interface.

NOTE: Your WASP interface will be dormant until Tomcat is restarted, and a browser calls the Web
Access interface. This is required to initiate the WASP servlet for the web server. Restart the Tomcat
instance you installed WASP to before testing the interface.

WASP 2 interfaces rebrand the WebAccess login and mailbox screens to alert users that WASP 2 is in
use. If you do not want this and wish to return to the original branding and artwork, the files were
renamed and reside in the following directories:

For GroupWise 7:

<tomcat_path>/webapps/gw/com/novel 1/webaccess/images/splash.png

For GroupWise 8:

<tomcat_path>/webapps/gw/webaccess/<build_date>/images/install_watermark _n.png

WASP 2 has renamed these to *.bak, (or .bak0 if .bak already exists). Simply rename the file to the
original and restart your WebAccess system to return them to default.
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WASP Remote Interface

Running WASP 2 in remote mode means that WASP 2 needs to transfer the mime files via the network
to GWAVA in order to be scanned. To create a remote WASP 2 interface, you will need the following
information:

The location of the WebAccess configuration file on remote computer (webacc.cfg)

The location of the Functioning WebAccess Tomcat directory — Or |IS directory (The folder containing the
‘webapps’ directory. See notes above.)

Start the interface creation wizard as above, but select the ‘Remote Server Install’ option instead of
filling in the paths.

#' Create new VIASP interface Hw B 2@

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Instal )) Finished

Scanner Name WASP Scanner
Install on this server gwavabtest (Linux)
Remote Server Install [¥: (WebAccess Application runs on a server separate from the GWAVA server)

[ << Previous ] ’ Next >3

This triggers the remote install mode for the interface.

In remote mode, the installer creates a wasp user and password to connect to GWAVA. The Username is
created automatically, but you must specify the password. The user and password will only be used by
the wasp interface to connect remotely to the GWAVA server and gain access to the interface. Any
password will do. Configure as desired.

#  Create new WASP interface o R ﬂ 3 =]

)) Welcome )) Interface settings )) Scanner defaults )) Confirm selections )) Instal )) Finished

You can guickly setup the scanner with some of the most common default security options

Stop Viruses

Enabling virus scanning includes enabling virus sanner servicas and detecting file types that frequently include viruses with attachment type
scanning (i.e. *.vbs, *.pif, *.exe etc) and fingerprinting of attachments.

+ advanced settings

<< Previous l [ Mext ==
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Verify all information, and click ‘install’ when the information is correct. Use the Previous button if you
need to change any of the information before you Next.

#  Create new WASP interface = R ﬂ ; =]
)) NVelcome )) Interface settings )) Scanner defaults )) Confirm selections )) Insta )) Finished

The requisite information has been collected and is ready to be deployed. If you are satisfied that the instalation information is correct, press the install
button to commit the installation procedure to the GWAVA network.

Scanner name WASP Scanner
Install to sarver gwavabtast (Linux)
Remote instal Yes

Setup virus scan defaults Yes

| << Previous || Install == |

You MUST wait until this page is shown. WASP 2 requires you to copy some files and edit the webacc.cfg
on the remote machine for the installation to be successful. If the .jar files are not copied to the
locations specified, or the lines supplied are not added to the webacc.cfg, then the remote install will
not be able to connect to the GWAVA server and perform scans. Make sure you copy the supplied lines
before browsing away from this page.

The following page contains instructions that must be followed; the steps must be completed before
WASP 2 will function correctly.

The files that need to be downloaded are linked from this page. Create a backup of the current versions
of the files you are copying over. Clicking on the name will download the necessary files you need to
copy to the locations defined. You must restart Tomcat after the files have been copied over, and the
lines added, before the WASP 2 interface will become active.
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[#] wasp installation finished H @

D> welcome PP Interface settings @ Scanner defaults g Confirm selections g Install 3 Finished

Interface installation is now complete.

The GWAVA server is now configured with your new WASP scanner. Because the WebAccess server is running separately from the GWAWVA server,
you need to complete the following steps on the WebAccess server.

GroupWise® 2012
Install WASP Application
1. Copy the following file to the <tomcat=/webapps/gw/WEB-INF/lib folder:
wasp2.jar
2. 0On Linux, set the file permissions for that file to "744” and ownership so that it matches the other WebAccess files in that folder.
Configure WASP Application
3. Create a folder named "gwava” in the WebAccess Application home folder (this is where the webacc.cfg file is located).
4. 0On Linux, set the permissions for that folder to "755" and ownership so that it matches the "logs” folder in that same location.
5. Create a file named "wasp.cfg” in the new gwava folder that contains the following:
Provider.GWAP.class=com.gwava.wa.provider.gwava.GwavaProvider
Provider.Wasp.gwavaman.address=192.168.1.101:49282
Provider.Wasp.gwavaman.username=wsRemote_WAS
Provider.Wasp.gwavaman.password=EA3CA10E7D
Provider.Wasp.reference.id=17gtplg.17h4adu.f
6. 0On Linux, set the permissions for that file to "755" and ownership so that it matches the new "gwava” folder.
Restart WebAccess
7. The GroupWise® WebAccess application needs to be restarted for the WASP scanner to become active.

GroupWise® 8
Install WASP Application
1. Copy the following files to both the <tomcats/webapps/gw/WEB-INF/lb and <tomcat=/common/lib (if present on Tomcat version 5 and
earlier) folders:
mail.jar, activation.jar
2. Copy the following files to the <tomcats/webapps/gw/WEB-INF/lib folder:
gwava.jar, wasp.jar
3. On Linux, set the file permissions for those files to "744” and ownership so that they match the other WebAccess files in those folders.
Configure WASP Application
4. Create a folder named "gwava” in the WebAccess Application home folder (this is where the webacc.cfq file is located).
5. On Linux, set the permissions for that folder to "755" and ownership so that it matches the "logs” folder in that same location.
6. Create a file named "wasp.cfg” in the new gwava folder that contains the following:
Provider.GWAP.class=com.gwava.wa.provider.gwava.GwavaProvider
Provider.Wasp.gwavaman.address=192.168.1.101:49282
Provider.Wasp.gwavaman.username=wsRemote_WAS
Provider.Wasp.gwavaman.password=EA3CA10E7D
Provider.Wasp.reference.id=17gtplg.17h4adu.fj
7. On Linux, set the permissions for that file to "755" and ownership so that it matches the new "gwava” folder.
8. Rename the file instal_top_n.png in the <tomcat=/webapps/gw/webaccess/<build=/images folder to “instal_top_n.png.bak".
9. Copy the file instal_top_n.png to that folder.
Restart WebAccess
10. The GroupWise® WebAccess application needs to be restarted for the WASP scanner to become active.

GroupWise® 7
Install WASP Application
1. Copy the following files to both the <tomcats/webapps/gw/WEB-INF/lib and <tomcat=/common/lib (if present on Tomcat version 5 and
earlier) folders:
mail.jar, activation.jar
2. Copy the following files to the <tomcats/webapps/gw/WEB-INF/lib folder:
gwava.jar, wasp.jar
3. On Linux, set the file permissions for those files to "744” and ownership so that they match the other WebAccess files in those folders.
Configure WASP Application
4. Edit the WebAccess configuration file (webacc.cfg) on the WebAccess server:
a.Insert a "#" character at the beginning of the line:
"Provider.GWAP. class=com.novel.webaccess.providers.gwap. XGWAP”
.Add 2 new line:
"Provider.GWAP. class=com.gwava.wa.provider.gwava.GwavaProvider”
Add the following lines to the bottom of the file:
Provider.Wasp.gwavaman.address=
Provider.Wasp.gwavaman.username=
Provider.\Wasp.gwavaman.password=
Provider.Wasp.reference.id=
5. Rename the files splash.png and splash-02.png in the <tomcat=/webapps/aw/com/novell/webaccess/images folder to "splash.png.bak” and
"gplash-02.png.bak”
6. Copy the files splash.png and splash-02.gif to that folder.
Restart WebAccess
7. The GroupWise® WebAccess application needs to be restarted for the WASP scanner to become active.

o

n

Click ‘3’ for instructions on how to restart Tomcat which will reload WebAccess.

MNote: OES Linux users, click here to set the proper Linux user and group for your version of Tomcat.

e

GWAVA 6.5 Administrator Guide

68



General Administration

GWAVA administration is completed between two interfaces: the management console, and the QMS

management console. The management console runs all administration of the main GWAVA system and

interfaces: interface creation, configuration, updates, server settings and management user accounts.

The QMS management console contains the administration over the quarantine system: digests, user

accounts and login rights, release rights, and Quarantine database size.

GWAVA Management Console

When you log into the GWAVA Management console, you will view the default user Dashboard. This

page displays default gadgets and basic info for your GWAVA system.

The System Status window shows the blocking statistics for your server as well as your evaluation

deadline, if you have not licensed your GWAVA system. The statistics window has the option to change

the statistics to represent the total, day, last hour, or current hour statistics for each of the shown

statistics.

Dashboards

 Home Pages

W—Wﬂﬁw W GWAVA Dashboard

#; Home dashboard
+ o4 Dashboards
.ﬂ Quarantine manager

*_Bookmarks

Dx

‘Welcome to the GWAVA management dashboard.

This page will assist you through the setup of your first GWAVA scanner. If you find yourself lost during
the initial configuration of GWAWVA, click the 'Home' button at the top of the main menu to return to
this page.

I

[

[ System Management
[ Server / Interface
[

°_Scanner / Policy Management

@ Mow that your scanning has been configured, you should install a license to ensure Syztem Management

centinued protection of your messaging sytems. Licenses are installed on the licensing ol

page which is found under the system management pages. H;’ﬂ:’:m.’,g’“ﬂ
“EB Adanrslor scounis

If you have not yet obtained a license, please contact us at www.gwava.com to find out B System informaten

where to purchase GWAVA licenses.

GWAVA Tips and Tricks. HE =
Help is always at hand with the quick 13 Check the 'Documentation’ section of the navigation panel for
reference button. Click on the quick links to the main product documentation.

reference icon in the top right for 2 brief

overview of the page you have loaded. Each page in this system has its own quick reference page

wihich is accessible by pressing the question mark symbol in the
top right of the page.

The GWAWVA support forums and knowledgebase are an
invaluable and interactive option for finding answers to common
questions. These can be found at http://support2.gwava.com.

el de

GWAVA has a user-defined area which opens by default, which can be filled with ‘gadgets’. Though

there are three default dashboards already defined, the dashboard area was created with the

expectation that each system administrator will create and configure their own personal dashboard.
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Dashboard Control Panel

= Server / Interface Management

1 .com | Support | Help | Logout ™/ | D control panel HrEee
_Home Pages New menu abel oa
#;) Home dashboard
= Dashboard:
i Bashboards & Welcome Tt
%» Dashboard control panel
el Welcome O status Ty &
had Status
fad Statistics [ Statistics Tt
.ﬂ Quarantine manager
[> Bookmarks
> Do
[ system
D
[

= Scanner / Policy

The Dashboard control panel allows for the management of multiple dashboards, and the creation of
new dashboards. The dashboard is the default page displayed when users’ login to the GWAVA
Management console. The default dashboard for the homepage is indicated by check mark and little
house next to the dashboard name. To change the default dashboard, select the desired dashboard by
placing the checkmark in the box next to your choice, and save the changes.

Multiple dashboards may be created or deleted. The current dashboards may be removed, renamed, or
reconfigured. The dashboard control panel allows for the creation of new dashboards, renaming or
removal of old dashboards, and the selection of the default dashboards.

Welcome

I | Support | Help | Logout ™/ | i GWAVA D: HiwE e

" Home Pages

;) Home dashboard

# (24 Dashboards ‘Welcome to the GWAVA management dashboard.

{f] Quarantine manager This page will assist you through the setup of your first GWAVA scanner. If you find yourself lost during
- the initial configuration of GWAVA, dick the 'Home' button at the top of the main menu to return to
- _Bookmarks N
this page.
~_Documentation
-% Now that your scanning has been configured, you should install a license to ensure T
e R T continued protection of your messaging sytems. Licenses are instaled on the licensing %
~_Scanner / Policy page which is found under the system management pages.

If you have not yet obtained a license, please contact us at www.gwava.com to find out
where to purchase GWAVA licenses.

‘GWAVA Tips and Tricks BE x|

@ Help is always at hand with the quick [ Check the 'Documentation’ saction of the navigation panel for
reference button. Cick on the quick links to the main product documentation.

reference icon in the top right for a brief

overview of the page you have loaded. Each page in this system has its own quick reference page
which is accessible by pressing the question mark symbol in the
top right of the page.

The GWAVA support forums and knowledgebase are an
invaluable and interactive option for finding answers to commeon
guestions. These can be found at hitp://support2.gwava.com.

The Welcome dashboard is the default dashboard for upgrades and new installations of GWAVA, and
will be the page seen on first login. The Welcome dashboard has gadgets showing tips, tricks, new
information, and links to documentation. The welcome dashboard is not meant to be a permanent
default page, but will remain default until changed. As with all dashboards, the welcome dashboard may
be configured at any time.
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Status

\Q GWAVA Dashboard
" Home Pages

= =
#;) Home dashboard "
= s Dashboards Alert Reported Agent Last Report B
4, Dashboard control panel |
a8 Welcome o cwava Jan 1104:01:08 |~
ad Status
= Statistics o cwavaman Jan 1103:59:24
] Quarantine manager o cwavaPoa Jan 11 03:59:38
" Bookmarks o swavaams Jan 11 03:58:47
~ System
- Server/ Interface Most Recent Virus. L[|
" Scanner / Policy
Name

No Named Viruses Detected

The status dashboard displays the general status of the GWAVA system; modules reporting working
status with the date and time last reported are listed, as well as any alerts and detected viruses. Known
viruses will be named, while unspecified or unnamed viruses will remain unnamed. All virus hits are
reported.

Statistics

14 GWAVA Dashboard
" Home Pages

%) Home dashboard
1=l jad Dashboards M Clean M Blocked Dropped Wessage Threats in the last 24
\l\" Dashboard control panel 1 ™.
& Welcome ey
ladl Status
|ad Statistics
{f Quarantine manager
~_Bookmarks
> Do
~ System

~ Server / Interface

- Scanner / Policy

B Messages Inbound/Outbound (1 minutes)  EIE

Zoom:1' 5 th 1d 5d 1m 3m 6m 1y Max  16:00January 11,2012
# Clean( e Blocked 0
~ Inbound - ~ Outbound =

o o

T T T T T
Jan 7 Jans Jan 3 Jan 10 Jan 11

§
( 2

The statistics dashboard contains basic statistics for the entire system with all interface stats available to
be monitored. The statistics vary from total messages processed in the system and breakdowns of
different blocked messages to the number of operational threads and system loads according to time of
day.
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Configuring and customizing Dashboards

Dashboard pages are essentially blank pages which can be filled with configurable modules called
‘gadgets’. Gadgets are gauges, charts, and graphs tied to different statistics and information in the
GWAVA system. Different gadgets display information such as statistics on message flow, system load,
detected viruses, blocked connections, RBL hits, and user traffic.

Configuration of any new or existing dashboard is accomplished by adding and removing gadgets to the
desired dashboard and configuring the gadget to the desired specifics. Each gadget, after being added to
a page, may be moved to any desired location on the dashboard, and the size of the gadget and, or the
containing frame.

To add or configure a gadget, open the desired GWAVA dashboard, or create a new dashboard page and
select the dropdown tab from the top of the dashboard window to show the gadget selection interface.
Clicking on the tab again will either show or hide the gadget selection menu.

at GWAVA Dashboard H B 2 e

[Filter gadgets] |+ [Select gadget] w EEJ /

Select the desired gadget type and gadget from the dropdown menus and select the add button. The
different gadgets may be selected by gadget type, and then desired statistic, or from the desired statistic
first, followed by the desired gadget type. Not every gadget type is available for each statistic, as some
statistics would not function well in a gauge, graph, or chart form, and is best represented in the forms

available.
The currently available gadget types and statistics ‘[Fiter gadgets] | |/[Select gadget] (v
include the ones shown. Select gadget
Table Alerts
GaLge Meszage Statistics Surnmary
After selecting the gadget desired, some gadgets offer  |calumn Messages Inbound/Outbound
. . . . Lire Messages processed
more configuration options, such as time frame, scope |- gt Module Information

[Most active recipients
Most active senders
further configuration, configure the gauges to achieve the desired E"'I'St REESPttViFUS

rogran arLs
information needs and select the green plus sign to add the gadget to the Thrgat Distribution
dashboard Welcome to GWaY L _

’ Support and Docurnentation

WA Tips and Tricks

of a chart, or the top limit of a gauge. If a gauge offers Pie Chart

Moving gadgets is simple; click and drag the desired gadget to the

desired location and orientation in the dashboard window by selecting the top of the containing frame.
Different frames may also be sized as desired by selecting the bottom right corner of the desired frame.
The mouse pointer will be changed from the system default arrow to a ‘move’ or a ‘resize’ arrow. Place
and configure the gadgets as desired to create a customized dashboard.

After modifying, moving, adding, removing, or resizing any module, the ‘Save Changes’ icon must be
clicked, or the settings will not be saved. As GWAVA is updated, further gadgets may be added to the
GWAVA system.
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Quarantine manager

The Quarantine Manager link opens the Quarantine Manager in a separate browser window or tab. The
Quarantine Manager can also be accessed from any browser through the following URL:

http://<GWAVA_server_address>:49285
The Quarantine Manager is covered later on in this document. Please see the Quarantine Manager

section.

Bookmarks

The Manage quick access pages link allows the administrator to provide quick access to any page with
the bookmark icon in the top right-hand corner. This may shorten browsing times to often visited pages
deep in the folder structure of an interface, such as interface statistics or exceptions.

Documentation

Online documentation is linked from the documentation menu, as is the quick install guide, which will
not only guide you through basic installation instructions, but will also help in the immediate basic setup
for interfaces and management.

System Management

Under the System management link, default settings for the system are listed. The settings here are the
base used when creating interfaces. Each interface’s settings may be modified individually after
interface creation, but by changing the default settings here each interface will be created with the basic
default settings correctly.

System Management contains two sections: System management and Advanced. Most work will be
completed through the System management section, while the Advanced section contains tools which
should be generally left alone unless specified by support.
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System Management

Licensing

GWAVA must be licensed to use for longer than 30 days and WASP 2 requires a similar license. These
licenses may be obtained by contacting the sales representative for your area. Please visit
http://www.gwava.com/company/contact-us.html to contact your sales representative.

I} Licensing HielEde

Install license (pem) file Browse.. H Install J

Installed licenses

Mo licenses have been activated. Licenses will become active when a scanner is running, and may take a couple of minutes to appear in this list,

License files stored on this server

@ Mo license files exist on this server

Licenses on this server are located in chagwavallicensef

If no licenses are present, the window will state that no licenses have been found. To install a license,
select the ‘Browse’ button and locate the unzipped license file (.pem). After the license file has been
located and selected, click the ‘Install’ button and the license file will be uploaded to the GWAVA server.
GWAVA will look for, and recognize the license file in a few minutes. If impatient, restarting GWAVA will
trigger the system to look for the license file on startup. Keep an archive copy of the license file for
disaster recovery. The license storage location on the GWAVA server is listed at the bottom of the
screen.

Admin accounts

Admin accounts allow you to add and remove administrator accounts from the GWAVA system. These
accounts will have full administrator rights to GWAVA Management, as well as default full administrator
rights to the Quarantine system.

You may enable or disable four state checkboxes preference from this interface. Four state checkboxes
may also be enabled or disabled from any configuration window where the preferences icon is displayed
in the top right-hand corner.

System Information

System information displays exactly that. The Server name, ID, operating system, activation date,
address and general status are shown. The status of each of the different running pieces of GWAVA are
listed here, along with their latest report-in date, time, and location. This page provides basic
information on the system at a glance.
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System Alerts

The System Alerts page displays all the system alerts active, as well as alert history. An Administrator can
issue an alert to the system if desired, by selecting the alert and type, then selecting the Send button.
Descriptions, severity, source, and solutions may be added to any alert generated from this window.

! System Alerts e ﬂ :1 @
Current system alerts

There are no active system alerts

Hide alert history
Alert history

Resolved Server Type Source  Description Solution Reported

Jan 12 06:04:51 SLES11-32 (Linux) Virus scanner bases are out of date GWAVA The virus database is up to date Jan 12 05:36:19

Send alert

Severty Type Source Description Solution

Notify ~w  License expirstion -

Reports

The Reports function allows the Administrator to setup, send out, or receive regular system reports on
the functions and different status of the system. Reports include statistics on:

e Active alerts

o Alerts cleared

e Alerts summary

e Most active recipients

e Most active senders

e Messages processed

e Messages process with a detailed summary
e Most active IP addresses
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There are different types of reports based on time frame: daily, weekly, and monthly. Reports are sent

to the specified recipients in the list.

i) Message tracker
< Default settings
3 Online updates
3 Package manager

D Server [ Interface

0 Jan 152012 12:00:00 Weekly Report  weekly midnight sunday [Default report recipients] 3§

B Advanced ] Feb 012012 12:00:00 Monthly Report monthly  midnight 1 [Default report recipients] 3§

| System Reports NP
" Home Pages
- Schedule an event to execute
#;) Home dashboard
|4 Dashboards Name Frequency  Report Time Day  Recipients
{{f] Quaranti
(] Quarantine manager o dity ~ omdnight |0 [Default report recipients] e
13
P o B Report Format Type Report Period Limit Results
" System [} - - .| - 25 e
= i‘ System management
(I Licensing
&8 Administrator accounts Currently scheduled events
(# System information
/1. System alerts Mext Scheduled Time Name Frequency Report Time Day Recipients
Reports 0 Jan 12 2012 12:00:00 Daily Report daily midnight [Default report recipients] 3§

To create and send out a report, specify the name, frequency, and time for the report, and then add the

report modules desired to be included in the report.

System Reports H e E)
Schedule an event to execute
Mame Frequency Report Time Day Recipients
¢l daily » midnight - |0 [Default report recipients] a
Report Format Type Report Period Limit Results
= «] - - - 25 g
_F

Alerts cleared
Currently Alerts summary
Most active recipients
Mexd Maost active senders ncy REDOI’t Time DH‘_." Recipients
Most active ip addresses

1 L -
! Jan Messages processed midnight [Default report recipients] &€
Messages processed detailed summary e o
1 Jan Messages processed full detail summary midnight Sunday [Default report recipients] £
[ Feb 012012 12:00:00 Monthly Report monthly  rmridnight 1 [Default report recipients] &€
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Add as many or as few report modules to any desired report, but a report should have at least one

module to be of worth. Result lists may be limited to a manageable size, and the default is set to 25
items.

Daily Report Jan 10 2012 12:00:00

The reports below were generated and e-mailed to you by a GWAVA scheduled event. If you do not want to receive these reports please reply to this email and the
ladministrator can remove you from the recipient list.

Detailed summary of messages processed between 01/09/12 00:00:00 and 01/10/12 00:00:00

Client o
TR . Outbound Druppe‘_j Conversations] I Blocked | Quarantined Rec'plfm' RBL | SURBL &L . EIm=
Connections Connections - canned Exception Reputation |[Address
erminated
a a a a 0 a a a 80

7340 4 7340 2108 1916 v]

Most active senders between 01/09/12 00:00:00 and 01/10/12 00:00:00

Emait hdress I

ithagua@mythos.com

630
computingresources_support@hotmail.com 626
photegraphyschool@hizingawrld.net 282
cthulhu@mythos.com 259
e-rios1985@hotmail.com 189
castrojesse7657 @hotmail.com 180
amy.richardsonspm@hotmail.com 179

Reports may vary on exactly what is specified to be included and how many items are displayed. The
Reports are subject to change and may end up being quite long, yet may be incredibly detailed and
helpful in monitoring and managing the mail system.
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Message tracking

GWAVA contains the ability to track all messages which pass through the system, report when they
passed and what action was performed on the specified message, and for what reason the action was
taken. To access the Message tracker, select ‘Message tracker’ from the System Management window.

| Home | GWaAWAcom | Support | Help | Logout ) o Message Tracker

' Home Pages

Search Criteria
# Home dashboard

+ | Dashboards GWAVA message ID

.1r3 Cluarantine manager From address equals -
| Bookmarks To address equals -
| Documentation e
— Start date/time b it
/' System M it -
End date/time o8 5
= I:«i System management
[ Licensing Block state Any -
1
L8 Administrator accounts Max results to return 100
(B System information
V. System alerts Submit Search

[£] Reports

] Message tracker

.&_i Default settings

3 Online updates

il Package manager
# 5 Advanced

[ Server/Interface M

To track the path of a message through the system, specific information must be known about the
message. GWAVA will search through the records to find a message which fits the criteria provided. The
tighter the criteria provided, the smaller the results list will be.

Search terms can include:

e GWAVA Message ID
e From and To address
e Timeframe window

e Block state

The GWAVA Message ID is most useful to re-track a message that has been located beforehand, as the
message ID’s are unique, the result will be the specific message desired. The rest of the criteria is useful
to find a message from a specific sender, to a specific user, during a specified timeframe. Setting the
Block state search option limits the resulting pool of messages to only those which have either been
passed through, or which have been blocked by GWAVA. A search may be performed on one criteria.
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Messages that show up in the search may be expanded by clicking on the corresponding folder to
display the pertinent information: all recipients, the block status, and a responsible interface event
causing the block.

=] Message Tracker
Search Criteria
GWAYA message 1D
From address equals v
To address equals | |chris@gwava.com
Start date/time #
End dateftime &£ H
Block state Any bt
Max results to returmn 100
Subrmit Search
Search result
Message ID Timestamp Message size Source IP address  Sender  Block state
(] 16b9pmn, 1286088123.11  Wed 13 Oct 2010 11:30:54 652 boti@net.com none
ﬂ.] 16b9pmn, 1286988123, 1m wed 13 Oct 2010 11:30:54 597 bot@net.com none
[ 16b9pmn, 1296988123, 1k Wed 13 Oct 2010 11:30:54 918 bot@net.com none
Block state: none
Recipients: chiris@gwava.com
Message events:
] 16baprin, 1286085123, 10 Wed 13 OCt 2010 11:30:54 1049 botidnet.com full
Block state: ful
Redipisnts: chris@gwava.com
Message events; text_fiter

The full message text is not available in the tracking window. Blocked messages are available to the
owner or administrator via QMS. Messages which have not been blocked have been passed to the
resident mail system for normal processing.

Default settings

This page displays and allows editing of the default settings used when adding a new server to the
GWAVA network. The settings listed here are used to fill out the Configure Server page, which the

interfaces read from. It is vitally important that the information supplied for this page is correct for the
mail system.

The Administrator email address and name supplied here will appear on all mail notifications and digests
sent by the GWAVA system. Any responses to these mail items will be sent to the Administrators
address. The Mail relay agent SMTP Server and the QMS SMTP Authentication server are the connection
addresses used by GWAVA when sending notifications, digests, and authenticating users for access to
their mail in the quarantine system.

Online updates

When a notification that updates are available for the GWAVA system shows on the GWAVA
management homepage, this page is where the update is performed. Different update servers may be
selected as the source for updated code. The ‘beta’ server contains unproven code and should not be
used on a production system, unless specified by support. The default download servers should be
sufficient for most systems.
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If the system requires a proxy to access the internet on port 80, then the proxy settings must be
provided under the ‘Proxy Server Configuration’ section under Server/Interface Management |<server
name> | Server management | Configure server. There is a link on the update page leading directly to
the appropriate page. (The Proxy Server Configuration settings may need to be ‘shown’ before they are
accessible.)

To initiate an update, select the desired update server, and select ‘Submit Update Request’. Once an
update request has been initiated, GWAVA will contact the update server and begin the download and
update process.

Package manager

The Package manager allows the addition of third party and additional plugins to be added and installed
to the GWAVA mail system.

To use the Package manager, browse to and select the desired package by using the ‘browse’ button,
then click ‘upload’ to load the plugin to the GWAVA system. The uploaded package is usually zipped, and
the GWAVA system can unzip and install the package.

To unzip, install, or uninstall any third-party plugin package use the associated icon under the ‘Actions’
column. The ‘Actions’ column will only display the available actions which will identify themselves on
mouse-over.

After a package has been unzipped and installed, the GWAVA system may require a restart to initialize
the package. See the documentation included with the additional package for details.

Advanced

The settings in the advanced section of the menu contain categorically organized items for your system.
This menu provides scanning configuration identical to the scanning configuration under
Server/Interface Management, but differs in that the advanced configuration items are organized by
each individual component.

' System Management

+ Q System management
oy
=l 4 Advanced
+ [ Wizards
= {_l Interfaces
+ u__] GWla
+ [ Engines
# [ Systemtools

It is recommended to use the Server/Interface Management menu for configuration. The advanced
section should only be used by support or under the instruction of support. Items listed under
‘Advanced’ which are listed under the Server/Interface Management section are explained where they
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reside under the Interface management section. The menu items which are separate from the interface
tree are found under System tools.

System Tools

System Tools contains powerful tools which modify the core system of a GWAVA server. These tools are
not to be used on a regular basis, and should not be used unless instructed to do so by GWAVA support.
Editing the database, removing objects and modifying Servers in the GWAVA network may render the
GWAVA system inoperative. Only proceed with such operations if you fully understand the process and
possible repercussions and on instructions by GWAVA support. The System Tools section will be added
to as necessity requires, and new menu items will be self-documented within the system.

Network, Server & DB Tools

Replication manager

The replication manager is a tool to push settings found in the current GWAVA system to other servers
in a GWAVA network. The connection between two GWAVA servers is created during server activation.
Instead of setting up the GWAVA server as a ‘new server’, select the new server to become part of an
existing GWAVA network. If chosen to do so, the manager will assist in replicating the existing
configuration database and settings across multiple servers.

Database Editor

The database editor allows both the viewing and the editing of the GWAVA configuration database. This
can be used in coordination with GWAVA support. Do not use the database editor without explicit
instruction and aid from GWAVA support.

The editor prompts you to spawn a new window and then offers the option to open the selected table in
either viewing only, (default setting), or in the editing mode, which allows changes to be committed to
the database. The editor also includes a search function which passes queries to the database and
allows the response to be limited to a desired level of results. Changes to the database in the editor are
immediate. To exit the editor, simply close the window.

Server Maintenance

Standard core functions for GWAVA maintenance are listed here. Removing and renaming a GWAVA
server from the GWAVA networks correctly severs or renames a connection between two GWAVA
servers. Removing a connected server from a network should be done prior to uninstalling the GWAVA
server in order to avoid connection issues with the remaining GWAVA server(s).

Due to updates and changes in the GWAVA interface, it may be necessary to rebuild the system Menu'’s.
Selecting this option causes the GWAVA system to discard the current menu tree and system in the
GWAVA interface, and recreated them from the current system files. If a new item has been installed or
downloaded to the GWAVA system during an update and a menu rebuild is appropriate, you will be
notified on the default GWAVA home page, under the system status window. The notice will be a link
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which initiates a menu rebuild. Utilization of this option under the system tools should not be necessary
under normal operation.

Database Migration

The Database Migration tool migrates the internal SQLite database to an external Postgres database.
Migration is a relatively simple process which is automated by GWAVA, however, database migration
may take some time, and may take quite a long time depending on the size of the internal database.

During database migration GWAVA services and scanning will be unavailable.

All maintenance, installation, tuning, and administration of the Postgres system is the responsibility of
the system administrator. GWAVA offers no technical support for third party programs.

The Database Migration itself has detailed instructions in place. Read all of them before proceeding with
the database migration. The migration process consists of several steps and pre-requisites which must
be completed before continuing. Once all steps are completed, the migration can continue.

i com | Support | Heb | Logout )| 1] dikl e
_ [LoelRiies GWAVA 6 Database Migration Wizard
#5 Home dashboard
% |8 Dashboards
{{] Quarantine manager

This wizard will move your GWAVA databases from the internal database format onto 2 preconfigured Postgres database server.

Please read the following instructions carefully before proceeding with this process. It is important that all the prerequiste requirements are met before
starting the migration process to prevent obvious mistakes leading to a malfunctioning system and potential data loss.

| Bookmarks.
™ o i The time required to transfer the data cannot be estimated prior to running the transfer as it depends on both the quantity of data across the various
 Syslem data stores, and the performance of the hardware that the data is being moved from and to. Please be prepared for a substantial amount of down time

during the transition process.

®

b System management
= J Advanced

If you have more than one GWAVWA server, each server can run on its own database back end. It is not required that all servers are upgraded.

& () Wizards There are 3 main database conversions that will occur. After verifying that your Postgres database can be contacted, the main GWAVAMAN configuration
@ ] Interfaces database will be transferrad. Once this is completed, an upgrade request wil be prepared for the quarantine and statistics programs to perform their
@ (] Engines database migration. This will be done when these programs are restarted.
= ] System tooks )
=1 ] Network, server & DB tools Prerequisites

1T Replication manager

5] Database editor

i Server maintenance

] Database migration
£ u] Diagnostics & repair

® Backup the GWAVAMAN configuration database

® Authentication and connection settings for the Postgres server
® Postgres Database Server with prepared empty database

® Shut down GWAVA peripharal programs

GWAVAMAN database backup
[ Server/interface

If for any reason the migration fails, you can replace your GWAVAMAN database with a backup copy and your system will continue without data loss. Data

[~ Scanner / Policy Management
in the existing quarantine and statistics databases are not altered during the migration, so returning to them does not require any special consideration.

Postares server connection

During the wizard you will be asked for the connection details of your Postgres server. GWAVA will need a host, username and password that can access
its database.

Preparing the Postares server

GWAVA wil require a preconfigured database to create its tables and store data into. We recommend providing a blank database for GWAVA to use
exclusively. This will prevent any issues with table name conflicts. When data is moved into Postagres, all data will be housed in the single database that is
created. There is no need for separate databases for configuration, quarantine and statistics.

If the target Postgres database contains data the migration will not proceed. If you have previously attempted a migration and the process has failed,
ensure that any existing data, rules, triggers etc. are removed before retrying the process.

Shut down GWAVA programs

It is important that the only GWAVA program that is running during the conversion is GWAVAMAN. This wil prevent any queued data being received into
the old databases during the conversion process which would then no longer be accessble.

0On Windows, please use the services control panel to shut down the following services:

0On linux, issue the following commands to shut down GWAWA, then restart only the GWAVAMAN process:

MNext Step >>

Shutting down all peripheral programs to gwava, except the ‘gwavaman’ process will leave the

administration interface functional and accessible for the migration process. It is critical that all
peripheral GWAVA processes be shut down before the migration is started.
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The migration itself may take quite some time depending on the size of the SQLite database, and during
this time GWAVA will not scan mail and messages will not be passed through the system.

@ Database migration

GWAVA 6 Database Migration Wizard

Once you have prepared your Postgres database, follow the steps below to transition your GWAVA system.
Installation Steps

® Shut down GWAVA peripheral programs, leaving only GWAVAMAN running
® Provide your Postgres database connection information

® Wait for the GWAVAMAN database to be migrated

® Restart GWAVA peripheral programs

* Wait for quarantine and statistics data to complete migration

® Restart all GWAVA programs

Postgres connection parameters

Please provide the connection details for the Postgres server to be migrated to
Postares host server localhost

Postgres database name GWAVA

Postgres login name

Postgres login password

Start Migration ==

Enter the connection information to a pre-created, blank, Postgres database, and select the ‘Start
Migration’ button to begin the migration. Once the migration has been completed, the peripheral
GWAVA processes need to be started to initiate the quarantine and statistics data migrations. Once
those have completed, the entire GWAVA system needs to be restarted in order to complete the
migration. Once restarted, GWAVA will be functioning from the Postgres database.

Diagnostics & Repair

The diagnostics section of the GWAVA management interface is designed for troubleshooting use and
works in conjunction with the base components of the system. These tools should not be played with or
used without full understanding of the effects. Use of these tools without the guidance of support may
cause serious issues with the GWAVA system and network.

Server/Interface Management

The Server/Interface Management is setup in a directory tree-view organized around tasks. The Server
management offers active setup information on the GWAVA server. The Wizards menu contains all
interface creation options. The Manage interfaces menu contains all currently active and created
interfaces and their configuration options.

Server management

This menu contains all of the active settings in the GWAVA system for the GWAVA server. Editing and
saving changes in this section changes the active settings in the GWAVA server within a couple of
minutes.

GWAVA 6.5 Administrator Guide 83



Server status

The Server status page displays the basic status and rundown of the server and the platform it detects as
the running system. The server name, up time, server time, database ID, object, and record count,
thread count, and replicator status and queue are listed.

Configure Server

In the Configure server window, all of the connection settings for the server are listed as well as the log
level, statistics, and reporting settings. The administrator address and name configured on this page will
be used for alerts.

The Admin name and address is the default source address for digests and notification messages sent by
GWAVA to users in the system. If replied to, the messages will return to the address listed here.

The QMS authentication server should be the connection to the GWIA for GroupWise systems, in order
to allow user-level access to the quarantine manager for each user’s respective quarantined mail.

<] Configure Server

General
GWAVAMAN root directory Jopt/beqginfinitefgwava/
Administrator e-mail address admin@gwava.com
Administrator full name administratar
Log level Marmal -
Keep log files for (days) 7
Enable auto restart on agent failure
QMS configuration
Enable QMS data pruning =

Days to retain messages in QM5

Prune stored messages =
Prune database entries [l
Backup and rmaintenance time [

SMTF relay configuration

SMTP relay agent target server 192.168.1.120
Force outbound rmail to relay target |

Mail relay SMTP auth login chris

Mail relay SMTP auth password cerssens

Reporting and alert configuration

E-rrail alerts
Alert recipients

Default report recipients

If your GWIA requires a special greeting, or authentication type, or you use an external SMTP server
which requires special authentication or login information, this is where GWAVA is informed of the
connection. For most systems, the only configuration performed on this page is the “Maximum SMTP
send threads” variable. This determines the maximum amount of threads which GWAVA will use to send
notification or digest messages to the GWIA or receiving SMTP gateway in the mail system. This should
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be less than the total number of receive threads open on the GWIA or the SMTP agent, to ensure that
the mail system is not overwhelmed when digests are sent.

Advanced QMS configuration

QMS role Master

QMS parent server (when in slave mode) [nons] -
[custorn] QMS master address

[custormn] QMS master login name

[custorn] QMS master password

QM5 gqueue directory (relative to root) services/qms/in_queue
Enable QMS nighth backup r

Enable QMS nightly reindex

Enable QMS nightly vacuum

Enable QMS integrity checks

QM5 database size warning threshold (in megabytes) 2ppn

The Advanced QMS Settings allow the function of newer QMS tools to help clean and maintain the QMS
database. The nightly backup and integrity checks do exactly as they say. The database vacuum and
reindex services clean out bad links and files, and reindex the files in the database for faster searching.
The database vacuum and reindex services normally do not need to be used, and should only be
triggered under the direction of support.

The QMS role is an option to allow all QMS data to be stored in a central location when utilizing multiple
GWAVA servers in a system. The ‘Master’ role sets QMS to have all quarantine data copied to that
server from ‘Slave’ QMS servers. Slave QMS servers will contact the Master QMS and copy all
guarantined data and messages to the master, storing all quarantined messages in a central location.
This should not be changed unless multiple GWAVA servers exist in the system.
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Advanced Statistics settings

Settings enabling the collection and governing the statistics engine in GWAVA are set here. Defaults are
shown. If records of statistics are to be kept, backup of, as well as retention time of statistics should be
set as desired. Be careful not to retain stats for a long period, as busy systems can quickly amass very

large statistics databases.

Additional statistics configuration

Enable statistics

Statistics queue directory (relative to root)
Days to retain statistics

Prune information from statistics database
Statistics database maintenance time
Enable statistics database nightly backup
Enable statistics nightly reindex

Enable statistics nightly database vacuum
Enable statistics nightly database analyze
Enable statistics database integrity check

Statistics database size warning threshold (in
megabytes)
Statistics batch processing buffer size

Statistics role

Statistics parent server (when in slave mode)
[custom] Statistics master address

[custom] Statistics master login name

[custom] Statistics master password

services/stats/in_queue

[£5)
[

5]
1

OEO0O0E g =

I
=
=
=]

1 Mb -
Master

[none] -

Advanced SMTP Relay Configuration

If additional SMTP settings are required to allow an SMTP relay to function correctly, the settings are
located here. Limitations on sending threads and retry intervals as well as authentication methods can
be configured to suit the requirements of the host system.

Advanced SMTP relay configuration

SMTP outbound queue directory
Mail relzy SMTP greeting

Mail relay authentication method
Mail relay maximurm send threads
Mail refay retry interval

Mail refay retry maximum count

services/smtp_rmailerfoutbound

Auto-detect W
16
15
16
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Proxy Configuration

If your system accesses the internet through a proxy, add the information here using the syntax
proxy.myfirewall.com:8080. If a proxy is not used, this should be let blank.

Proxy configuration

IUse proxy server |
Proxy server address

Proxy server login

Proxy server password

IP Configuration

The connection addresses for the different objects in GWAVA are listed and configured on this page.
There is no reason to configure these settings on standard GWAVA installations unless the GWAVA
server has been installed to a cluster. These settings should not be changed unless instructed by GWAVA

support.
IP configuration

GWAVAMAN server address 107.168.1.148:49282
GWAVAMAN Listen address (IP[:port]) 0.0.0.0
GWAVAMAN enable 551 [
GWAVAMAN SSL listen address (IP[:port])
QMS listen address (IP[:port]) 0.0.0.0
QM5 enable 55L [l
QMS listen address SSL (IP[:port])
GWAVA listen address (IP[:port]) 0.0.0.0
STATS listen address (IP[:port]) 0.0.0.0
GWWRELAY SMTP source bind address

SSL

SSL configuration is offered under the ‘SSL Configuration’ section at the bottom of the page. If the
system requires SSL for security or for integration into an existing system, ensure that all the required
information is prepared for the server.

551 configuration

S5L certificate file

SSL key file

SSL key password

S5L version 3 required |
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The ciphers shipped with GWAVA are weak. The strength of the ciphers can be tested with: https://ssl-
tools.net/mailservers

To update the SSL Cipher List, go to Server / Interface Management | (Server Name) | Server
Management | Configure Server | SSL Configuration | SSL Cipher List

In the SSL Cipher List field, paste:

EDH+CAMELLIA:EDH+aRSA:EECDH+aRSA+AESGCM: EECDH+aRSA+SHA384 - EECDH+aRSA+S
HA256 : EECDH : +CAMELL 1A256 : +AES256 : +CAMELL1A128:+AES128:+SSLv3:1aNULL: e
NULL:'LOW: '3DES: IMD5: 1EXP: 1PSK: 1DSS:1RC4:1SEED: 'ECDSA:CAMELLIA256-
SHA: AES256-SHA:CAMELL1A128-SHA:AES128-SHA

Advanced

If it is required to ignore the .com fingerprint in body of the message text, this option may be set here.
Messages containing references to domains or link types, but which are not from those domains, may
be blocked doe to the links. If this is a problem, it may be disabled.

Advanced

Skip .com fingerprint in text body [l

Configure Domains

All domains for which the host mail systems receive mail must be listed on this page, as either the
default domain or as an additional domain; otherwise, GWAVA will not accept mail sent to a domain(s)
not listed. This section is covered under the SMTP interface creation section.

Server control

&1 Server Control Hie (B & e

Program control

Restart GWAVA services Restart GWAWVA
Stop GWAVA services Stop GWAWVA

Mail flow control

Enable mail flow Enable
Disable rmail flow Disable

The GWAVA server functions can be controlled from this section; stopping or restarting GWAVA and
mail flow. This is useful if there is a need to pause the mail flow in the system or if GWAVA needs to be
restarted or worked on.

Antivirus agent setup

GWAVA comes with the Antivirus engine automatically setup and active. This page gives information on
the Antivirus agent. The antivirus will connect to the internet and download virus updates hourly,
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therefore the antivirus only needs to be configured if the network utilizes a proxy to access the internet.
(Proxy server settings are specified during server activation, and may be added or configured later on
the Server/Interface Management | <Server name> | Configure Server page under the Proxy Server
Configuration section.)

i Antivirus agent setup Hin @ &a

Mo antivirus configuration options are necessary for the operating system running on this GWAVA server.

IP Reputation Setup

=4 Signature spam /IP reputation agent setup H e 2 e
MNote: Changes to these settings may require GWAWVA on server SLES11-32 (Linux) to be restarted to take effect

Signature spam connection address 127.0.0.1

IP reputation service connection address 127.0.0.1 o

The GWAVA scanning system can provide signature and IP reputation services to other GWAVA servers
in the same network. If a secondary GWAVA server is to provide the interface service, the connection
information for that server must be specified via IP address. The default configuration is to have the
local host provide the scanning service.

Logs

GWAVA keeps logs for each major module in operation, with the logging level determined by the server
configuration. For most situations, leaving the log level at normal will be sufficient. The Log menu option
allows the admin to view the logs from the GWAVA management console. The logs are also available in
the file structure for offline viewing. The file location is listed at the top of the log page:

<Where gwava is installed>/gwava/services/logs/<module>/<log>

[ GWAVAUPD Displaying log file: /opt/beginfinite/gwava/services/logs/awava/20090414.log

[] asengine 2rrgdlg][2] APFR-14 09:15:38 Init: gwava wersion 4.00 release build 99

l-] autoblocker 2rrgat0][2] APR-14 09:16:26 Configuration notification handler started

'] 2rbg2t0][2] APR-14 09:16:26 Starting client listener process on interface 0.0.0.0

L gwava 2r3fut0][2] APR-14 09:16:26 Client connected from 127.0.0.

[T 20090414.l2g (5756 bytes) 2qriqt0][2] APR-14 09:16:27 Client connected from 127.0.0.1

2q3fet0][2] APR-14 09:16:28 Client connected from 127.0.0.1
Zpriatl][2] AFR-14 09:16:28 Client connected from 127.0.0.1

[l gwavaman 2pjf6et0][2] AFR-14 09:16:28 Client connected from 127.0.0.1

l_] gwavapoa 2pbf2t0][2] APR-14 09:16:28 Client connected from 127 .0.0.1

§ 2p3eut0][2] APR-14 09:16:28 Client connected from 127.0.0.1

[l gwavagms 2oreqt0][2] APR-14 09:16:28 Client connected from 127 .0.0.1

l-] gWVOWia 2ojemt0][2] APR-14 09:16:28 Client connected from 127.0.0.1

; Zobeit0][2] APR-14 09:16:28 Client connected from 127.0.0.1

[ gwvrelay 2o3eet0][2] APR-14 09:16:28 Client connected from 127.0.0.1

] gwvsmtp 2nreat0][2] APR-14 09:16:28 Client connected from 127.0.0.1
2nje6t0][2] APR-14 09:16:28 Client connected from 127.0.0.1
2nbe2t0][2] APR-14 09:16:28 Client connected from 127.0.0.1
2n3dut0][2] APR-14 09:16:28 Client connected from 127.0.0.1
Zmrdgt0][2] APR-14 09:16:28 Client connected from 127.0.0.1
2mjdmt0][2] APR-14 09:16:28 Client connected from 127.0.0.1
2mbdit0][2] APR-14 09:16:28 Client connected from 127.0.0.1
2qrigt0][2] APR-14 09:43:13 Client disconnected
2mbdit0][2] APR-14 09:43:13 Client disconnected
2mjdmt0][2] AFPR-14 09:43:15 Client disconnected
2n3dut0][2] APR-14 09:43:17 Client disconnected
2r3fut0][2] APRE-14 09:43:18 Client disconnected

The different modules perform different tasks. The main modules to view, if desired, are:
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gwava — the main interface
gwavapoa — post office interface
gwavaman — management
gwavagms — quarantine manager
gwvsmtp — GWAVA Smtp service
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Wizards

This feature is covered under the interface creation section.

' Server / Interface Man agement

= .1__] SLES11-32 (Linux)
+ u___] Server management
= {Z] Wizards
g', Installicreate new interface
- .1__'] IManage interfaces
¥ u_] GWLA,
= ] SMTP

Manage interfaces

The Manage Interfaces menu option contains the settings for each interface, organized under each
interface’s name. To bulk modify interfaces, the interfaces must share an interface engine. See the
‘Advanced’ section for more information.

Interface settings

This menu item lists the basic connection and interface settings for the different interfaces specified
during each interface’s creation setup wizard. Each interface type will have a different interface setting
page with only the information that each interface deals with. For instance, a GWIA interface’s interface
page only lists the home directory and mail flow settings, as that is all which is required to interface with

a functioning GroupWise Internet Agent.

S GWIA interface HREoa
Scan inbound rnai

Scan outbound mai

GWIA home directory fmailfdornfwpgate/gwia

Maximurm scan threads 16

GWAVA 6.5 Administrator Guide 91



The following is a SMTP interface, which requires a binding TCP/IP listening address, and any other
connection settings, depending on your network setup.

MNote: Changes to the TCRJIP hind addresses require the GWWSMTP program to be restarted to ensure they take effect

#4 SMTP interface Hw B o e
Scan inbound rnail

Scan outbound mail

TCRJIP bind address (listen address) 192,168.1.104

Client thread timeout 200 | (seconds)

Maxirnurn mumber of threads 32

Hosted Domains : Edit address{additional internet domains)

Trusted outbound relay servers 127.0.0.1 1
192.163,%.*

*
EE*IE* . Remove Address

s
Shiow optional SMTP settings
Interface Uninstall
4 Interface removal HwiElde

! 5 WARNING! You are about to remove interface 'SMTP' with database id: 17gtplg.17guv26.1g

Removal of this interface will delete al configuration data associated with this interface, and any linked objects wil no longer

be able to utilize its services.
Remove Interface

When you select the uninstall option you are prompted to confirm that you wish to remove the entire

interface. Be aware, there is no restore option for uninstalled interfaces. Uninstallation does not remove

abilities or associated policies from the system, but it does remove the interface from the selected

options in those policies and configurations.
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Scanner / Policy Management

Policy Manager

GWAVA introduces the ‘policy’ to the GWAVA interface. Polices are utilized mainly for multi-tenant
systems; systems with multiple domains, interfaces, or both. GWAVA and the Policy Manager
disassociate domain settings from the interface, allowing multiple managed domains under the same
interface, or vice versa. If, for example, multiple domains are hosted on a large system with load
balanced SMTP servers, the policy manager can implement several different scanning profiles through a
single or multiple SMTP interfaces all controlled by the same GWAVA server. A policy may also be used
to manage several completely separate domains hosted on the same SMTP server, through the same
SMTP scanning interface, with different criteria for each domain.

=4 Signature spam / IP reputation agent setup H o 2 e
Welcome to the GWAVA policy manager.

Your system is currently configured to automatically manage policies. Unlocking the policy manager provides much greater control and
flexibility over the way messages pass through gwava. Policy management is much more involved and requires a good understanding of
the way which messages are processed. Once unlocked, the system can no longer manage your policies so please be cautious about
enabling this feature.

You may use the links below to unlock the policy manager or start it in read-only mode to view the configuration as it is currenthy
defined.

| View Policy Manager (read onfy) | | Unlock Policy Manager |

By Default, the Policy Manager automatically creates and manages policies for interfaces. Unlocking the
Policy Manager permanently disables automatic management. If the GWAVA system is setup to only
utilize a single domain and interface, or the different domains managed are to have the same scanning
policy, then the Policy Manager should be left to manage the policy automatically. Policies are required
for scanning to be completed, as they are the framework for all mail flow and dictate what mail
‘qualifies’ for scanning.

The active policy can be viewed at any given time, but once the policy manager is unlocked, or opened in
editing mode, the GWAVA system will no longer automatically manage the policy. This means that every
time an additional interface is added to the system manual manipulation of policies is required.
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The simplest way to deal with the Policy Manager is to allow the Policy Manager to be automatically

managed by the system.

=2 Policy Manager

Paolicy Definitions

HwilEse
Policy Overview

GWAVA scan policies are the filters that wil inspect messages that
are passed in by your defined mail interfaces. Policies provide a
structured method of deciding what types of fitters are to be used
on messages based on the delivery information of each tem.

Depending on your needs, you may only need to set up a single
policy to scan all messages in the same way that pass through your
system. You may create separate policies for inbound and outbond
rmail to have separate sets of filters, and you can segragate your
fitters by dornain. There is no limit (hardware permitting) to the
complexity of the policy Ryout, so you can set up your GWAVA
scanning environment as best suits your needs.

Once you have defined your policy, 3 matching scanner configuration
will be available in the Scanner Management panel on the left side of
this console. Use the scanner definition to define rules to be run
over messages that match the policy.

To manage a policy, select it from the policy map.

Viewing policies in read-only mode displays all the pertinent information in a grayed-out text. Selecting
the different parts of the existing policy tree will display the policy active on each section.

=2 Policy Manager - SMTP

Policy DefinitionsJ

.
|_'-? Policy Qualifications

S ‘ﬂ & e

SMTP
@ @

Policy name

MNotes

@ Policy can backtrack

Match any address

Match any domain
Match message size
Match ip address
Limit to servers

Limit to interfaces

The rules defined here determine whether a message wil be scanned by this policy.
Your scanning configuration (whether a message is blocked, guarantined etc) is
separate from its policy and is configured in the Scanner Management panel to the left
of the management console.

(&) Policy contains scanner

Match message direction
Match recipient address

Match sender address

Match recipient domain

Match sender domain

SMTP

This policy was automatically generated by -
the interface install wizard. If isassigned to -
only scan messages that are captured by the

SMTP
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Every automatically created and configured policy contains identifying notes, and will be tied to the
interface that it was created with.

All gray text and settings are locked and cannot be modified.

One of the most useful ways to use the read-only Policy Manager is to check active direction scanning
settings. If mail is unintentionally being caught on outbound scanning, it can become a difficult situation
to detect or understand. The Policy Manager can quickly display which scanning directions qualify for
scanning with the system in question simply by selecting the desired policy and checking the scanning
direction settings. With a policy, a selected option restricts the filters, limiting only mail qualifying with
the selected options to be scanned.

b Match message direction [¥

¥ Inbound
Outbound
Internal
Collected
Composed

The different settings are as follows:

Match message direction — restricts direction scanning

Inbound — Scans inbound messages

Outbound —Scans outbound messages

Internal — Messages with destinations within the system.

Collected — Scans messages which are being stored in the system
Composed — Scans “draft” messages which have been created, but not sent

In the displayed example, only inbound mail will be scanned according to this policy. Outbound, internal,
collected, and composed mail will be exempted from the policy. If, however, the message direction
option is left unchecked, then all directions will be scanned according to the rest of the policy.

How mail qualifies for scanning is described in the ‘How mail flows through a policy tree; Qualification’

section below.

Any automatically created policies with previously created scanners will be displayed as root-level
policies with their own scanning configurations.
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If multiple interfaces are configured on creation to share a policy, only the one policy will be shown, but
it will be connected to both interfaces. All scanning configuration may be edited or changed under the
Scanner/Policy Management menu tree.

~ Scanner / Policy Management

=2 Policy manager
= -,_-_:TI GWANA Inc.
+ [ General settings
+ |1_] Scanning configuration
+ |]__] Message services
(] Exceptions
-.tuj_fl salesi@gwava.com
-.tuj_fl support@gwava.com

+

+

+

For scanning settings, please see the next section, Scanner / Policy Management, where all scanner

settings, configuration, exceptions, and message services are configured.

Unlocking the Policy Manager

To unlock the policy manager for direct editing, the administrator must verify that they understand that
they are disabling the automatic management.

=2 Policy Manager - GWIA S =
GWAWVA policy manager unlock

Warning! Once you have unlocked the policy manager the system can no longer automatically manage interface/policy/scanner reflationships. Al
rmanagement of interfaces and policies will be available as separate configuration components and you must understand how messages are routed
through the system to ensure they are properly identified and passed to the correct scanner.

[T 1 have read and understood the conditions of unlocking the policy manager

Unlock Policy Manager

Select the checkbox then click the ‘Unlock Policy Manager’ button.

=3 Policy Manager - GVIA = R ﬂ E @

Policy manager unlocked!
Your system is now unlocked for full policy customization. To access the policy manager at any time, select it from the main menu.

Click here to open the policy manager now
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Once the Policy Manager has been unlocked, select the blue link to continue. This page and warning will
not be displayed again.

=2 Policy Manager
Policy tree editor

Policy tree

Paolicy Definitions

When unlocked, the policy tree has an additional drop-down menu to enable editing of the tree, called
‘Policy tree editor’.

Opening the Policy tree editor exposes a checkbox as well as an additional drop menu explaining all of
the editing icons.

=2 Policy Manager
Policy tree editor
Enable policy tree editor |

Tree editor legend

@ Create a new policy to the left of this policy

Q Create a new policy to the right of this policy

Q Create a sub policy

? Edit the policy qualfications

=¥ Select a policy that you want to move (cut) to another location in the tree
_i" Reposition (paste) a previously selected policy relative to this policy

@ Delete the policy
Policy tree

Poligy Definitions

SMTP

1]

2
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When the checkbox is selected to enable editing of the policy tree, the editing icons are displayed on
each policy as shown.

SMTP
=)
Q&
7 ¥ 0 O

To create a new policy under, below, or next to an existing policy, enable the policy tree editor and then
find the desired parent policy. Select the appropriate icon and complete the wizard displayed in the
information window. The wizard is a standard policy creation wizard and is nearly identical to the
interface creation wizard. Upon wizard completion, the new policy is created.

To move a policy, enable the policy tree editor and select the scissors, (cut), icon on the policy that is to
be moved. Then find the policy that is to be the parent or neighbor to the newly ‘cut’ policy and select
the clipboard, (paste), icon. After the paste icon has been selected, locate the appropriate arrow
designating the new location for the policy. All arrows are relative to the location of the ‘paste’ selected
policy; left of, right of, sub policy, or parent of the selected policy.

Policies may also be created at the root of the policy tree without selecting the tree editor. Simply select
the ‘Policy Definitions’ button at the top of the tree then select the ‘Create root level policy’ button in

the information window. This will spawn the policy creation wizard. Completing the wizard will create a
root level policy.

=2 Policy Manager H R ﬂ E a
Policy tree editor Root Policy
Policy tree

Root policies are created at the top level of the policy scan

. o tree and wil always be generated directly under the main
Fellizy LT 'Policy Definitions' root object.
To create sub policies, select the policy that will be the
parent of the new paolicy, then use the option to create a

sub policy located on the 'Policy Operations' tab.
SMTP ‘ policy Cy Up

=Y

PN .

Create root level policy
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How Mail flows through a policy tree; Qualification

Mail flowing through the GWAVA system must ‘qualify’ for specified criteria before it can be scanned by
the policy. Any mail that does not qualify for the policies defined will simply pass through the system
untouched and unmodified. Due to this qualification, any system with multiple domains must not only
add those domains to the configure domains page, but each domain must either have a policy
connected to it, or must qualify for a general policy in order for that domain’s mail to be scanned. The
qualifications will be covered with the example below.

The policy tree dictates how mail will flow through the system, and is useful for Multi-tenancy setup and
control regardless of how many interfaces the policies are tied to. The following system has been setup
to show some complexity available for system mail flow and to explain the system.

Palicy Definitions

GWAVA Inc. beginfinite.com

S By b S By b
@ Y ¢ @ Y ¢

sales@gwava.com support@gwava.com

L) )

Multi-Tenancy and Policy Trees

In the example, five different domains are active and hosted on the same SMTP server: GWAVA.com,
beginfinite.com, hostedinc.com, corpx.com, and corpy.com. The different domains require different
scanning settings and message services. GWAVA.com mail is scanned differently from the
beginfinite.com messages.

In addition, a hosting company is also present which manages two domains for customer organizations
that require their own scanning configurations.

In addition, the general settings for the gwava.com domain are insufficient for both the sales and the
support users, which have different requirements for message services. With policies created for each of
them, all their scanning and message service requirements can be fulfilled.

This configuration is tied to domains, message direction, and sender addresses, and all contain a
scanner. It is important to assign policies to contain a scanner; otherwise the policy will not scan the
mail.
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(In the event that a message is sent to multiple recipients matching several or all of the different
domains, the message will be ‘split’ and copies scanned according to each individual policy, then sent to
their respective recipient(s) in each domain.)

When messages come to the GWAVA system through an interface, the GWAVA system compares the
mail to the policy tree to find any policy that the mail qualifies to be scanned by. All of the qualifying
criteria are displayed in the information window. (Mail flow is explained in more detail on the next
page.)

i
J Policy Qualifications

The rules defined here determine whether a message will be
scanned by this policy. Your scanning configuration (whether a
message i5 blocked, quarantined etc) is separate from its policy and
is configured in the Scanner Management panel to the left of the
management console.

Policy name GWAVA Inc.
Notes

(&) Policy contains scanner [V
[}

Policy can backtrack v

Match message direction

Match recipient address

Match sender address

Match any address

Match recipient dormain

Match sender domain

Match any domain 7

Y| gwava.com

beginfinite.com
hostinginc.com

corpx.com
corpy.com

Match message size
Match ip address
Limit to servers
Lirmit to interfaces
Limit interface type

Criteria selected in the qualification window limits the amount of mail that the policy may match. The
more active criteria enabled on a policy, the harder it is for mail to qualify.

The displayed policy only requires that mail be sent to the gwava.com domain to qualify for the scanner.
With this configuration, only mail that is sent to the gwava.com domain will be scanned by the GWAVA
Inc. policy.

Match any domain i

gwava.com
beginfinite.com

Y| hostinginc.com

COrpX.com

Y| corpy.com

<
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With the above example, the Hosted Inc. organization is hosting not only their own, but two additional
domains which they manage and provide base service to in addition to specific services for each domain.
To provide that service, the Hosted Inc. policy must contain bindings to all three domains. The messages
will then be moved further down the tree to the sub-policies that also apply to their respective domains
for Corp X and Corp Y, with their specific scanning criteria.

For example, messages sent to Corp X will be scanned according to the Hosted Inc. policy and then the
additional Corp X policy as well.

Policies which appear underneath another policy, sub policies, automatically inherit the scanning
limitations of the parent policy as mail moves through that configuration first.

' Scanner/ Policy Management

=2 Policy manager
* i3] GWAVA Inc.
+ 1j3 beginfinite.com
=l 3] Hosted Inc.
+ (] General settings
+ u__] Scanning configuration
+ u__] lMeszage services
+ (] Exceptions
=l 3] Corp X
+ (] General settings
+ [1__] Scanning configuration
+ [1__] Meszage services
# (] Exceptions
# gl Corp Y

See the Hierarchy section in the appendix for more information.

Because sub policies are subject to the parent policy, when specific configuration of the scanning engine
is performed, the sub-policies are found nested underneath their parent.

Sub-policy scanning configuration contains all the same settings that a parent scanner contains, and can
be configured independently. When configuring nested policies for scanning, it is wise to ensure that the
parent scanner does not contain any unwanted scanning configuration to minimize conflicts which could

disrupt mail flow.

Specific Policy Settings

Policy contains scanner
The ‘policy contains scanner’ setting is useful in complex configurations, but can be useful for some
standard configurations as well.

The policy management structure allows mail to be categorized as it flows into the mail system and
scanned according to each category the messages ‘qualify’ for. Examples of different possible categories
include: inbound and outbound mail, sales and marketing departments, technical and executive mail, or
students and teachers. Each of these categories can be clearly defined by the receiving users and each
group has different scanning needs. The ‘policy contains scanner’ setting becomes very useful and
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necessary when managing increasingly complex settings including multiple sets of categories and users
in a policy tree.

In an example of such a complex policy tree, we’ll use a single organization containing three very
different departments. A simple setup would contain a policy for each department, which functions
wonderfully until each department also has its own sales, management, marketing, and technical staff
requiring different scanning rules to accommodate mail needs. It is important to correctly setup a policy
tree when dealing with complex configuration to maintain a simple, and easy to read, setup.

In understanding how to create complex scanning configurations, it is helpful to create organizational
policies, or ‘container policies’. Container policies are organizational categories and do no scanning of
their own, but are placeholders or containers to meaningfully organize the policy tree.

Policy Definitions

Furniture Clothing Restaurants

| | | |
Sales Management Marketing Technical Sales Management Marketing Management | Staff

i @Y B Yy LU LT @Y% Y 3 R Y ¢

v

The different departments shown above are containers for the different organizations and scanning
policies. In the above layout, scanner settings are configured and independently implemented for each
department within the organization, and it is easy to visually identify the structure and layout of the
GWAVA scanner.

Keep in mind that this layout represents which scanner configurations will be used to inspect messages
does not necessarily reference or depend on the server or MTA that messages are passing through.
Referencing the diagram, this layout would be well suited for an IT department that has a single SMTP
the mail comes into. Even though the mail is all passing through the same entry point, GWAVA will pass
every message through the policy manager to be sorted, categorized, and scanned according to the
policy that the messages qualify for. A message that comes for a sales representative from the clothing
branch will be scanned by the rules for his organization, and none of the others.

Backtracking and Mail Flow

Backtracking is mainly used with complex policy structures. In most systems the backtrack option should
be left enabled. To correctly explain backtracking it is necessary to look at mail flow in slightly more
detail.

Backtracking is related to the way in which mail 'walks' the policy tree looking for a qualifying policy, or
the correct scanner, to use for any particular piece of mail. The comparison movement is top to bottom,
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left to right. This process is shown below, where a message for a 'Staff' member of the 'Restaurants’
department is sent mail. When their messages are received they will systematically walk the tree in the
following manner.

]
41

— 8 13 |

Furn'rtére Clothunp D Rest%ra‘nts
3 L ] ad | " od ,
/ \7 9/ C& ll;,é

o

Sales cb Management %' Marketng Technical Sales Managememtc‘,} Marketing Management Staff
) 4 a .. $r b Y % l.:- @ % 0 o 11 | b b o) I ad 1 U

With this defined path for mail in a policy system, it is easy to see what will happen with mail. Messages

are passed and compared to every policy in a system, and scanned and released appropriately.

If a message does not qualify for any of the policies, then ends up without a policy at all and will pass
through the system without being scanned. This ability is useful for only scanning a portion of mail for a
particular set of users. An example where disabling backtracking would be useful is when the system is
required to scan the mail in the clothing department for the sales, management and marketing but no
one else.

If all messages are to be scanned, a default or generic scanner policy can be created to scan all messages
which do not qualify for any other policy. This ensures that all mail is scanned. As shown below, the
policy has been modified to include a default, generic policy.

Backtracking becomes effective when all mail that is not for a specific department that is managed
should be scanned by the default scanner, but messages within a department that have not been
targeted for scanning should be ignored.

The policy tree shown below shows a situation where a message might have been received for someone
in the IT department. The IT department requires that their mail is not scanned. As the message passes
down the tree, it does not pass into the 'Furniture' container because it does not qualify (likely by a
domain qualification), then moves on to the Clothing container, which it qualifies for at a high level
(again, likely the domain "*@*clothing.company.com'). At this point the message passes over all of the
child policies looking for a match for the message, but it does not qualify for any other policy.

At this point, the backtracking feature kicks in. Normally, the next step for the mail is to go back up to
the 'Clothing' policy and move right, but the message hits the 'no backtrack' option at the root policy
and graduates from the policy tree without completing the tree walk. The result of this is that the IT

GWAVA 6.5 Administrator Guide 103



department’s mail bypasses scanning, as it is prevented from continuing to the final destination of the
'Default’ policy by disabling backtracking.

/ e Dermitlml
T |
Furniture Clothing Restaurants

W > 19 ri

| 4 T &

Management Marketing Technical Sales Management Marketing | Management
QW Wi TP GYy A

Sales
@Yy

staff
R e

0 4 By v 0 4+
) ._l ¥ (& 5 § 2 W § Q

Backtracking is a feature that is normally wanted for the very purpose of falling back to a default
scanner, however when you come across a need to stop a specific type of mail from being scanned,
backtracking provides that ability.

Scanner Management

Scanning configuration is organized under each respective policy name, which governs what messages
are scanned. Root policies are listed by themselves, while sub policies are nested within the parent
configurations.

General Settings

\Qa General configuration (o ﬂ “Q_‘ QJ

Enable services

Enable scanner services
Enable outbound scanning
Enable inbound scanning

Enable collected tem scanning

HREEE

Enable Scanner services: Enables the interface, or places the interface in bypass mode.
Enable outbound scanning: Enables the interface to filter outbound mail.

Enable inbound scanning: Enables the interface to filter inbound mail.

Enable collected item scanning: Enables the POA interface to function if attached.
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The defaults for the Scan direction settings are shown. The Per event scan direction settings perform the
same as the global settings described above, except that it only applies to specific interface events. The
default is shown, with all enabled except outbound Anti-spam scanning. In example: if SURBL, RBL, IP
reputation or SPF are enabled on the interface, but are not desired for outbound mail, unselect the scan
outbound box for those services and click the save changes button to apply them in the interface. The
‘Scan Collected’ box ONLY applies to scanning a GroupWise Post Office, and will only be useful if the
interface being modified is a POA interface.
Scan direction settings

Scanner event Scan inbound Scan outbound Scan collected

Virus scan

=l
=

Antispam heuristics
RBL

SURBL

IP reputation

SPF

Text fitering

Raw MIME filter
Header filer
Oversize
Fingerprint
Attachment type
Source address
Destination address
IP address
Image analyzer

EEEEEEEEEEEEE

RS EEEEEEERE
EEEEEEEEEEEEEDO

General Settings govern the notification address and settings for the selected interface. The general
settings are taken from the system default settings, and do not need to be set or changed unless a
different notification address from the default is desired for different interfaces.

General settings
Administrator e-mail address bitter@gwava.com
Administrator full name bitter
Use message date field for quarantine timestamp [l

The Advanced Decompression Settings dictate how deep a message is scanned. Default recursion is 4,
and all options are selected.

Decompression settings
Enable decompression services
Maximum Recursion Depth 4
Scan Archive shell
Decompress EXEs
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Advanced System Settings provides customization on the timed delay. This delay is the amount of time

that GWAVA waits to reload system configuration after a change has been made in the management
console. Default is 30 seconds for a change delay, and the max delay is set to 60 seconds.

Advanced settings

Settings change timed delay (seconds)
Settings change max dely (seconds)
Generate diagnostic CF files with PCR files

30
60
]

By default, GWAVA will not generate a diagnostic CF file with the scanning PCR files. These files are

temporary files used when troubleshooting the message scanning process. Unless specified by support,

there is no need to create a CF file.

Notification

fi Motification
Template files

H o

Administrator notification template
Originator notification template
Recipient notification template

Defined addresses notification template

Motification direction limit

notify_admin.shtml
notify_originator.shtml
notify_recipient.shtml

notify_generic.shtrml

Inbound Outbound

Motify sender
Notify recipient
Notify administrator
Notify defined address(es)

Advanced notification settings

Notification from name
Motification from e-rmail address
Use custom logo in notifications

Custom logo refative path

The notification options allow you to specify which templates are used to create the message, the send

from address, (the admin address and name are the default used as the ‘From:” address), and the events

specified for notification. Events specified for notification here still depend on the notification setting to

be active in the individual interface events.
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Scanning configuration

Antivirus

= :J__'_] Scanning configuration

o Antivirus

(] Antispam

([ Text fitering

(] MIME fitering
fms) Oversize
) Undersize
i) Fingerprinting
i5) Image analyzer
3l Attachment types
'-I._JFI, Source address fiter (from:)
Q‘. Destination address fitter (to:)
B9 IP address

The default antivirus scanning settings are set to scan messages for viruses, and if a virus is found, the
message is immediately blocked/deleted, and, regardless of any other setting in the system, never
added to the quarantine. See the four-state checkbox section in the appendix for details.

&F Antivirus HiwE o

¥ Scan configuration

Enable virus scan

=

¢ Scan result actions

Block the message
Quarantine the message
Motify the sender

Motify the recipient(s)
Notify the administrator
Notify defined address{es)

5 T O O

GWAVA 6.5 Administrator Guide 107



Antispam

Spam Detection

Spam detection is performed against the signature scanning engine. Messages detected as spam by the

system will have the following selected actions performed on them. Spam messages are not required to

be blocked or sent to quarantine, they can simply be flagged and sent along, or flagged and have their
subject re-written. However, the default action is to block and quarantine to keep mailboxes free.

=4 Spam detection

¥ Scan configuration

IR

Enable spam detection

¥ Confirmed spam actions

=

Block the message
Quarantine the message

Flag the message as junk
Rewrite the message subject
Subject rewrite template

¥ Bulk spam actions

OOE&E

Block the message
Quarantine the message

Flag the message asjunk
Rewrite the message subject
Subject rewrite template

¢ Valid bulk mail actions

OOoEE

Block the message
Quarantine the message

Flag the message as junk
Rewrite the message subject

Subject rewrite template

OoooO
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SURBL

The SURBL event checks each message against the SURBL databases listed in the SURBL servers listed, to

see if the sending server is included on the SURBL list. If it is included, the message is blocked. SURBL

servers may be added or removed from the active list as desired. (It is not recommended to have more

than two SURBL servers active at the same time as it may extend the scanning time with extra lookups.)

= SURBL

Scan configuration

Y EX)

Enable SURBL test

Scan result actions

=

Block the message

Quarantine the message

Motify the sender

Notify the recipient(s)

MNotify the administrator
SURBL server list

I e

SURBL server list

2

RBL

The RBL event functions the same as the SURBL event does. Incoming messages are checked to see if
any sending server(s) are included on the list of the RBL servers listed. If a match is found, the service

specified will be performed, (block, notify, quarantine).

The RBL event may be limited to certain lines in the message. The default is to scan the entire header of

a message. (It is not recommended to have more than two RBL list servers active at the same time as it

may extend the scanning time with extra lookups.)

Notify the sender
Notify the recipient(s)
Notify the administrator

RBL server list

% RBL e [

Scan configuration

Enable RBL test &

Enable connection drop &

Enable message header scan &

Limit received header lines scanned il

First received header line to scan 1

Last received header line to scan 16
Scan result actions

Block the message &

Quarantine the message |l

RBL server list

sblxbl.spamhaus.org
bl.spamcop.net
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IP Reputation

IP Reputation works much like the RBL interface does, in that it uses a black list, but also has a white list
for common mail sources. But when used on a SMTP interface and configured for a connection drop, IP
Reputation will temporarily fail messages from sources not found on either list. The temporary fail will
allow the sending SMTP gateway to retry, and IP Reputation will allow a repeated unknown attempt to
pass on to the Antispam filter. As with RBL, the header lines scanned may be limited and specified. (This
can be used to skip lines added to the header by a proxy server or other service.)

=4 P reputation H e B 3ea
Scan configuration
Enable IP reputation test

Enable connection drop

Enable message header scan
Limit received header lines scanned

First received header line to scan

“OEEE

Last received header line to scan

-
L=}

Sean result actions

Block the message
Quarantine the message
Notify the sender
Notify the recipient(s)
Notify the administrator

Oooos
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SPF

Sender Policy Framework can be used with the GWIA and SMTP interfaces. Sender Policy Framework,
(SPF) attempts to verify the sender of each email message, which can eliminate spoofed email and most
backscatter attacks. For SPF to work correctly, the sending domain must have an updated SPF record set
up in DNS. If the sending domain does not have a SPF record set in their DNS, then their mail will not be
blocked. Setting up a correct SPF record will block messages from spammers who are pretending to be
you, to your system.

To use SPF on a GWIA interface, you must correctly specify which line in the header of mail messages is
to be used. If the mail system is using a relay or proxy which adds a line to the message, then you should
set SPF to use the second line (2), otherwise, the line used should be set to one (1), which is the default.

=4 Sender Policy Framework (SPF) HiwE<e

Scan configuration

Enable SPF test
Enable connection drop

Enable message header scan

= MM

Header line number containing source IP address

Scan result actions

Block the message W
Quarantine the message

Motify the recipient(s)

Motify the administrator

SPF can be configured to perform connection blocks in conjunction with the SMTP interface, which
drops the receiving connection of a message before the message transfer is complete, if the sending
server fails to be verified by SPF. This saves bandwidth as well as denying the messages from spammers.

Denial of Service

The Denial of Service option, only applicable for SMTP scanners, allows administrators to automatically
deny connections to any address which attempts massive amounts of connections over a period of time.
GWAVA automatically keeps a constantly updating list of addresses and their connections. Simple
configuration and settings allow custom variables for this option.

=4 Denial of service

Scan configuration

Enable DoS detection

Enable connection drop iNE §

Connection limit a0
vatch period (seconds) &0

Rejection time (minutes) &0
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For Denial of Service to function, it must be enabled along with the connection drop option.

Enable Connection Drop

The connection drop option empowers GWAVA to automatically drop any incoming connection from a
banned address. If the Connection Drop option is not enabled, GWAVA will track addresses, but no
action will be taken on addresses which qualify for the Denial of Service protection.

Connection Limit

This is the number of connections from any one address which the system will allow. This limit can be
set to anything, but if enabled, this limit will be applied to every address sending mail to the SMTP
server. The setting is defined as total allowed connections for the watch period.

Watch Period

The Watch Period is the time to which the connection period applies. This is the setting which decides
how long an address is maintained on the watch list. If the number of connections allowed is exceeded
in the time specified here, the address will be added to the rejection list, and all incoming connections
from that address will be automatically dropped. The setting is defined in seconds.

Rejection Time

The Rejection Time is the amount of time a blacklisted address remains on the rejection list. Any address
which is added to the rejection list will be automatically denied any connections to the GWAVA system.
Addresses on this list will remain on this list for the specified time, and then be automatically removed
from the list and connections will then be allowed again. An address released from this list will still be
subject to the same connection limit and watch period which resulted in that address being added to
the rejection limit in the first place. This essentially throttles the offending address to the connection
limit over the amount of time listed in the rejection time setting; it does not permanently remove all
message connections from the offending address. This setting is defined in minutes.

Conversation Tracking

Conversation tracking keeps tabs of continued email correspondence between local users and their
outside contacts. These email ‘conversations’ are, by default, automatically added to a white list as well
as copied and added to the advanced learning engine as examples of good mail.

+4 Conversation tracking S ﬂ C.- =
Service settings
Enable conversation tracking 7
Automatic whitelisting for tracked conversations F

Spam Reporting

The signature spam engine included with GWAVA is extremely accurate, however, it is not perfect and
GWAVA still has a way to improve the engine. Spam Reporting is a method by which messages which are
flagged as spam can be submitted and reported to the master system.

When turned-on, GWAVA will keep a clean, unaltered copy of all messages that make it through the
system for three days. If a message that was scored as ‘clean’ by the signature engine is discovered to be
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spam, it can be searched for and the unaltered copy will be submitted and reported to the GWAVA
systems as well as modify the local GWAVA rule set.

=4 Spam Reporting = R ﬂ E =]
[7] Enable spam report queue
[7] Generate spam report link on inbound messages
Maximurmn gueued message size (kb) 32
[7] Custom self-release footer signature
Text

HTML

Motes: Both signature templates must be filed in.
HTML codes must be used for special characters, i.e. < should be written as &lt;
Place the text %(release_url) at the location for the release address.
See the help for this page for more in depth details.

Search message queue for spam to report

From address equals -

To address equals -

Start date/time o
End date/time o8 =
Max results to return 100

Sorting Meviest first -

Include reported messages [

Submit Search

To facilitate quick reporting of spam, an automatically generated spam reporting link may be added to
the messages which can simply be selected to report the offending message to the GWAVA system. The
generated link may be customized in the provided fields, ensure to use proper syntax and fill out BOTH
fields for a custom link.

Text filtering

Subject + Body

Subject + Body Text filtering searches the subject line and body of the message for a match to any filter
specified. Filters must be added manually. GWAVA recognizes all plain text filters as well as standard
regular expressions, or RegEx. GWAVA does not recognize RegEx ranges, (values in between { } braces),
unless the entire RegEx string is followed by a ‘/q’ at the end.
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Subject or Body

Both the Subject and Body filters work identically to the Subject+Body filter except that the filters added
to these sections are restricted to only the subject of the message for the subject filters, and likewise

only the body of a message for the Bodey filters.

& Subject + body filter

Scan configuration

Save Changes I i+ [¥] @ @

Enable subject + body fitter
Filter list

Newy fitter I [ Multi-ine impaort

# Subject+hody

’ Mew fitter

Actions Motes Motify |

EER
ENER
=

()

There are six optional actions or services for every interface event or filter that fires on a message:
Block, Quarantine, Notify Sender, Notify Recipient(s), Notify Administrator, and Notify Defined

Addresses.

Actions Motes

=D

= ¥
[ e

Notify

The action icons instead of the checkbox work as a global toggle.

Actions | Motes

ﬁ;l u;'f.;l ;"'-9 % Custom address list
0o |

Notify

T

Selecting the icon globally toggles, activates or deactivates the event for every listed option.

Actions | MNotes
Enter custom notes

Notify

o

The block and the quarantine options are not the same. If you select to quarantine a message, but do
not select the block action, then the message will have a copy placed in the quarantine, but still be

allowed to reach the destination mailbox. Blocking a message without selecting quarantine will simply

prevent a message from entering the GroupWise system.

The different notification options are exactly as they are named and are active for every time the event
fires. The Notify Defined Addresses sends a notification to the addresses defined in the custom address
list. To add addresses, simply enter them into the provided window, separate multiple addresses with a
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comma, and save the changes. The custom addresses are only active for the text filter which the
addresses are tied to.

In addition to the ‘addresses’ option, the ‘Notes’ option allows for any particular notes to be applied to
the text filter. Notes does not modify the function of the filter, but is provided for convenience. To
modify the notes field, simply enter text into the provided field. Make sure to save the changes before
leaving the page to commit the notes to the system.

URL Filtering

URL Filtering is utilized by the Web Interface to block specified URLs from being accessed through the
web filter. Any URL which has been specified will be blocked when placed in the URL filter and
configured with a block action.

il URL filter B Ie
Scan configuration
Enable URL fitter v
Filter list
Actions Notes MNoti
| MNew filter || MultHine import | _'J E}J - |

To enter a URL into the list, select the ‘new filter’ button and specify the URL. The syntax for specifying
the URL accepts wildcards, but must match specifically, or the URL will not be detected. For instance, in
order to block gwava.com, the URL could be entered in two different ways:

e http://www.gwava.com*

e *gwava.com*

The use of the asterisk is to guarantee that the URL is completely blocked. Though other forms may be
utilized to block specific sections or services from sites, these are the recommended forms.

Authentication Filtering

Authentication filtering is the process whereby GWAVA requires the user to authenticate to the proxy to
be able to access the internet. Once enabled, all users are required to authenticate to gain access. To
deny access or set specific actions to a specific user, add the user to the filter list.

5] Authentication Filter HeBoa
Scan configuration
Enable authentication fitter v
Filter list
Actions MNotes Notify
| New filcer | | MultiHine import | _'J ‘;}J |

To enter a user in the authentication filter, select the ‘New filter’ button and enter the user’s name.
Select the different actions desired for the specified user and save changes.
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Body Filter

The body filter used for the Web Interface works the same as the body filter for message scanning,
except that the Web Interface scans requested web pages for key words. The end effect is the same in
that offending pages are blocked.

0. Message body B _ﬂ & @
Body filter
Enable body fiter
Filter list
— Actions Notes Notify |
[ New fitter ][ Multi-ine import ] _'J \;ﬂ

To add a keyword or phrase to the body filter, click ‘add filter’ and enter the text desired. The body filter
is not case sensitive. Save changes.

MIME filtering

Every internet message passing through the mail system comes through as a MIME file. MIME filtering
scans the message in its basic raw form, the MIME file, for patterns matching any filter specified by the
Administrator. GWAVA does not come with any raw message filters pre-configured. The MIME filters
work in the same way as the text filters do for events and options.

To create an effective MIME filter, the original MIME file for an offending message must be examined to
identify a string or variable to create the filter for. Any line or variable in a MIME file may be subject to a
filter. Specify the filters in plain text. For instance, to create a filter to block out a specific character set;
create a filter looking for ‘charset=<desired character set>’.

For example, “charset=US-ASCII”

Raw

The Raw message filter searches the message section of the message MIME file. Create filters in this
section to target variables in the message section of a MIME file.

2. Raw message filter = W ﬂ E =]

Scan configuration

Enable raw message filter
Filter list

Actions MNotes Motify |

5 @

Newy fitter l [ Multi-ine impaort
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Message Header

The Message header filter searches the header of the MIME file. Create filters in this section to target
variables in the header of the MIME file.

0, Message header filier H e :ﬂ =g

¥ Scan configuration

Enable message header fitter
¢ Filter list

Actions Notes MNotify |

23

[ MNew filter ” Multi-ine import

Oversize

The Oversize message event interface targets the total size of a message to make it subject to a block,
guarantine, or notification. The maximum message size allowable is specified in kilobytes, enabled with
a default of 8.1 MB. If you wish to allow larger messages through the system, increase the allowable size
or disable the Oversize event.

i Oversize message Y :ﬂ ‘:_‘. a

¥ Scan configuration

]

Enable oversize message test
Maximum allowable message size (kB)

¥ Scan result actions

Block the message
Quarantine the message
Notify the sender

Notify the recipient(s)
Notify the administrator
Notify defined address(es)

OO0OoOOO
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Undersize

The Undersize message event is designed to filter incomplete message files or ‘blank message spam’. It
may also be used to filter all messages below the standard message size in the system. The default size
is 100 bytes, and may be tailored to each specific system. This interface is not enabled by default, and
must be enabled before it becomes active.

iw Undersize message = W :ﬂ ‘E_. a

¥ Scan configuration

Enable undersize message test

O

Minirmum allowable message size (bytes)

=
[
=)

¥ 5can result actions

Block the message
Quarantine the message
Notify the sender

Notify the recipient(s)
Notify the administrator
Notify defined address(es)

5 I
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Fingerprinting

The Fingerprinting event interface works like a virus interface does, to identify the patterns of files for
specific file types. This allows the fingerprinting interface to identify renamed .exe or other file types,
and keep them from advancing through the system. See the Fingerprinting interface for defaults and all
included file types. Additional file types cannot be added manually. Default actions for active file types
are block and quarantine.

o] Fingerprinting Y l_ﬂ =g
W Scan configuration

Enable fingerprinting
¥ Filter list

»

— Actions Notes Notfy |
Newy fitter l [ Multi-ine impaort q

AMM File (.anm)

ARJ Compressed File (.ar)

m

ASF Multimedia File (.asf)
AVI Multimedia File (.avi)
Adobe Font File (.afm)

Adobe PDF Fila {.pdf)

Adobe Pagemaker File (.pm)
Adobe Photoshop File (.ppd)
Adobe Postscript File (.ps)
AutoAnim File

BAG Compressed File (.bag)
BMP Graphics File (.brmp)
BZIP File (.bzip)

CAB Compressed File (.cab)
CorelDraw File (.cdr)
CorelPresentation File
DBASE File (.dbf)

DC¥ Graphics File (.dox)

DIF File (.dif)

DOS COM file {.com)

DOS Executable file (.exe)

T T O W s e s R s L
1 = O < T e e e O A O e s R s R

DWE File (.dwg)
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Image Analyzer

The image analyzer scans images in messages for illicit material. The image analyzer can be configured
to check images of all different sizes. Default settings are shown. It is not enabled by default. Image
Analyzer services are an additional service requiring an additional license to be purchased. Please
contact GWAVA sales to acquire the Image Analyzer license.

il Image analyzer = e ﬂ E @

Scan configuration

Enable image analysis [
Minimurm image width (pixels) 0
Minimurm image height (pixels) 0
Sensitivity (0-100) 65
Threshold (0-100) 75

Scan result actions

Block the message
Quarantine the message
Quarantine for administrator
Notify the sender

Notify the recipient(s)
Notify the administrator
Notify defined address(es)

OOoOooaoom

By default, the Image Analyzer is configured to flag any image of any size that matches a score level
defined by sensitivity and then violates a threshold. The Image Analyzer scores images based on
different criteria including skin tone colors, shapes, etc. all combined to generate the score. The
sensitivity determines the detected criteria and therefore the score, while the threshold dictates at what

score the message triggers action.

As with the other filters, the image analyzer can be set to block, quarantine, or notify, or all the above.
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Attachment types

The Attachment types event interface reads the extension of an attachment and either allows or blocks
the file depending on the extension. Because this is not dependent on the file’s profile, as the
fingerprinting interface does, additional file extensions may be specified as desired. See the Attachment
types event page for default attachment types. For all default types active in the system, the default
action is to block and quarantine.

i@l Attachment types Hin(BE oo
¢ Scan configuration &
Enable attachment blocking I
¥ Filter list

New fitter l [ Multi-ine import _}J .f;;]mons Hotes Bt |
*,386 o
*.ade )
*.adp o
* bas o
*.bat o
*.chm o
*.cmd )
*.com )
*.cpl ¥ |z
*.ort &
*.csh L)
= dll o
* dot o
*.emil L)
* gxe o
* hip ]
*.hita o
*.htt o
*inf o
* ins o
* isp o L
*js o
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Source address filter (from:)

The Source Address event allows specific addresses to be specified for a block, quarantine, or different
notifications. The Source Address filter searches incoming message’s ‘From:” address for a match with
any specified addresses in the list. There are no default addresses in this list.

Wildcards are recognized, though not recommended unless an entire domain is desired to be blocked.
For example, to block a single address, add the undesired “username@domain.com” as a filter and
specify the desired action: block, quarantine, notify.

To block an entire domain, enter the undesired “*@domain.com” as a filter and specify the desired
action. A filter that specifies an entire domain, will act on all messages from that domain.

2/ Source address Hiwe B e
Scan configuration
Enable source address fitter ¥
Filter list
Actions MNotes MNotify
MNewy filter || Multi-ine impart _'J _Zﬂ |

Destination address filter (to:)

The Destination address filter works the same way as the Source address filter, except for the ‘To:’
address instead of the from address. This can be used to deny specific users messages. Specify the
address with standard syntax: “username@domain.com”. This is useful for when an account is no longer
desired to be used, or when a notification is desired for each time a message comes to a specific user.

When notifications are set for a specific user, note that each time a message is sent to a specified
address then the filter will fire and a notification will be sent, even if the message was blocked as spam.
Every message is scanned by every enabled interface, (except for the SPF and IP reputation scans if they
are configured for connection drop).

4% Destination address H e B2 a
Scan configuration
Enable destination address fiter 7
Filter list
— Actions Motes Motify |
New fitter || Multi-line import _ﬂ E}J
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I[P Address Filter

The IP Address event searches the message for a match to any specified address in the filter list. There
are no default addresses listed. If any IP address contained in the MIME file matches one specified here,

the selected event will be processed. Specify filters with the bare IP address desired.

For example, 192.168.56.21

9 1P address filter HeREDe
Scan configuration
Enable ip address filer
Filter list
— Actions Motes Motify |
I Mew filter H Multi-ine import _'J Eﬂ

Message services

GWAVA can perform three general services for the entire message system. These services are

performed on all messages passing through the system.

Global quarantine
The Global quarantine message service acts exactly as it sounds; every single message passing through

the mail system has a copy placed into the quarantine. This option overrules all other settings in the
system, including forced deletion of virus infected messages; a copy will be placed in the quarantine.

{7l Global quarantine H o ] @
Settings
Quarantine all messages (admin only)

O O

Quarantine all messages
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Signatures

The Signatures service instructs GWAVA to add any specified signature to the selected directional mail.
Signatures WILL NOT WORK with POA interfaces. If incoming mail is selected, all messages coming into
the mail system will have the signature appended to the end of the message. The same applies to
outgoing mail messages. If selected, all outgoing mail will have the specified signature added to the end
of the message.

/# Signatures = e

=
o]
[

Enable signature service for outgoing rmail
Enable signature service for incoming rmail

HTML Signature Editor
Bold
Ttafic

Underline
New Line

New Para.

Horiz. Line

HTML Signature Preview

Text Signature Editor
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Blind Carbon Copy

The Blind Carbon Copy event instructs GWAVA to create a BCC message and send it to the specified
address. (If you wish to send to multiple addresses, an email group should be created in the email
system.) This may be specified by a custom or default event, simply by selecting the event from the list
provided. For instance; if an administrator desires to be sent a BCC each time a specific user or address
receives a message, they may specify a destination address event, and then select that interface address
under this list and specify the BCC address. After saving changes, the BCC will become active in a few
moments.

44§ Blind Carbon Copy H o E] 2@
@ Send BCC to Administrator
Send BCC to

| Events that are flagged for Blind Carbon Copy
O Antivirus
[ Oversized message
[J Undersized message
[ Antispam heuristics
[ SURBL
[ REL
O 1P reputation
[ sPF
O Image analysis
() O Fingerprinting
) [ Message subject+body fitter
) [ Message body fitter
) [ Message subject fitter
) O Raw message fitter
! O Message header fitter
! O attachment name
) O source address
) O Destination address
) O 1P address

Exceptions

GWAVA is designed to avoid needing exceptions. When using the Signature spam engine, there should
be no reason to create exceptions on a regular basis, as caught mail will be due to a setting in one of the
other filters. If mail is caught incorrectly by the oversized message, fingerprint, subject or body filters, or
etc., the offending engine should be adjusted. Adjust the interface settings if exceptions are created
regularly; the exception list should be used sparingly, when no other option applies.

GWAVA 6.5 Administrator Guide 125



GWAVA provides the option to create exceptions to the event interfaces, to allow specific messages or
addresses to pass filters that would otherwise have blocked them. An exception in GWAVA consists of
two main parts: the identifying item and the event interface(s) it is exempted from. Until you have
specified both, the exception will not be valid and cannot be saved.

] email@dormain.com
[ Antivirus
O Oversized message
[J Undersized message
[ Antispam heuristics
[J SURBL
O RBL
[ 1P reputation
0O spF
O Image analysis
) O Fingerprinting
] O Message subject+body fiter
] O Message body fiker
] [ Message subject fiter
) O Raw message fitter
] O Message header filter
] O attachment name
] O source address
] O Destination address
] O 1P address

The different exception pages are essentially the same, though their function and syntax vary. Make
sure you use the appropriate exception for each situation.

The exception menu items which have folders are expandable to allow the selection of specific filters
inside each event interface. For example, this allows the creation of an exception from specific file types
from the fingerprinting system, instead of the entire event filter, though the entire filter may also be
selected.

If an expandable event interface does not have any filters, it will show a “No items found” notification.
Since each exception adds time, though negligible, to the scanning process, only add necessary
exceptions to the system.

Source address (From:)

The Source (From:) Exceptions are based on the ‘From:” address listed for the message. The majority of
exceptions are created here, as it is the easiest exception to correctly create. Source exceptions are used
to allow an outside address to pass by a specific filter or filters. These exceptions are specified in the
following syntax:

user@domain.com

The address exception should exactly match the source address listed on the message. Source
Exceptions also recognize wildcards, and, though it is not recommended, entire domains may also be
specified. (For example, *@domain.com ) However, if a simple wildcard is specified, such as *msn.com,
then any message with ‘msn.com’ included in the address will be matched with the exception and will
pass the selected interfaces.
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After adding the exception, make sure you select an interface to apply the exception to, then save the
change by clicking the colored disk to make the exception active.

_f@' Source (From:) Exceptions = ﬂ :‘f_ 2]

Add Import

] email@domain.com 2
O Antivirus
[ Oversized message
[J Undersized message
[ Antispam heuristics
[ SURBL
[ RBL
[ 1P reputation
0O sPF
[ Image analysis
) O Fingerprinting
) O Message subject+body fiter
) O Message body fitter
) O Message subject fitter
) O Raw message fitter
) O Message header fitter
) O attachrnent name
) O source address
) O Destination address
] [ 1P address

Destination address (to:)

The Destination address (to:) exception list uses the “to:” address listed on the message to identify
messages exempted from specific filters. Destination exceptions are used to allow a specific internal
user to receive messages normally blocked by a specific filter or filters. For a destination exception to
work, the domain the excepted address belongs to must be managed by GWAVA. DO NOT use wildcards
with destination exceptions. Creating a destination exception allows all external mail coming to the
specified address to pass the selected filter. If a wildcard and domain is specified here, all external mail
to that domain will be exempted from the selected filter and spam will be allowed through. Use the
same syntax as the Source Address exceptions. (Fore example, user@domain.com)

Message subject

The Message subject exception uses the subject line of the message file to identify and apply an
exception. The Message Subject exception should not be used often, as repeated conversations are
better identified by ‘Conversation Tracking’ (found under the Non-spam auto-learn section). The syntax

is specified in plain text.

Message text

Message text exceptions search the text of a MIME file for matches to any specified exception. Regex
and plain text are accepted. Specific and exclusive signatures are a good target for message text
exceptions.
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Message header
Message header exceptions search the MIME header for a match to a listed exception. Header
exceptions should be specified with regex or plain text as found in the header of the message.
Message source

This exception searches the entire MIME file for specified text to identify a trusted server or mail source.
This is used only when the identifying information is not in a specified place in the MIME file. Any
message sent from the specified source will be allowed through to the system.

I[P Address

The IP Address exception searches for a specified IP address anywhere in the message header. IP
addresses specified in this exception list are considered ‘trusted’, and no messages from these IP
addresses will be blocked.

Authenticated User

The Authenticated User exception list offers a chance for administrators to exempt specific users from
Web Interface scanning criteria. This exception only applies to Web Interface scanners, as all other
applications utilize the full email address. This option will exempt an authenticated user from
restrictions placed on the Web interface due to the URL filter.

To add a user to the exception list, enter the user name into the ‘Add’ window and select the ‘add’

button. Once the user has been added, the URL exception must be checked and then saved.

|4 Authenticated User Exceptions BB
add
#;) Home dashboard
# |gd Dashboards
/] Quarantine manager Ibob £'3
T 0 Antivirus
s [ oversized message
— O Underszad message
_ System (0 Antispam heuristics
© Server { Interface 0 SURBL
" Scanner/ Policy O RBL
O IP reputation
= Policy manager O spF
%1 3] SMTP Scanner (SMTP) ) Image analysis
= ICAP ) O Fingerprinting
(=] General settings ] [ Message subject+bady fiter

(@ General configuration
{7 Notification

=] Scanning configuration
i Antivirus
5] URL fitering
3 Authentication fitering

] Fingerprinting
1) Image analyzer
] Attachment types
1] Source address fiter (from:}
[E8 IP address.
= ] Message services
[l Global quarantine
/ Signatures
(£ Biind Carton Copy
(= ] Exceptions.
&g Source address (from)
&g Destination address (to:)
£z Wessage subject
kg Message text
&g Message header
£ Message source
Eg IP address.
fg Authenticated user

] [0 Message body fiter
(] [ Message subjact fiter
] O Raw message fitter
(] O Message header fiter
(] O Attachment name
() O Source address

= {7 Text fitering () O Destination address
&, Body fiter J O 1P address
@ (] MIME fitering (J O URL fiter
(@) Oversize
& Undersize
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GWAVA Quarantine system

The GWAVA Quarantine system has two different control levels for the interface: the general user
interface, and the Administrator interface. When login credentials are passed to the Quarantine system,
QMS, (Quarantine Management System), contacts the GWAVA management system for administrator
accounts, and the GWIA for normal users. QMS uses a simple SMTP authentication to check for a valid
user and password against the GWIA, so the same password used by system users is used to login to
manage their personal quarantine. Admin users, setup in the GWAVA management console, should only
use their username and password to login. Normal system users should use their full email address and
GroupWise password to authenticate.

For example,

admin

password
_Or_

user@domain.com

password

User interface

The User interface is different from the Admin interface in that the options available to normal users is
extremely limited. Only the Quarantine and Options tabs are available, and they only contain data
related to the logged-in user.

Only the mail sent to the operating user is shown, (unless specified by the administrator, only the mail
sent to a user’s email address will be shown; Administrators may specify more than one address to be
managed by a single user). Users may be granted rights, or have them removed from the administrator.

By default, the user’s options tab offers specific login, timeout, whitelist, blacklist, and display settings
for their specific account. Users do have the ability to whitelist and blacklist addresses; however, this
ability only applies to their specific address, and does not affect the rest of the system. Any user’s
individual whitelist and blacklist is accessible through the administrator interface, and can be modified
and managed by the administrator. The individual lists are located at Options | Whitelist \ Blacklist |
<select specific user>.

Administrator interface

The administrator user created during the initial GWAVA user creation is the default account with
administrator rights to the Quarantine system. When the administrator account logs into QMS, the
following window is displayed listing all, if any, spam added to the quarantine system in the last three
days, by default.
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Quarantine

The quarantine tab lists messages and message information. It is important to pay attention to the last
two columns: Event and Score. The score is a threshold level for the anti-spam engine, and the event is
the interface event, or events, which caused the message to be added to the quarantine. This
information is critical to creating effective exceptions and fine tuning the scanning engine. The
guarantine tab allows for the selection, white or blacklisting, forwarding, release, and searching of
messages in the database.

. Options Digest Users Groups Globals  Tools
IC‘)Q ;ﬁjﬁelease Lgﬁ:rward v i ‘gwhimust Qakkust '@}Delm HE®BNWH: saub
]
Search for

[[] 14Jan-201200:18:21 A message from the Dean of the Ivey Busine jamesBgwava.com chris@gwava.com Text fiter 00
5| Subject B [7] 143sn-201200:18:21 A message from the Daan of the Tvey Busine jsmes@gwava.com chris@gwava.com Text fiter 0.0
| Contains B [T 14Jan-2012 00:1B320  RE: demosev in Fortune! james@gwava.com chris@gwava.com Text fiter 0.0
[0 143sn-201200:18:20  RE: Outstanding Stock Options and Restricte jsmes@gwava.com chris@gurava.com Text fikter 00
Message Age [[]  14Jan-2012 00:18:20  [none) james@guiava.com chris@gwava.com Tt fiter 0.0
‘Eﬁm—g []  143sn-2012 00:18:20  Buy a universal remote | home safe james@gwava.com chris@gurava.com Text fiiter 0.0
A [[]  14-]an-2012 00:18:20  RE: the colonel james@guiava.com chris@gwava.com Text filter 0.0
ke Sl [ 14Jen-2012 00:18:15  (none) james@gwava.com chrisBgwava.com Text fiter 0.0
Look e ID [ 14-Jan-2012 00:18:19 ibuycrap.orgpag Deal: james@gwava.com chris@gwava.com Text filter 00
[[]  14Jan-2012 00:18:19  Re: Plans... james@guiava.com chris@gwava.com Text fiter 00
[0 143sn-201200:18:19  Re: Plans... jamesBgwava.com chris@gurava.com Text fikter 00
\?EE| | _Reset [C]  14-}an-2012 00:18:1%  Mew Deals from Friday April 7 james@gwiava.com chris@gwava.com Text fitter 0.0
[0 141sn201200:18:19  Howdy jamesBgwava.com chris@gurava.com Text fikter 00
[[]  14Jan-2012 00:18:15  [none) james@guiava.com chris@gwava.com Text fiter 00
[]  14-13n-201200:18:15  RE: Outstanding Stock Options and Restricte. james@gwava.com chris@gwava.com Text fiiter 0.0
[[]  14-Jan-2012 00:1B:18  Pick me up! james@guiava.com chris@gwava.com Tt fiter 0.0
[[] 14-Jan-201200:18:18  RE: Estimate of mave costs james@guiava.com chris@gwava.com Text fiter 00

The search function of the quarantine tab provides multiple methods of specifying criteria to search the
database. As with any search engine, the more information known about the target object, the more
precise the results will be. There are two main ways to search; using key words or terms and browsing
by categorical results.

Searching by key words or terms is the faster, more precise way to locate a message, but make sure that
any key terms provided are spelled correctly to avoid accidentally excluding the target object from the
search engine. To begin a search on specified criteria, select the Search button.

Searching by browsing through categorical results may seem tedious, but there are several categories
which may be included or excluded to considerably tighten the search results. As with the key words and
terms, ensure that any items excluded from the search results does not contain the target message as
well. A combination of both methods may produce the best results on a consistent basis.
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Search preferences and settings are specified on the Left side of the quarantine tab window. Expanding

the Advanced criteria section allows the limiting to events, or exclude events from the search results.

For instance, most messages in the quarantine will be caught by multiple event interfaces, which may

cause the result list to bloat. Limiting the results to the oversize message event may help find the
desired message, but if the RBL and SURBL event filters are excluded, the result list is significantly
reduced, as any message caught by the oversize message filter and SURBL or RBL will not be shown.

3-11 Stored Searches

Search for

# 5| Subject ]
Contzins [>]

Limit to thess events

[ spam [ virus

[ sureL [ re

[] attachment Fiter [ ] Fingerprint
[[] sender Fiter  [[] Recipient Fiter
[ et Fiter [ mame fiter
[ Hezder fiter [] owerszed

I:‘ IP Address D Undersized

Exclude thess svents

[ spam [ virus

[ sureL [ rev

[] attachment Fiter [ ] Fingerprint
[[] sender Fiter  [] Recipient Fiter
[] Text Fiter [ MIME fitter
I:‘ Header fiter D Oversized

[ 1P Address [] undersized

Message Status

[ Retezsed

[ Forwarded

[ Deleted
Sort Results By

First By: | {default) ||
Look up Messsqe 1D

Search Reset

Message Status, (released, forwarded, deleted), are ‘include’ options which act the same as the ‘limit to’

events listed above.
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Sort Results by re-orders the results list by the selected option. Default sorting is by date.

Custom range

The Message Age is also a very useful criterion, which limits the results to a time frame. The date of any
guarantined message in QMS is given as the time stamp set in the message MIME file. To set a custom
date range, select the custom date range button and then specify the date range from the subsequent
popup window. The window provides miniature calendar selection tools to specify the date range.

Start Date: 21-May-2009 00:00
End Date: 21-May-2005 23:55

Set Date Range

If the Message ID is known, (for example, from the message digest), the message ID may be used to
immediately call up the desired message.

B ﬂ Stored Searches
-

Search for

Sender Domain
Recipients

Mess: Recip. Domain
T | Spam Score

Show Advanced

Lock up Message ID

Search Reset
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To specify a key word or term to locate the message, select the specific key word category at the top of
the search pane. The search engine needs to know both where and what it is looking for. First specify
where the search engine is to look in the database. The default search field is the ‘sender’, or the
sender’s user name/address. If the ‘equals’ is selected, ensure exact matching spelling to the desired
criteria.

Search for

Does not Contain
Equzls
Messi [oes not Equal
Starts With
Last Grester Than
Less Than

Using the + and — buttons, multiple search terms may be specified or removed from the active search.

Any search may be saved by selecting the “Stored Searches” icon at the top of the search pane. The
Stored Searches function spawns a save or load window which prompts the user to either save, delete,
or load any previously saved search sessions.

The toolbar across the top of the quarantine tab window provides functions to quickly manage
qguarantined mail. The magnifying glass exposes and hides the search window, and the other main tools
are labeled.

<-_;;'\\. CQJ Relesse () Forward g A ﬁ‘.\fhﬂeust @Black List '_ggjoetete HAEAPMH: «xobp Lest3days  [w] [ (@ Reshs Limied =

Release

Releasing a message from the quarantine tells GWAVA to return that message back to the mail stream,
where it will be delivered to the original recipient, unchanged.

The page at http://192.168.1.101:49285 says: @

e Are you sUre you want to release the selected message?

Cancel

Select a desired message(s) by placing a check in the associated checkbox, and then select the release
button from the toolbar. Verify that you wish to release the message.

Forward

Forwarding a message from the quarantine does not automatically send the message to the original
destination(s), but allows the admin to send mail to any recipient or recipients he desires.
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Forward Messages HE
Forward message as stachment

O Farward from ariginal sendsr

Forward from admin@bricebitter.com

Forwasrdto || v

Subject Forwarded message from GWAVA quarantine system

You may insert a comment into the forwarded message

| Forward |[ Cancel |

You may forward the message in the message body, or send as an attachment, as well as define the

‘From:’ field of the message.

Ham
The ‘Ham’ button reports selected mail as incorrectly identified ‘spam’ caught in the system. This setting

only applies to the Signature spam engine, and will not have an effect on any other filter.

White List
When a message is selected for white listing, the system is actually creating a source exception in the

Management database.

White List Messages = | x|
Address selection | White list from address(es) M
White List Events
I:l Attachment filter I:l Orversized message I:l Spam
D Fingerprint D REL D Text fitter
[ Header fiter O Recipient filter O vires
D]Paddrﬁs DSURBL
[ M1ME fitter [ sender fiter
|_Appty || Cancel |

As with all exceptions, white listing requires an address, and at least one event to bypass. Be sure to
select the event which the message was quarantined for, plus all other desired events.

B Date Subject From Recipient Event Score

14-Apr-2009 20:6:06  Out of the Offica lotsofmaii@gava.com emie@ibuycrap.org Spam threshold 5 ... B 10

[0 14-8pr-200920:25:57  Out of the office jason@gwiava.com craig@ibuycrapeorg .. (Bl Spam threshold 5. [ 1.0

The quarantining event for each message is listed on the message row under the quarantine tab. The
event column may hold more than one event per message, if there is more than one event listed, a
drop-down menu will be available to display the different events for each message.

Both the white and black list options allow you to select different address options. These options
correlate with different exception or black list types or entries. It is up to the Administrator which type
of white list exception or black list entry to create.

Address selection | Black list from address(es
Black list from address(es)
Black list fronn domain(s)
Black list recipient address{=s)

Black list recipient domain(s)

Black list from and racipiant addrass=s)
Black list fronn and recipient domain(s)
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Black List

Black listing a message instructs the GWAVA system to always block messages from the Address
selection (Source address, source domain, recipient address, recipient domain, or a combination of both
the source and the recipient address or domain.)

Black List Addresses

Address selection | Black list from address(es) V

Apphy Cancel

Blacklisted addresses’ or domains’ messages are added to the quarantine.

Delete
The Quarantine Management system automatically deletes messages after the specified retention time.
(Default is set to retain messages for 30 days — located under the Globals | Pruning tab.)

vl

The page at http://192.168.1.101:49285 says: (X

0 Are you sure you want to delete the selected message?

Because the Quarantine is set to automatically manage message age and database size, there is no
reason to delete messages from the quarantine. Messages deleted by users will only be completely
removed from the system if all destination users have deleted their copy. However, messages deleted
by the Administrator will be completely removed from the system.

Options

Users and Administrators have access to the Options tab. User’s only have access to options regarding
their own address and quarantine settings. Administrators have access to everything by default, and as
such, the only tabs in this menu which are useful for Administrators is the Miscellaneous tab, which
holds account preferences, and the Whitelist and Blacklist tabs — which contain the whitelists and
blacklists for individual users. These lists are not global lists, but only apply to the specific user who
created it. To modify the user’s list, select the user desired and view the list. Users will only show up in
the system if they have received mail which has been added into QMS. Addresses may be added or
removed from any specified user’s list.
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Core settings

The Core settings tab under Options, displays the basic information which categorizes the currently
active user. The currently active user, the UserID, Group, and managed address(s), and password. (The
password will either be stored in the GWAVA Management console (GWAVAMAN) or authenticated
through the GroupWise system.)

Core Settings ~ Addresses Rights Miscellaneous I. J

CORE SETTINGS

The primary address is the address you use to log into the GWAVA QMS. You wil be allowed to change it if you can supply a password to authenticate against GroupWise. The Password field is blank by default, because
the GWAVA QMS doesn't store passwords.

UserID chris@bricebitter.com
Group defauft
Address | chris@bricebitter.com

Password

Addresses

Users have the option to add a managed address to their account, which will add the managed address’
mail to the quarantine results of the user who added the additional address. To add a managed address,
a user must provide the desired address, and the GroupWise password for that address. If a user cannot
authenticate to the GroupWise system for an additional address, the address will not be added as a
managed address. The Administrator may add any address to any other address in the system without
needing to authenticate. Administrator added managed addresses are configured under the Users tab.

Core Settings Addresses Rights Miscellaneous I, J

YOUR ADDRESSES

These are all of the e-mail addresses that the GWAWA QMS considers to be 2 part of your identity, when viewing messages, applying blacklists, whitelists, deletes, etc. In addition to your primary e-mail address, you can
have additional addresses, such as nicknames, aliases, distribution lists, or alternate addresses. You may:

® Remove 3ll addresses except addresses that are inherited from a group.
® Add additional addresses, if you can authenticate to GroupWise with the address. (If you cannot, your QMS Admins may add them for you)

chris@ibuycrap.org wil be validated and added after you click the SAVE CHANGES button

Remove Selected Address

New
Address

Password

Add Mew Address

Rights

The Rights tab lists the rights to actions which each user has. Administrators have all rights. Users may
be granted specified rights to manage mail by the administrator, or by virtue of group in which they
reside.

Core Settings  Addresses Miscellaneous I_ _J
RIGHTS/GROUP
Your rights define what you can do in the QMS. In addition to explicith assigned rights, you inherit rights from your Group Membership. Only the QMS Admins can change these values.
. Release
Hoe Delete
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Event Scope

The Event Scope is an administrator level tab; users do not have this tab in their interface. Each user has
rights to release mail by default. The Event Scope lists the release rights for the logged-in user. If a user

has rights to release a filter type of mail, then any messages quarantined for that event will be available
to be released to the receiving user. Admin may release any mail type in the system.

Core Settings  Addresses Rights Event Scope ! Miscelaneous 'J

EVENT SCOPE

As an Admin, you may whitelist, release, and/or display any message for any event.

Miscellaneous

Account settings for the logged-in user are kept under the miscellaneous tab. The settings under this
section are all available to be modified, as they only apply to the user’s account. Forwarded messages
may have a comment added to them as a default action, as well general configuration for the
guarantine display.

Core Settings  Addresses Rights Event Scope Miscellzneous 'J

COMMENT

The default comment appended to forwarded massages can be set hera.

Comment

DATE / TIME FORMATS

Defines how dates and times are displayed

Date | Day-ShortMonth-Year |+ |

Time | 24 Hour [»

DISPLAY OPTIONS

Messages displayed per page 25 |~
Default time frame | Last 3 days [+
Show icons only on toolbar []
Hide search panel at startup []
Wirap subjects []
Allow horizontal scroll 7]

SESSION TIMEOUT

Time in minutes, to expire an inactive login session

Time (minutes) 480

Digest

GWAVA can be setup to send regular reports to users when mail is blocked from a user’s address.
Messages listed on the GWAVA digest can be released directly from QMS via a web link for each
message. A working digest setup requires three things: an enabled user list, schedule, and an event list.
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Settings

The digest service must be enabled before digests are sent. Message removal settings when a message
is released from the digest, are set here. If the message is not removed after release, it is possible to re-
release messages, resulting in multiple copies of the same message sent from QMS to the recipient.

Settings | Schedule Events Manual Release

Enable digest services
Remove message from users gquarantine when released
Remove message from QMS when all recipients have released their copy

Digest Template digest2_master.xml
Maximum digest rows |50

Release button address =)
(blank for default)

Digest recipients Send digest to all users 8]
Custom address list

Remove selected 3§
Add new &

By default, the digest service sends digests to all users. If you wish to specify digested addresses, or to
exclude addresses from the digest, you may specify them in the custom address list, then select the
appropriate digest recipients option from the drop-down menu.

Schedule

The digest service will be processed and sent to users on the schedule set here. A check mark in the
provided boxes notes an active hour time. Only the provided times are available. Clicking on the time or
the day, (8:00am, Mon), constitutes a global selection for that time or day.

Settings Schedule Events Manual Release

w
e
=
=
3
=l
-
=
H
@
&
-
5
!
bl
w
b
&

Midnight
1:00am
2:00am
3:00am
4:00am
5:00am
6:00am
7:00am
B8:00am
S:00am
10:002m
11:002m
Midday
1:00pm
2:00pm
3:00pm
4:00pm
5:00pm
6:00pm
7:00pm
8:00pm
9:00pm
10:00pm
11:00pm

) 0 | Y i
Jdoooooooooogggooooooooog
dgogoooooooogogooooooooog
Jdoooooooooogggooooooooog
dgogoooooooogogooooooooog
Jdoooooooooogggooooooooog
) 0 | Y i
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A recommended setting for different offices and users is impossible, though a reasonable setting for the
system would be to send a digest in the morning, after lunch, and finally an hour before users leave, to
allow time to catch any missed good mail on the day they are processed. The digest process is not
cumulative, and only messages added to the quarantine which have not been previously listed on digest
will be on the next digest. So, in the previous schedule, only messages received after the previous day’s
last digest up to the morning digest will be listed on the morning digest, and only messages from after
the morning digest to the after-lunch digest will be listed, &etc.

Events

Like the schedule, the digest must be told which events to list on the digest. Messages caught for an
event with a check under the ‘Digested events’ column will be listed on the digest. Messages listed on
the digest can be released from the digest, even if the user does not have QMS rights to release that
event. If an event is listed on the digest, it is assumed that the administrator wishes to allow the users to
release the messages listed.

Settings Schedule | Events | Manual Release
Digested events NEVER digested events

Attachment fiter | a
Fingerprint (] O
Header fitter | O
IP address O O
IP reputation O O
MIME filter O O
Oversized message ol ]
RBL [l I
Recipient filter 1 |
SURBL O O
Sender fiter O O
=N 0 D
Spam threshold 1 1 |
Spam threshold 2 (] O
Spam threshold 3 (| O
Spam threshold 4 O O
Spam threshold 5 (] O
Text fitter O O
Undersized message ol ]
Virus O ¥

Important note: 'WEVER digested events' are used in situations where 3 message contains more
than one event, for instance a spam message that ALSO contains a virus. In this situation, chances
are that 2 digest should not be generated for the message because of the virus, even though itis
also 3 spam massage.

If a check is placed in the ‘Never digested events’ column, messages caught for that event will never be
listed on the digest, even if it is also caught for a digested event. Selecting ‘Virus’ is an example of use
for this section, (if viruses are quarantined), as a message with a detected virus will never be listed on
the digest and cannot be released from the quarantine unless the user has QMS rights to release that
event.
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Manual Release

The digest may also be sent at any given time. The Digest works on a time stamp, which catalogs and
lists mail in the quarantine if they are newer than the time stamp and fit the event list. Manual Release
allows the admin to release a digest at any given time, by selecting the ‘Send Digest’ button. Sending a
default manual release sets the digest time stamp.

The digest time stamp may also be manually set to affect the mail listed on the next released digest. This
may be used to add additional mail to the manual digest. Select the time stamp desired and click ‘Set’.

Settings  Schedule Events Manual Release ! J
Digest release period

The current digest time period is 7 days (default).

Changing the digest start date to an earlier time than the current period wil cause the global digest to resend previously digested items to your users. Please be sure you understand the impact of this action before updating this
setting. Global digests are released from the start time up to the time of the release, and the next digest start period will be reset to the current time.

Chznge digest period start (8 |20 [+] [Apr [v] (2000 | @ [10[%] [01]+

Custom digest release
Release the digest for a defined time period to the selected range of users.

start date (1720 [v| [Apr [v] 2008 | &) 10[w] [01[+
End date [ 21 ] [Apr [v] (2008 | &) [10[+] [01 [+
Select users

@ |admin

O Release this address
© Release to all users (with global digest rules)
Update global digest start period on release to al

Send Digest

A custom digest may be sent to specific users, or all users, with a specific time frame. This bypasses the
usual user list, and does not set the time stamp, unless all users are selected as the release group.

Users

The Users tab allows the configuration of different user accounts, their rights, managed addresses, and
miscellaneous settings. Selected users have their settings loaded for each different tab, and are available
for management. (Only users who have logged in or have been added by the administrator will be listed.
If a desired user is not listed, you may add them by specifying the exact address of the user in the
‘UserID’ and ‘Primary E-Mail Address’ sections, then selecting ‘Add User’ and saving changes. The
default setting for authentication is via SMTP. Group membership may be set as desired.)
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Core settings

The Core settings tab contains the basic settings for each user. The user ID, authentication, email
address and group membership are all displayed. The authentication method is important to allow users
to log into QMS. By default, the authentication for all users which are not administrators is to use SMTP
authentication with the full address as the user name. If the GWIA is not available for SMTP user
authentication, then the only authentication method which will work will be built-in GWAVA credentials.

Core Settings User Rights Event Scope  Addresses Miscelaneous

User admin loaded.

CORE SETTINGS

UserID | admin
Authentication Method | Buit-in GWAVA credentials [+
Primary E-Mail Address (used for SMTP authentication} admin

Group Membership deﬁult[V]

Add User

Edit User

Remove User

H

The selected user has Admin rights. This means:

® The user can see all messages in the database. An ‘ordinary’ user can only see messages that have a Contsiner and that are
finkzd to their Primary Address or their sscandary addresss.

® The Managed Address lit has no function.

® The user may biacklst and whitelst messages.

® Whitelsting 2 message can be done selectively for any and ALL events,

® Deleting a message removes it for ALL users.

® Any Group rights are unnecessary, and any rights cther than Admin rights are superfluous.

1f you want to restrict thass capabiliis, you may wish to craste 2 ssparate ‘ordinary’ user account for your ussge and switch
between the tvo s nesded,

User Rights

User Rights allows the administrator to modify and set rights for specific users in the system. User Rights
provides access to the basic actions of a user in QMS; delete, forward, and releasing messages. Full

admin rights can be granted to any user specified.

Core Settings User Rights Event Scope  Addresses Miscelaneous
User admin loaded.
odon ]

Add User

Edit User

USER RIGHTS

Rights explicitly granted to the user.

Full Administrative Rights
[pekete Messages
[Forward Messages

[Release Messages

The folowing rights are additionally inherted from the user's group membership:

Delete Massages
Release Messages

Remove User

between the two 25 needed,

H

The selected user has Admin rights. This means:

® The user can se= all messages in the datsbase, An ‘ordinary’ User can only se= messages that have = Contsiner and that are
finksd to their Primary Address ar ther secondary addresses,

® The Managed Address fit has no function,

® The user may biacklst and whitslist messages.

® Whitelisting 2 message can be done selectively for any and ALL events.

® Daleting = massage ramoves # for ALL users.

® Any Group rights are unnecessary, and any rights cther than Admin rights are superfiucus.

Tf you want to restrict these capabilities, you may vish to creste a separate 'ordinary’” user account for your usage and svitch

The selected user’s rights are shown. If a user’s right to delete or release messages is granted by the
user’s group membership, the user must be moved to a new group without those rights, or the original
group rights must be modified to remove the undesired actions.
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Event scope

Each user can have specific rights to release messages which have been flagged for specific reasons. If,
for example, a specific user may require the right to release messages flagged by the oversize message
filter, while that may not be allowed for the rest of the users in the system. If a message has been
flagged for multiple events, the user must have rights to release all events flagged on the message or
the message will not be released.

Core Settings User Rights Event Scope Addresses Miscellaneous EJ
User admin loaded.
The selected user has Admin rights, This means:
® The user can sz all messages in the datsbase, An ‘ordinary’ user can only sss messages that have 2 Container and that are
Add User finked to their Primary Address or their sscondary addresses,

® The Managed Address fist has no function.

ser may blecklt and whitelist messsges.

. listing 2 messsge can be dons selectively for any and AL events.

® Deleting a message removes i for ALL users,

® Any Group rights are unnecessary, and any rights ther than Admin rights are superfiucus.

Edft User
Remove User

1f yiou want to restrict thass capabiliies, you may wish to craste a separste ‘ordinary” user account for your ussge and svitch
betwieen the tvio s nesded,

EVENT SCOPE

This defines what events a release for an ordinary user applies to.

[ attachment fitter DFmgerprmt I Header fiter

[J1p address [J1P reputation [ MIME filter

O oversized message CIRreL O Recipient fiter

[JsursL [ sender fiter [ sender policy framework

[Jspam threshold 1 []Spam threshold 2 [] Spam threshold 3
DSpam threshold 4 DSpam threshold 5 [ Text fiter
[Jundersized message [1virus

The following event scopes are additionally inherited from the user's group membership:

RBL

SURBL

Spam threshold 4
Spam threshold 5

Rights granted by group membership are listed at the bottom of the page. See the Groups tab to modify
a user’s membership to a group, or group rights.

Addresses
Any email address may be associated with any other user account in the system. This allows any user to

modify and manage any quarantined mail for any address entered into the system, as that user would
manage their mail.

Core Settings  User Rights ~ Event Scope | Addresses Miscelaneous E_]

User admin loaded.

The sslected user has Admin rights, This means:

® The user can se all messages in the database, An ‘ordinary’ user can only see messages that have a Container and that are
Add User linked to their Primary Address or their sacondary addresses.
Managed Address st has no function,
® The user may blackfist and whitslist messages.
Edit User ® \Whitelisting 2 messags can be done sslectivaly for any and AL svents,
® Deleting a message removes it for ALL users,
® Ay Group rights are unnacessary, and any rights cther than Admin rights ars supsrfiuous,

Remove User

1f yiou viznt to restrict these capabilities, you may wish to creste @ ssparate ‘ordinary’ user sccount far your ussge and switch
betwesn the two as needed.

MANAGED ADDRESSES

These are additional addresses beyond the primary e-mail address that constitute the user's 'identity’. A non-admin user wil only view messages addressed to these e-mail addresses, and can only whitelist, blacklist, release, etc for
‘these addresses. Users can seff-add these, but only addresses which can authenticate against the GWIA. As an admin, you can add anything.

Remove Selected Address

Address Add
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This is especially useful for GroupWise systems which accept several different variants of a user name or
different domains for the same user, allowing that user to manage all mail for their account in one
location. As administrator, to add a managed address to a user, simply select the desired user from the
user window, then specify the managed address(s) for that user in the managed address window, click
‘add’, then save changes. To remove a user’s managed address, select the desired managed address
from the address window, and click ‘Remove Selected Address’ then save changes.

Miscellaneous
Miscellaneous contains the miscellaneous options for the selected user. These options are the same as

those listed under the Options | Miscellaneous tab, and are self-explanatory. Any changes made should
be saved before browsing to a different window or tab.

Core Settings User Rights Event Scope Addresses Miscellaneous H '_j

User admin loaded.

Goon The st user hes i s Ths mesns

® The user can se= 2l messages in the datsbase, An ‘ordinary’ user can only ses messages that have s Cantsiner and that
Add User are linked to their Primary Address or their secondary addresses,
® The Managed Address st has no function.
® The user may bisckiist and whiteiist messages,
Edit User ® \hitslisting 2 message can be done selectively for any and ALL events.
® Deleting 2 message removes it for AL users,
® Any Group rights are unnecessary, and any rights cther than Admin rights are superfiucus,
Remove User

If you wiant to restrict these capsbilties, you may wish to creste a ssparate ‘ordinary’ user account for your usage and switch
betvieen the two as needed,

COMMENT

The default comment appended to forwarded messages can be set here.

DATE / TIME FORMATS

Defines how dates and times are displayed

Date Day-ShortMonth-Year v
Time | 24 Hour V

DISPLAY NUMBER

How many items to display per page

Mumber of Items 25 [v

MESSAGE AGE DISPLAY

How many days of messages should be displayed by defauft?
Display  Last 3 days :v

SESSION TIMEOUT

Time in minutes, to expire an inactive login session

Time (minutes) 10
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Group Rights

The ‘Group Rights’ tab is essentially identical to the ‘User’s Rights’ section except that it applies to a
group of users instead of a single user. By default, there is only one group in the system, to which every
new user is added to by default. The default group is named, ‘default’. Only users which have logged-in
to the QMS system will be displayed in the ‘Group Members’ window.

To create a new group, specify a new group name in the ‘Group’ window under ‘Core Settings’ and
select the ‘Add Group’ button, then save the changes.

Core Settings Group Rights Event Scope Addresses Miscelzneous L J

Group default loaded.

defaute ]
Add Group

The group 'default’ is special. When users are created they are automatically assigned to the 'default’

Edit Group group. The rights, etc assigned to this group determine a user's initial rights and settings.

Remove Group

CORE SETTINGS

Group | default

admin

Remove Selected Member
Group Members
Member | (no users) [w|| Add

User’s may be added to any selected group, and must be selected from the drop-down window next to
the ‘add’ button. Only users which do not currently belong to a group will be listed. If a user is to be
moved from one group to another, they must first be removed from a group before they can be added
to a second. A user may only belong to one group at a time.

The Group Rights, Event Scope, Addresses, and Miscellaneous tabs are identical to the ‘User Rights’ tabs
of the same name, except that they modify the entire group, instead of a single user.

It is of note that these sections may be more useful than the individual ‘User’s Rights’ tabs for large
systems. Organizing a system into different user groups allows the admin to quickly modify and specify
settings for multiple users and simplify the management process.

If a group address exists in the system, (for example, sales@domain.com), the admin creates a group for
sales, and add the sales@domain.com address to the managed address section of the group. Having the
group manage the address causes mail to that address to show up in the quarantine and digest for each
user in that group.
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Globals
The ‘Globals’ tab holds settings which affect the entire QMS system. Only administrators have access to
the Global settings.

Login

The ‘Login’ tab allows customization for the QMS interface. If an administrator wishes to modify the
HTML of the default pages, (found under ..gwava/services/qgms/http), they may use the original as a
template, then specify their modified page as the default page. Modifying the HTTP and Digest release
pages is not a supported function, and it is highly recommended to make a copy and archive of the
modified page, as updates to the system may copy over any originally named pages present.

Login  Deletion ~ BCC  Tutorials  Authentication  Pruning  Miscelaneous '_._J
HTTP default page [default]

Set the default page that is loaded when a user browses to the QMS web server. Changes to this setting require the QMS server process to be restarted.

Digest release page [default]

Set the shtml page to be linked from the digest release button

User Account Expiration 30

All accounts in the system that have been inactive for longer than this value (in days) wil be deleted. This cleanup occurs every time a user logs into the QMS system. A value of 0 disables expiration.

Disable New Accounts @

Selecting this option prevents any users from creating new accounts. Currently existing accounts wil continue to function, and GWAVAMAN admins wil not be affected by this setting

Remove Selected Address

Prohibited Logins
Address Add

User accounts may also have an account expiration enforced, which will delete accounts which have
been inactive for the specified time period.

The administrator also has the ability to restrict the users which have rights to log into QMS. If the
‘Disable New Accounts’ option is checked, QMS will not allow any users to log in if they are not in the
established users list. If an undesired user is in the established list, enabling this option then removing
that user from the user list will block that user from logging into QMS.
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Deletion

Globally, the ability to delete a message, and what happens to messages that are deleted, can be set
here. By default, all options are selected. If an administrator wishes to keep all mail records visible to the
administrator account, even after they are ‘deleted’ from user accounts, then they should uncheck both
Remove the informational record, and the source files, so that the message is not removed from the
main database. These settings can be for both administrators and non-administrator accounts.

Login Deletion BCC Tutorials  Authentication Pruning Miscellzneous ! J

A messsage consists of two items: the message information record and the message source files.

Users without Administrative Rights

When 2 user without administrative rights deletes a message, they no longer see the message. In addition the following actions may be selected for 'unused' messages - messages that have been deleted by all of the recipients in the
QMS system.

Remove Unused Message Information Record

K&

Remove Unused Message Source Files

Users with Administrative Rights

When 2 user with administrative rights deletes a message, the message can no longer be accessed by non-administrative users. In addition, the folowing actions may be selected.

Remove Message Information Record
Remove Message Source Files

QMS can send a blind carbon copy to any specified address when a message is released. This can be
used to monitor what kind of mail is released and for what reason. The ‘training’ offered by BCC is
antiquated and is no longer needed for new systems running the Signature spam engine. Training
options and use of BCC is held over for upgraded systems only.

To enable BCC, place a checkmark in the enable BCC box, then specify the desired destination address

and save changes.

Login Deletion BCC  Tutoriegls  Authentication Pruning Miscelaneous 'J

As each message is released (from the digest or from the QMS interface), you may BCC (blind carbon copy) another maibox or maiboxes. This can aid the initial training process, giving you @ quick populetion of misidentified non-spam.

Enable BCC on release O

BCC e-mail addresses

Tutorials
The link to the tutorials on how to use the system may be removed from the quarantine system.

Checking the provided box and saving changes will remove this from QMS pages.

Login Deletion BCC Tutorials | Authentication Pruning Miscelaneous L J

By default, users have an option to view video tutorials available on the upper right of their browser window, next to Logout. You may suppress this aption, if desired

Hide the Tutoril link ¥
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Authentication

The SMTP authentication address is specified here. The connection address to the GWIA or SMTP must
be correct and open on port 25 for authentication to work correctly. If the SMTP requires a specific
authentication method, select it below, otherwise leave the setting as the default ‘Auto-detect’.

Login  Deletion ~BCC  Tutoria  Authentication  Pruning  Miscelaneous '_._J

Set the authentication server (typically the GroupWise GWIA) and authentication method here. These settings are identical to the Configure Server options in GYVAVAMAN.

QMS SMTP Authentication Server 127.0.0.1

QMS SMTP Authentication Method Auto-detect |

An alternate port for the SMTP may be specified, using a colon then the port number after the IP
address, for example, for port 24, specify the address as follows:

10.1.1.100:24

Pruning

QMS is a light database system meant to service a revolving level of temporarily quarantined mail. The
amount of mail kept in quarantine is usually specified by a time frame, in days, instead of size. Since it is
assumed that mail sent to quarantine is unwanted, a generous default time frame of 30 days is set to
allow users to access and release any wanted mail. All the rest of the unwanted mail will be permanently
deleted from the system after it eclipses the age limit.

Login Deletion BCC Tutorials  Authentication Pruning Miscellzneous ! J

Set the pruning options for removing old messages server here. These settings are identical to the Configure Server options in GWAVAMAN.

Enable QMS data pruning
Days to retain messages in QMS days

Prune stored messages

KEE

Prune database entries

If messages and database entries are desired not to be removed from the system, uncheck the
appropriate options and save the changes. Be warned, since QMS was not designed to be a long-term E-
Mail archive, such use of the mail system is unsupported, and the database may become slow and
unstable when the database size exceeds design considerations. Normal pruning of the database system
will prevent instability.

Miscellaneous

To keep the quarantine system from suffering under extensive searches, and to return results quickly, a
maximum query number may be specified. No search function will continue after the specified record
amount has been reached. The default is 1000. Search results above this number are unmanageable and
waste system resources.

Login Deletion BCC Tutorials  Authentication Pruning Miscelaneous ! J

Maximum allowable search result items (wil take effect after logging 1000

back in) records
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Tools
QMS contains tools to help the administrator manage and generate reports on the quarantine system.
All tools are located here under the tools tab.

Quarantine ~ Options  Digest Users  Groups  Globals w
Reports
Activity Report
Least active users xr

Group Membership Report

defautt ~

Group Information

Lists a specific group and basic details.

default =

Users with related ownership of addresses

Lists all users that share a Primary Address or a secondary address.

User Information

Lists a specific user and basic details.

admin -
Administrative Users

Lists all users that have an administrative account. Does not include GWAWVAMAN administrators that have never accessed the QMS system

=

General information about the system can be gathered into a simple report by selecting the desired
report type and then clicking ‘Go’.
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Appendix

Padlock State Checkboxes

The locks you see next to the options are always visible on the Antivirus scanning settings, but are
invisible, and unavailable to configure for the rest of the system, unless you enable the option “Show
Extended Padlock State Checkboxes”.

HiwEade

To Enable the checkboxes and Inheritance, you must have them set to display in the ‘Preferences’ menu,
accessed through the preferences icon close to the save button at the top of the GWAVA Management
window.

Preferences >

Show extended padlock state for services

Display policy inheritance icons

Save

Select the options desired, select ‘Save’, then refresh the current page to expose the new options.

The four-state checkbox allows setting the ‘gold locks’ on any checkbox in the rest of the system. A
closed lock indicates an overriding option. (This overrides any exceptions or settings in the rest of the
system.)

@8
j
o o
S

Four-state locks are a powerful option and they are not standard in any area except in the Antivirus
section. The image shown here is set to always block, but not quarantine, but the block is locked. For the
events that these settings are active for, the messages will always be blocked, regardless of exceptions
or other actions that are active on that message.
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Policy Inheritance

Policies can be set to force their settings to every child policy below them on the policy tree. The
Inheritance setting is accessed through the blue policy tree icon.

m e o

Selecting inheritance offers three different settings: Allow, Deny, and Force. Allowing inheritance
replicates parent policy settings to the child, but allows the child policy to change those settings if
desired. Forcing inheritance replicates the associated policy setting in the child policy, and child policies
cannot change the setting. Denied inheritance does not replicate any settings from parent to any sub
policy in the tree.

=]
L Allow inheritance |Ll
= Allow inheritance
[ Deny inheritance

|-_|.:|:|rce inheritance

GWAVA 6.5 Administrator Guide 150



Scanner Configuration: Hierarchy and Inheritance

The GWAVA policy system includes a strict hierarchal system, complete with inheritance, to help in
configuration of mail systems.

Scanning configurations in the policy tree, with sub-policies, parent policies, and root policies, creates an
easy way to control message scanning settings for any particular message or group. Using this structure
for the policy tree also may add an increased need for configurations in complex systems.

|
Widgets Inc.
X)) |
M ol
Inbound Outbound
mail mail
Y P R I

A simple example of this can come when separating inbound and outbound message scanning. In the
example, Widgets Inc. has separated their mail scanning into two separate policies to independently
scan messages coming into and leaving the mail system.

In the example, the inbound system is using antispam, antivirus and some attachment filters to prevent
known and yet to be detected problems from entering the system. Outbound scanning is limited to
antivirus and the same set of attachment filters.

The two policies are configured nearly identical, where the only difference is that only inbound mail is
scanned for spam.

If, at a future point, a new attachment type must be blocked in both inbound and outbound mail, it must
be separately added to the configuration of both the inbound and outbound policies. However, this is
where inheritance becomes useful.

Preferences

Show extended padlock state for services

v Display policy inheritance icons

Save

Scanner hierarchy configuration is usually hidden by default, and must be exposed before it can be
modified. To access the hierarchy and inheritance settings, select the ‘preferences’ button at the top

GWAVA 6.5 Administrator Guide 151



right of the user interface, and check the ‘Display policy inheritance icons’ box. Save the setting before
closing the preferences box.

To apply the desired attachment block to both policies at the same time, the shared configuration
components should be moved to the root or parent policy, the ‘Widgets Inc.” policy in the example. To
do so, the parent policy must have the ‘policy contains scanner’ option set ‘on’. With an active scanner,
the parent policy can now contain ‘umbrella’ settings which will transfer to all sub-policies the parent
contains.

In the scanner view, the new attachment type can be added to the block list for the Widgets Inc. policy.
These attachments types and items are to be blocked regardless of the message direction. To begin, add
the forbidden items to the attachment type list. For this example, *.com and *.pif files are added.

' _Scanner / Policy Management

=2 Policy manager
=i 2l Widgets Inc.
# ([ General settings
=| i Scanning configuration
k"-f Antivirus
+ | Antispam
# ] Text fitering
+ (] MIME fitering
i Oversize
il Undersize
i3] Fingerprinting
5] Image analyzer
[0 Attachment types
2l Source address fiter (from:)
+@ Destination address fiter (to:)
5 1P address
(. Message services
| Exceptions
2/ Inbound mail
2/ Outbound mail

+ # E =

(Note that the subordinate, inbound and outbound policy’s scanning configuration is located within the
Widgets Inc. parent policy.)

@ Attachment types

Scan configuration

Enable attachment blocking ey ¥
Filter list
- — Actic
New filter || MultHine import 51 <A
¥
*.com V|
= pif v
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While configuring this service, you will now see new icons which were exposed when the inheritance
setting was enabled. The icons, left to right, are:

e Inheritance settings

e Inheritance status, (Not inherited is shown)
e Reset to default

e Enable service checkbox

The inheritance setting has three options.

Enable attachment blocking
Filter list

[ ' Deny inheritance
| New fiter || Multi-ine import | Force inheritance

Allow inheritance: This is the default setting for every setting. Simply enabling inheritance causes the
same setting to be duplicated through any and all child or sub policies, but still allows the sub-policy to
have change this setting independently if required.

Deny inheritance: Denying inheritance causes the parent policy’s setting to not affect the settings of any
and all child policies.

Force inheritance: Forcing inheritance causes child policies to use the parent’s configured policy. This is
useful when certain scanning configurations must be followed, or a setting cannot change. All lower
policies will be forced to accept and use the parent policy setting.

The example now shows the attachment type scanning enabled and the inheritance forced to prevent
accidental disabling of the service later on.

After saving the settings, expand the ‘Inbound’ scanner and look at the attachment type settings which
are in effect.

12 Attachment types

| Scan configuration
Enable attachment blocking -
Filter list
g ¥ y Actions
New fiiter | | Multiine import | 5 7
o - ‘y

.exe v

Because the attachment scanning was set in the parent policy, the same settings are inherited by default
in the child policies. The grayed-out settings shown here are the duplicated settings from the parent.
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Because the attachment filtering was setup at a higher level, and the setting was configured to 'force
inheritance' in the parent policy, enabling or disabling the setting is ‘locked’. This is indicated by the
yellow padlock. Because it is grayed-out, these settings cannot be changed or configured at this level.
The inheritance icon also includes a green arrow, indicating that this setting was inherited from the
parent policy.

All of the grayed-out items are locked and cannot be manipulated here, because they are set in the
parent policy. However, simply because the setting is locked does not mean that additional filters
cannot be created and enabled. For the inbound filter, an additional file type has been added, the *.exe
filter. This filter is only active for the inbound, and is not replicated in the outbound.

Inheritance can also be used to create independent sub-policies to implement specialized filters for
specific messages and addresses defined in a policy qualification. The sub-policies will contain all of the
scanner settings from the main policy, but can have additional filters applied which do not affect the
parent policy. These filters might include surveillance for particular addresses or additional limits
imposed on specific users or groups.
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GWIA and SMTP interfaces on the same box

Generally, GWIA is the process that accepts your SMTP traffic over port 25. However, when using a
GWAVA 4 SMTP scanner, you want that traffic to go to the scanner first, and then be passed on to the
GWIA.

If both processes are running on the same server, then there will be a port conflict. In order to prevent a
port conflict between the two processes, the port that GWIA listens on for SMTP traffic must be
changed.

Modifying the SMTP port in the GWIA configuration is simple to do. Open ConsoleOne and locate your
GWIA, then open its properties. Go to GroupWise | Network Address. Change the SMTP port from 25 to
an unused port.

P roperties of GWIA

Resftach | Post Office Links | GroupWise - | MDS Rights ~ | Cther | Rights to Files and Folders
| Metweork Address

A

TCPAR Address: ]1 01.3.50

AN B X

PRSP Address: |

¥ Bind Excluzively to TCPAP Address

Paort =50 Z5L Port
Meszage Transfer: ] ] —:‘i ]Disabled ﬂ
HTTP: | 9850 21 Disabied ~ |
SMTP: | 263 |pisabled |

POP: 110 2] |pissbles =] | g5 2

|
IMAP: [ 123 2] |pissbled =] | ama 3
|

338 2! |pisabied ~| [ 638 2]

LOAP:

Page Options. .. 1 Cancel fapaly Help
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SMTP interface ports

If the GWAVA SMTP interface is set behind a firewall, or multiple firewalls, the following ports should be
open for mail flow and GWAVA functions or services:

e 80— TCP Outbound (Updates services for Antivirus, Signature Engine, and GWAVA system.)
e 21 —FTP Outbound (OS updates)

e 53— UDP (DNS lookups)

e 25—TCP Inbound (Used for Mail)

e 25—-TCP Outbound (Only if scanning outbound mail)

e 123 —TCP Outbound (Network Time Protocol (NTP))

The following should be open to access the GWAVA appliance from outside the network:

e 49285 —TCP Inbound (QMS message release service)

e 49282 — TCP Inbound (GWAVA Management Console)

e 22 —TCP (SSH access. This can be a security concern, but may be necessary to enable for support
access.)

GroupWise paths

Linux

The Linux configuration files are found, by default, in Zopt/novel 1/groupwise/agents/share. If the
mail system files are not setup according to default, search the system for the correct file name(s)
requested in the interface setup wizard. (For example, on Linux, search for ‘gwia.cfg’. Search in the likely
GroupWise file structure to shorten the search time.)
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Squid configuration file changes

There are ten lines which need to be added to the squid configuration file for GWAVA to function with
the ICAP connection. Add the following:

#icap_log /var/log/squid/icap.log
icap_enable on
icap_send_client_username on

icap_client_username_encode off

icap_service service_req reqmod_precache bypass=0 icap://1P Address of GWAVA
server):1344/request

adaptation_access service_req allow all

icap_service service_resp respmod_precache bypass=0 icap://<IP Address of GWAVA
server>:1344/response

adaptation_access service_resp allow all

#turn off persistent connections to increase speed

server_persistent_connections off

For specific file and further information, see http://www.squid-cache.org/Doc/config/ and the GWAVA

knowledgebase found at http://support.gwava.com for configuration options and explanations.
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